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Preface

Historical developments and processes generally evolve gradually and
below the surface of public scrutiny, and it is difficult to foresee starting
points and often equally difficult to identify end points. In contrast, dramatic
moments that are seared into collective memory can be pinpointed. One
such moment, in effect a watershed, was recorded in June 2014, when the
Islamic State in Iraq and Syria (ISIS) seized a dominant position in the
global consciousness with its occupation of the city of Mosul in Iraq, and
thereafter with its announcement of the establishment of the Islamic State
headed by Caliph Abu Bakr al-Baghdadi.

The conflation of impressive military achievements and the challenge
to the hundred-year-old state order that existed in the areas occupied by
the Islamic State and in the greater region, along with the radical ideology
painted in bright shades of Salafi jihadi Islam that drives Islamic State
activity, took the Middle East and the international arena by surprise. Since
then, there have been numerous attempts to understand the origins of the
Islamic State; the essence of this particular phenomenon; its characteristics;
its growth; and the various implications of its actions. In tandem, there have
been increasing efforts to devise ways to cope with the challenges it poses.

The Islamic State currently lies at the heart of international discourse,
researched and analyzed by decision makers and intelligence bodies,
academics, and journalists alike. This may be attributed, inter alia, to the
fact that the Islamic State is understood to be a multifaceted challenge —
security-military, political, economic, legal, ideological, cultural, and moral
— on national and regional levels, as well as a challenge to the stability of
the entire world.

This volume is part of the intellectual effort currently underway at many
research institutes throughout the world that are closely following the
phenomenon of the Islamic State in order to offer plausible interpretations
of its nature and contribute to the efforts to eradicate it. More specifically,
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the objective of this volume is twofold, incorporating two complementary
dimensions. First, it represents an attempt to establish a rich research
foundation and knowledge base on the Islamic State that will help advance
further research in this area. Second, it enables an understanding of the
complexity and difficulties inherent in the Islamic State challenge, which
should assist in the examination and selection of ways toward an informed
and effective response.

The book is a compilation of articles written by researchers at the Institute
for National Security Studies (INSS) and experts from other research institutes
in Israel. The structure of the volume reflects the various and diverse aspects
that the Islamic State phenomenon represents. The articles present a broad
and comprehensive picture: an explanation and analysis of the historical,
religious and geopolitical context for the growth of the Islamic State, the
characteristics of the entity, how it acts, its effects on various states, the
challenge that it presents to regional and world powers, its possible future
directions and development, and the types of action required for weakening
and even obliterating it.

The book is divided into eight sections. The first section includes articles
that examine the ground from which the Islamic State sprouted forth: the
growth of the Salafi jihadi stream, the development of the concept of the
caliphate in Islam, the theoretical geopolitical context of the breakdown of
the nation state in the Middle East, and the practical background for the
rise of the Islamic State from the radical camp. The second section deals
with the various aspects that define the Islamic State primarily since its
establishment, the many levels on which it operates, and the challenges that
it presents for its rivals. To this end, the military and intelligence contexts
that pertain to the patterns of action by Islamic State are analyzed, and
issues of governance, economy, and law, as well as the use of media and
social networks — a significant component in Islamic State activity — are
probed as well.

The following four sections of the volume address the geopolitical level
and geographical context of the Islamic State phenomenon, broken down by
states and organizations. The analyses look at the various actors and their
respective attitudes toward the Islamic State, and deal with the impact of the
Islamic State on particular states within their borders, as well as each response
to the Islamic State in its areas of operation. The third section looks at the
region where the Islamic State first emerged and its immediate surroundings,
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namely, Syria, Iraq, the Kurdish areas, Lebanon, Jordan, and among the Sunni
population in the State of Israel and areas of the Palestinian Authority. The
next section relates to the leading regional powers in the Middle East — Iran,
Saudi Arabia, Turkey, and Israel — vis-a-vis the challenge. The fifth section
examines the expansion of the Islamic State’s sphere of influence to areas
beyond the primary territories that it captured — Egypt, Libya, Central Africa,
and South Asia. The sixth section observes the developments from the wider
prism of the superpowers, and attempts to analyze the relationship between
the Islamic State and the actors that largely dictate the international agenda:
the United States, Russia, the European Union, and China.

The seventh section of the volume explores the intensity of the threat
that emerges from the direction of Islamic State, and the strategic vision
with which to address this threat. The section’s two articles present various
perspectives for analysis of the phenomenon and ways of dealing with it.
The final section presents insights that derive from the preceding articles’
examination and analysis of the Islamic State, in an attempt to contribute
both to the discourse on the phenomenon and the choice of the most effective
alternatives for dealing with the challenges it presents.

An important issue, ostensibly semantic, in fact has material significance
in the context of this compilation. The terminology chosen for the entity
under examination is specifically “the Islamic State,” rather than ISIS. In
our view, the reluctance of world leaders and others dealing with this subject
to use the term Islamic State due to a fear of strengthening the “brand,” or
alternatively, because of their reservations about identifying the phenomenon
with Islam in general, is mistaken. In point of fact, use of the name adopted
by the Islamic State as a title that embodies it clarifies its nature, vision, and
perception of itself as a preparation for the caliphate. Its definition as “Islamic”
accurately reflects its nature, ambitions, and guiding ideology. The Islamic
State is also not defined as a terror organization in this volume, because
we believe that this designation does not reflect the greater dimensions of
the phenomenon, and using it is liable to diminish the sense of the Islamic
State’s full power and multiple dimensions and the potential risk it poses.

Predictably, the articles included here include numerous expressions
and names from foreign languages, primarily Arabic. The phrases and
transliteration that were selected conform to the style in INSS publications.
The goal is to adhere strictly to a common language and uniform style, even
if it causes a certain deviation from official customary transliteration rules.
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Furthermore, the subject is part of the broad spectrum of studies about
the intellectual and operational streams behind the Islamic State. In this
context, several terms can be used, with each symbolizing a slightly different
meaning, e.g., radical/extreme Islam, fundamentalist Islam, Islamists, and
jihadists. We have chosen the term Salafi jihad, in its various forms, in order
to describe this stream. Clearly the choice of this term is subject to debate,
but for purposes of the discussion, this is the vocabulary that we feel is best
suited to reflect the phenomenon. While occasional use may be made of
other terms for lack of a suitable alternative, in general, and for the sake of
uniformity, we have adhered to use of the term Salafi jihad.

Several restrictions have shaped this volume. Despite the many and far
ranging topics included here, there are additional aspects of the Islamic
State phenomenon that are either not covered at all or are not dealt with
comprehensively. In addition, practical considerations forced us to limit the
scope and length of the articles. The desire to produce an integrated, clear,
and relevant study dictated the relatively restricted framework for each
article. Furthermore, the articles reflect the situational reality at the time of
their writing, but clearly a highly dynamic struggle is at work. There will
no doubt be changes in the relevant regional and international environment
of the Islamic State following publication of the volume, as there have been
even in the period of time between when the articles were completed and their
publication (the terror attack in Paris on November 13, 2015, for example).
Consequently, we have tried to refrain from time dependent interpretations,
and have chosen instead to deal with the phenomenon through a long term,
process-oriented view and not make do with a description of specific events
that have occurred since the Islamic State was established.

We would like to thank the authors of the articles for their contributions
to this volume. Sincere thanks also go to Anat Kurz, Director of Research
at the Institute for National Security Studies; Moshe Grundman, Director
of Publications at the Institute; and Judith Rosen, Editor of INSS English
publications, for their contribution to the preparation and publication of
the volume.

Yoram Schweitzer and Omer Einav
December 2015
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A State Is Born:
What Lies behind the Establishment of
the Islamic State

Kobi Michael

The Islamic State, whose establishment was announced over a year ago
by its leader Abu Bakr al-Baghdadi, started out as a quirky peculiarity,
but has since turned into an influential element in the region as well as a
challenge to the international community. The process of its establishment
and expansion seems to have been facilitated by a convergence of four
major trends: upheavals that led to the collapse of the region’s Arab nation
states and their decline into a state failure process; an ideological vacuum
initiated by disillusionment with pan-Arabism and the stinging inability of
the Muslim Brotherhood and political Islam, particularly in Egypt, to fill that
vacuum; the reluctance of the West to intervene in any substantive sense,
combined with a lack of global leadership and an irrelevant US strategy;' and
the unwillingness of moderate opposition groups in Syria to cooperate and
formulate a joint vision. These trends unfolded while jihadist organizations
were present and active in the region.?

From an historical perspective, one can view the Islamic State as a
product of the region’s chronic structural instability. Over the last century,
the Middle East experienced four major upheavals, each of which led to
the formation of a political structure at odds with the social framework
that was based primarily on ethnic, tribal, or religious affiliations. This
incompatibility inevitably eroded the legitimacy of the various regimes and
heightened the potential for opposition and subversion. In most cases, the
nation-state model survived, thanks to an authoritarian rule dependent on
effective security and intelligence services.
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The fragility of the political model was evident in the difficulty with which
most of the regimes have withstood the shockwaves of Arab upheavals,
the weakening of central governments, and the acceleration of statehood
failures. Political Islam — the chief ideological rival of nationalism — failed
the first test it faced (the Muslim Brotherhood in Egypt). As it faded, it left
behind an ideological vacuum that Salafist jihadist movements rapidly tried
to fill. The conditions created by state failures throughout the region were
exploited by radical Islamic currents, the most prominent being ISIS, which
led to the establishment of the Islamic State.

This chapter surveys the sociopolitical features of the chronic structural
instability of the region from an historical perspective. It examines the
significance of the failed state and the recurrence of this phenomenon
throughout the region. It also analyzes the connection between the expansion
of the failed state phenomenon and the growing strength of ISIS and the
establishment of the Islamic State.

Chronic Structural Instability from an Historical Perspective
Historically, the region was long organized along local, extended family,
tribal, ethnic, and religious lines with a clear correlation between identity
and territory.’ Defined territories were home to distinct homogeneous ethnic,
tribal, and religious groups. Most of these were backward societies (i.e., with
low literacy rates and no modern infrastructure and industrialization). Any
change in the traditional power structure was considered foreign, provocative,
or rebellious and thus illegitimate; as such, it aroused opposition, which in
some cases translated into counterrevolution. Subsequently, upheavals in
the Arab region called into question the geopolitical logic that defined the
modern region, which involved states with a central authoritarian government
and well-defined borders drawn by the Sykes-Picot agreement. Since their
inception, most of these nations have experienced instability that led to
extreme political crises and threatened their survival —but survive they did,
thanks to oppression and intimidation. Indeed, they maintained their political
structure through regime changes until the shockwaves of the Arab Spring.

The first upheaval in the region came with the spread of the Ottoman
Empire, which organized the area politically and administratively (sanjaks) in
a way that was supposed to grant it efficient administrative control. Ottoman
rule managed to institute moderate and long term processes of modernization
without rousing serious antagonism, and was capable of putting down any
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manifestation of such with a brutal hand. The Turkish sultans enjoyed a
form of legitimacy due to their religious background, and in many respects
the Ottoman Empire served as a kind of Islamic caliphate.

The second significant upheaval came with the fall of the Ottoman Empire
at the end of World War I and the division of the spoils among the victors —
Great Britain and France — via the Sykes-Picot agreement in 1916. As part
of the agreement, the region was divided into areas of influence and artificial
political state units. These units amassed together various ethnic groups,
rival religions, and even speakers of different languages into single states
with loose identities and no shared national or historical ethos. Borders were
drawn to frame state entities that were modeled on nation states prevalent
in Europe at the time.

The ouster of the monarch by the Free Officers Movement during the
Egyptian revolt of 1952 followed by the Baath Revolutions in Syria and Iraq
marked the third major upheaval. The Officers revolt introduced a political
ideological alternative — pan-Arabism — that peaked with the establishment
of the United Arab Republic led by former Egyptian President Gamal Abdel
Nasser. In Iraq, Syria, and Libya, despotic regimes became the norm, as
these were successful in preserving the multi-ethnic, multi-tribal, and multi-
religious entities by force and through the relentless oppression of their
opponents. In these three cases, the rulers were members of a minority and
nurtured members of “their own” sect as well as particular ethnic, religious,
or tribal groups at the expense of everyone else. The power structure they
created was corrupt, lacking any real public legitimacy.

Oppression, frustration, and changes in the international arena — particularly
the dissolution of the Soviet Union, which was the strategic support of these
rulers, and the growth of globalization, mass media, social media, and the
impressive successes of al-Qaeda — paved the way for the fourth upheaval.
The butterfly effect that began in late 2010 in a Tunisian marketplace became
an all-encompassing regional upheaval that led to the collapse of several
Arab nation states and an impressive, albeit short-lived surge of political
Islam in the region. Concurrently, the area saw the meteoric rise of Salafi
jihadist Islam. In the case of the Islamic State, this became manifest in the
conquest of extensive territories in northwest Iraq and eastern Syria, the
obliteration of established international borders, and the founding of an entity
that — in the eyes of its leader and followers — was the basis of the great
Islamic caliphate. More than any of its predecessors, this fourth upheaval
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was attended by a deepening of the bitter Sunni-Shiite rift. The religious
struggle now grew into a political conflict between Saudi Arabia, which saw
itself as the leader of the Sunni world, and Iran, the leader of the Shiites.

The fourth upheaval has been a sharp reminder that the Arab nation states
never succeeded in becoming political units with an adequate legitimacy
base or institutionalized mechanisms to resolve conflicts and manage social
change. With power structures that were never legitimate, they achieved
stability — as became fully evident in Syria and Iraq — through force. The
Arab Spring, the moment for those seeking change, steered these countries
onto the path of state failure. The weakness of many Arab nation states, their
rapid decline — in which central governments lost their authority and ability
to govern — and particularly their monopoly on the use of force, created
the conditions for the rise of other, non-state actors,* such as the Islamic
State. These movements have exploited the absence of government while
conquering territories and populations, appropriating state functions, and
presenting alternate ideologies in order to reshape the region.

The Islamic State and the rising number of failed states are thus
interconnected. The failed states are no longer mere local events or human
tragedies limited to one state or one people at a time. As arenas of conflict,
they have become a regional and international challenge due to the instability
that they export.> With its decentralized network, the Islamic State too is
no longer a local phenomenon limited to areas in Iraq and Syria. Present
throughout the Middle East,® proxies are gradually and continuously formed
and nurtured in East Asia, Western Europe, and North America as part of its
effort to change the global order and challenge the West’s fundamental values.

What is a Failed State, and How Did It Become an International
Challenge?

A failed state’ is defined or diagnosed as such by its non-existent or limited
ability to provide its citizens with minimal personal security.® Weakened
governance stems from blatant weakness in a central government and the
loss of a state’s monopoly on the use of force. “Governance” reflects how
well state institutions function by virtue of the government’s “stateness™
and the extent to which law enforcement and regulatory bodies can do
their job in a way that allows the state to manage the economy, realize its
sovereignty, and provide its citizens with adequate (domestic and external)

security, law and order, and health and educational services.'’
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In failed states, ungoverned outlying areas expand and become arenas that
allow and encourage activity by external actors, both state and non-state. The
latter further destabilize the principle of “stateness,” increase chaos, and help
export violence and instability to the territory of the failed state. Non-state
actors manage to seize control of locales and populations, and then undergo
a process of institutionalization in order to improve their mechanisms of
control over land and people. Such processes of institutionalization turn
non-state actors into semi-state actors, for example, Hamas in the Gaza Strip,
Hezbollah in southern Lebanon, and the Islamic State in Iraq and Syria."!

Countries suffering from internal fragmentation and weak or non-functional
institutions are liable to become failed states. Michael Hudson has classified
various nations on a continuum from fragile to stable to dynamic, with reference
to these two variables. According to his conclusions, when effectivity is low
and fragmentation high, a state’s stability is threatened.'?

Low political-identity | High political-identity
fragmentation fragmentation

High government | Dynamic: China, Turkey, |Fragile but controlled:
effectivity Chile Saudi Arabia, Syria
(the latter before 2011)

Low government | Stable but sluggish: Fragile and unstable:
effectivity Armenia, Bangladesh, Nigeria, Somalia, Libya, Iraq, Syria
Tanzania (the latter 3 states after 2011)

Many nations around the world lie somewhere along the continuum of
different degrees of state failure.'® The uniqueness and degree of state failure
in each case are a consequence of the connection between the seriousness
of the threat and internal and external challenges on the one hand, and the
performance level of state institutions, or “state quality,”'* on the other.
The lower the level of performance of a state’s institution, and the lower
the level of legitimacy that the public attributes to its institutions and the
government in general, the greater the distress and impact of internal and
external conflicts, and the higher the state’s level of failure. The higher the
state’s level of failure, the greater the possibility of the spread and takeover
of non-state and other — usually violent — entities that view themselves as
alternatives to the state.'s
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Solid evidence of this lies in the Islamic State’s seizure of northwest
Iraq and eastern Syria and the establishment of the caliphate in June 2014.
Ramifications of this will affect the stability and future of Iraq, Jordan,
and Syria (the latter no longer constitutes a state), and the entire region’s
stability and security. The Islamic State generates shockwaves that, like
falling dominoes, affect events in distant locations by encouraging subversive
elements in the form of terrorist organizations and Salafist jihadists that
share its ideology and methods. Examples of such groups are those operating
within Libya, the Palestinian Authority, and the Sinai Peninsula, as well as
terrorist infrastructures in Western Europe and Northern Africa.

Ethnic and religious divisions and the absence of a unifying national
ethos is another significant feature of failed states. A striking example of
this is Afghanistan: a multi-national state with various ethnic groups forced
to live together. Ongoing friction and conflict have turned the country into
a killing field of armed militias fighting each other despite the fact that all
are Muslim.'® Syria and Iraq, like Libya, Yemen, and even Lebanon, are
similar. While each country has its own unique ethnic and tribal makeup, each
suffers from ethnic and religious rifts and lacks a unifying national ethos.

This corresponds to what Benjamin Miller observes about the lack of
correlation between the state and the nation — what he calls the state-to-
nation imbalance — as a cause of instability and both internal and regional
conflict. Such a condition differs from a coherent state in which the state
correlates with the nation and in which borders and sovereignty are not
disputed, government institutions are stable, and the government maintains
a monopoly on the use of force.!” According to Miller, even when elites in
non-cohesive states try to reach a settlement, internal and external pressures
eventually undermine their efforts.'® There is no doubt that Iraq and Syria
are prominent examples that lend weight to his claim. The Islamic State
has exploited the processes of state failure in Syria and Iraq — both non-
cohesive states — in order to spread, seize control, and entrench itself,
and thus establish a caliphate. As David Reilly observes, the failed state
phenomenon is not about to disappear, and the clash between functional,
cohesive states and failed ones is inevitable." The inevitability of the clash
is partly due to the security threat generated by failed states. Organizations
that export violence and terrorism to cohesive functional states operate in
and from failed states even if they have no common borders. Globalization,
technology, and accessibility to state weapons, including WMD, allow these
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organizations to operate cross-border terrorism and sow chaos at low cost
with relative ease. Therefore, notes Reilly, “weak states, like Afghanistan,
can pose as great a danger to our national interests as strong states.”* This
insight is equally valid for Syria and Iraq, where the Islamic State —an entity
that is becoming both a regional and international threat — has set up shop.
Failed states are incapable of enforcing their authority within and around
their borders. This leads to the creation of outlying areas of lawlessness that
become preferred environments for the activity of terrorist organizations.
Global order and balance rely on the ability of states to preserve law and
order within their borders. Therefore, every failed state upsets the world
order to some degree or another. The results are global terrorism, mass
civilian flight, and the creation of new refugees,” genocide, violations of
basic human rights, local and international corruption, and rising crime.
Iraq is a conspicuous contemporary example of the processes of state
failure. The deep rift between Sunnis and Shiites, coupled with Kurdish
isolationism, affects the central government’s legitimacy and performance.
The central government’s weakness is likewise manifest in the poor quality
of the military and the frequent low level of discipline and loyalty in soldiers
and units. All these factors weaken the state’s hold on areas distant from
the capital and create highly favorable conditions for the Islamic State. The
Islamic State strengthens its hold by using terrorism and brutality against
local residents while exploiting the Sunni population’s hostility toward the
Shiite government. These processes further weaken the central government,
granting ethnic groups, such as the Kurds, opportunities to rid themselves of
the state and establish independent entities that take turns seizing economic
resources so as to further weaken the central government and its institutions.
In the post-Cold War era, internal security challenges, such as civil war,
guerrilla warfare, and terrorism — all of which are associated with failed
states — have been on the rise and become the chief threat to global as well
as regional security in various arenas. Since World War II, more people have
died as a result of these factors than from conflicts between regular armies.?
Terrorist attacks, particularly 9/11, have made it clear to the international
community that it cannot ignore a phenomenon that threatens the security
of the entire globe. There are also far-reaching implications if several states
designated as failed to some extent or other are in possession of ABC weapons
(Pakistan, for example). The concern here is that nuclear weapons will fall
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into undesirable hands. In Iraq, for example, stores of low enriched uranium
were seized by the Islamic State in July 2014.%

Failed States and the Islamic State against the Backdrop of the
Arab Upheaval

The increase in the number of failed states following the regional upheaval
is an intensifying threat to the stability of the Middle East due to the
growing impact of radical Islamic organizations in the area and the increased
involvement of external actors in the affairs of failed states. External players
may be states — as is Iran in Syria, Iraq in Yemen, or Saudi Arabia in both
Yemen and Syria — or non-state actors, such as the Islamic State in Iraq,
Syria, Egypt, Libya, and the Gaza Strip.

What at first glance seems to be a conflict among armed groups and
government forces, as in Syria, Iraq, Libya, or Yemen, is in fact a conflict
between regional and global powers, between Sunnis and Shiites, and even
between moderate and radical Sunnis, as in the case of Syria, Libya, and the
Gaza Strip. This means that Arab regimes are ever less capable of enforcing
their will in their own territories, while the strength of the Islamic State grows
and its influence spreads throughout the region and beyond. Confronting
this phenomenon requires high levels of cooperation, the reinforcement of
moderates in the region, determination, and global and regional leadership.
Regional players have a crucial role to play; without them, the regional
system will not be able to stabilize even if the world powers decide to invest
tremendous resources into fighting the Islamic State and rebuild failed states.

After five years of upheavals, many states are on the brink of collapse
or about to reorganize themselves according to diverse federal models.
Independent state entities (such as the Kurds and the Islamic State) may be
able to exist without recognition from a central government or the international
community. [t may be that the nation state is not the ideal model for certain
areas of the Middle East. Perhaps models with specific federal features are
more relevant to states divided by deep tribal, regional, and religious rifts,
as are Libya, Syria, Iraq, Yemen, and the Palestinian Authority. While the
international community opposes border changes and the collapse of existing
states because it fears for the regional and global stability predicated on
the building blocks of sovereign nation states, Arab peoples today seek the
freedom to live in political settings that match their identities.*



A State Is Born: What Lies behind the Establishment of the Islamic State | 23

Nation states such as Iraq and Syria are losing control of vast tracts
of land that are falling into the hands of Salafist jihadist organizations,
which desire to build the foundations of the new Islamic caliphate there and
threaten to expand toward Jordan, Saudi Arabia, and the Gulf states. On the
other hand, the survival of the Islamic State is not preordained; its future
hinges on its ability to spread and seize control despite opposition. The
military power of the Islamic State seems limited. It cannot win a military
confrontation against state armies, such as the Turkish army, and certainly
not a confrontation against a coordinated military action organized by an
alliance or coalition of Arabs armies with Turkish backing and international
assistance. Iraq and Syria cannot meet the challenge on their own unless a
dramatic change occurs in Iran’s position or its involvement in present day
affairs. The Kurds will continue to fight for their region and fend off Islamic
State troops each time the latter try to breach Kurdish lines.

Thus with no regional coalition enjoying international support, the current
situation is liable to become permanent and turn the Syrian-Iraqi expanses
into a killing field for years to come.
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The Islamic Caliphate:
A Controversial Consensus

Ofir Winter

The institution of the caliphate is nearly as old as Islam itself. Its roots lie
in the days following the death of Muhammad in 632, when the Muslims
convened and chose a “caliph” (literally “successor” or “deputy’). While the
Shiites recognize “Ali b. Abi Talib as the sole legitimate heir of the prophet,
the Sunnis recognize the first four “rightly guided” caliphs (al-Khulafa
al-Rashidun), as well as the principal caliphates that succeeded them — the
Umayyad, Abbasid, Mamluk, and Ottoman. The caliphate ruled the Sunni
Muslim world for nearly 1,300 years, enjoying relative hegemony until its
abolition in 1924 by Kemal Ataturk, the founder of modern Turkey.

Although Sunni commentators have defined the essence of the caliphate
differently in different periods, they tend to agree that the caliphate was
founded for the purpose of managing Muslim affairs in accordance with
the laws of God and organizing the lives of their people according to the
principles of Islamic religious law.! In practice, the caliphate has experienced
highs and lows over the course of its history. In some periods, it exerted
authority over political, administrative, financial, legal, and military affairs;
in others, it was reduced to the symbolic and spiritual realm, such as leading
mass prayers, much in the manner of the modern Catholic papacy.>

The Islamic State’s 2014 announcement on the renewal of the caliphate
showed that the institution is not only a governmental-religious institution
of the past, but also a living and breathing ideal that excites the imagination
of present day Muslims. The secret of the caliphate’s appeal is twofold:
first, it contains a nostalgic promise to correct the modern political order —
perceived by many as oppressive and corrupt — and restore the original and
just order of Islam. This is accomplished through the unification of Muslims
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in a framework that will revive their honor and bring them national and
economic prosperity. Second, it is a concept that is embedded in the culture
and history of Islam, one that enjoys a broad consensus among scholars from
various Sunni sects. Yet alongside the shared belief that the caliphate is an
exalted aspiration, the Islamic religious clerics hotly dispute its substance,
the proper timing for its renewal, the manner in which its leader should
be appointed, and its reciprocal relations with modern Arab nation states.
From this perspective, the internal Muslim debate over the caliphate is yet
another facet of the struggle for hegemony and religious authority between
rival forces in contemporary Sunni Islam.

The Islamic State as the Realization of the Caliphate Vision
On June 29, 2014, Islamic State spokesman Abu Muhammad al-‘Adnani
announced the restoration of the caliphate and the appointment of Abu
Bakr al-Baghdadi as caliph. His announcement aroused enthusiasm among
multitudes of Muslims in Arab and Western countries, who began thronging
to the battlefields of Syria and Iraq and dedicating — and in many cases
sacrificing — their lives for the consolidation and expansion of the newly
established caliphate. Suddenly, ninety years after Ataturk abolished the
institution, arguing that it was an anachronistic and disastrous system for
Muslims in general and Turks in particular, its vitality reemerged. What had
symbolized the backwardness and impotence of Islam vis-a-vis the West to
the nationalistic forces operating in the Middle East in the early twentieth
century now became the wave of the future, while the Arab nation states,
which had symbolized the future as well as the realization of independence and
modernity to those same secular forces, found themselves on the defensive.
Time, it appears, has made people forget the miserable downfall of the
most recent caliphate, the Ottoman Empire. The weakness of the Arab nation
states, as well as the failure of the secular ideologies of the twentieth century
to fulfill their promises, has thus brought the caliphate back to life. The vision
of a union of the faithful under a single leader, who will impose Islamic
law upon all, was once again regarded by many Muslims as an alternative
that reflects their beliefs and values, and will achieve their goals. In the
internal arena, the caliphate will be able to reconstruct the organic legal
and political order that prevailed since ancient times. In the international
arena, the caliphate will combat the injustices of both the Arab-Muslim
regimes that have strayed from the righteous path and the infidel Western
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superpowers, and restore Islamic civilization, the Islamic nation, and all
Muslims to their rightful place.?

At the center of the announcement on the caliphate stands al-Baghdadi,
who has become an integral part of the Islamic State brand thanks to his
much emphasized kinship with the tribe of Muhammad and his religious
education. The Salafi jihad organizations that have recognized the caliphate
have sworn personal allegiance to al-Baghdadi, thereby demonstrating the
impressive power of the caliph and his enterprise, even though doubts still
linger concerning the Islamic State’s ability to maintain its unity and choose
an heir after his departure. The announcement promises that al-Baghdadi will
establish institutions, dissolve oppression, impose justice, and replace the
current state of destruction, corruption, oppression, and fear with security.
It declares that the time has come for the nation of Muhammad to cast off
its disgrace and resume its glory. According to the announcement, the signs
of victory are already apparent: the Islamic State flag flies high while the
heretical nation states see their flags lowered, their borders breached, and
their soldiers killed, taken prisoner, and defeated. Such signals awaken the
dream deep in the heart of every Muslim believer as well as the hope of a
rejuvenated caliphate that beckons every jihad fighter.*

The Debate over the Caliphate in Current Sunni Islam
The announcement of the caliphate prompted a sharp internal debate
between the Islamic State and its Muslim enemies, and reflects the struggle
between the newly proclaimed entity and traditional forces for hegemony
over Islamic religious law. The caliphate does not merely aim to build a
new reality; it is at war with everything that preceded it. Al-'Adnani made
it clear that the reestablishment of the caliphate denies the legitimacy of
every other Islamic organization. The duty of all Muslims is to swear
allegiance to Caliph al-Baghdadi; those who do not are guilty of dividing
the Islamic nation. This divisive pronouncement was aimed above all at
Jabhat al-Nusra, the al-Qaeda branch in Syria and the Islamic State’s direct
rival representation of the Salafi jihad vision in that territory. It likewise
posed a challenge to religious authorities deemed heretical by the Islamic
State, such as the Muslim Brotherhood and the religious establishments
associated with Arab regimes.

Opposition to the caliphate has thus united sworn enemies, who now find
themselves on the same side of the fence against the Islamic State. It has
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compelled religious clerics of all stripes to tackle the seductive notion of
the caliphate among large Muslim audiences, especially youth. At the same
time, the counter arguments offered by opponents of the Islamic State vary.
The Salafi jihad forces and the Muslim Brotherhood, for whom the caliphate
is an ultimate objective, have resorted to convoluted apologetics in order
to reconcile their denunciation of the Islamic State with their support (in
principle) for the establishment of the caliphate. On the other hand, those
Arab regimes that regard the rise of the caliphate as a direct existential
threat to their countries have had to explain why, from the perspective
of religious law, modern Arab nations are in no way inferior to a rooted
Islamic institution such as the caliphate. The religious legal debate on the
caliphate has also revealed strategic differences of opinion over the future
of the Islamic nation, tactical arguments on the proper and effective means
of realizing its goals, and splits regarding the prevalent modern state order
in the Middle East.

The announcement of the caliphate reflects the anticipation by the Islamic
State of three possible religious critiques of its action, and therefore took
pains to provide possible answers: (1) to the argument that the caliphate was
established without a Muslim consensus (ijma), the Islamic State ridiculed
the demand for general agreement among the factions, brigades, divisions,
coalitions, armies, fronts, movements, and organizations of the Islamic nation;
(2) to the argument that the caliphate was established with no consultation
(shura) with religious establishments in Arab countries, the Islamic State
pointed to the absurdity of demanding that it consult with its enemies, who
do not recognize it; (3) and to the argument that circumstances were not ripe
for a move of this type, the Islamic State replied that any delay in forming
the caliphate once its essential elements are in place — in other words, its
possession of large tracts of land in Iraq and Syria — is deemed a sin under
religious law.’

The response by al-Qaeda, which opposed the declaration and vigorously
demanded that the Islamic State retract it, was politically sound but ideologically
complex. The organization’s founders, Osama Bin Laden and Ayman al-
Zawahiri, had discussed and studied the possibility of a caliphate and cited
it as a goal, but had done virtually nothing to bring it about. For al-Qaeda, a
caliph able to unite Muslims under the flag of Islam and institute a moral and
pious society is described as a desirable ideal, one that the organization uses
for propaganda purposes when recruiting Muslims to global jihad against the
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United States and its allies. Yet although its leaders regard the Arab nation
states as the possible core of a united Islamic entity, they have not directed
their immediate struggle at dissolving these countries and eliminating their
borders. Instead, they have focused on ousting the heretical governing
elite, attacking its supportive external forces, and creating the conditions
necessary for promoting the political, religious, and social reforms that they
preach.® For example, Jabhat al-Nusra, the Syrian branch of al-Qaeda, has
been engaged in the struggle to overthrow the Assad regime and establish
an emirate in Syria, in the belief that the caliphate can be established only
at a later stage, after a victory in Syria is achieved.

Apositive attitude to a caliphate, along with reservations to its establishment
by the Islamic State, was thus reflected in Jabhat al-Nusra’s response to
Al-‘Adnani’s announcement. In an article in al/-Risalah, Jabhat al-Nusra
acknowledges the hope that the caliphate may offer to a younger generation
of Muslims, who live in the discouraging and depressing reality of Western
hegemony over the territory of Islam and who are “grasping at any ray of
light as if it were the dawn.” The article also expresses appreciation for
certain aspects of al-Baghdadi’s actions in Iraq and Syria, such as his release
of prisoners from jail and recruitment of the faithful to the path of jihad.
At the same time, it emphatically rejects the declaration of the caliphate
on the basis of three reasons. First, the process is unacceptable because al-
Baghdadi neither consulted with the sages of Islamic religious law nor was
selected by them. Second, the religious education of the appointed caliph
is inadequate; he purports to manage the affairs of Muslims without having
written a single religious text of any significance. Third, the Islamic State is
undermining the Salafi jihad project. The article also alleges that the brutal
executions conducted by the organization not only invited an international
coalition against it, but also gave Islam the reputation of being a barbaric
and merciless religion, and have thus alienated believers from the path of
jihad, which has seemingly become a synonym for bloodbath, slaughter,
and murder. Thus, instead of uniting Muslims under the flag of Islam, al-
Baghdadi has divided them and concentrated on antagonizing the heretics
at the expense of true Muslims. The article concludes that al-Baghdadi is
not the long hoped-for caliph who will lead the Muslims from darkness to
light, but is instead leading the nation toward catastrophe.’

The announcement of the caliphate caught the Muslim Brotherhood in
a similar apologetic trap. Like the Islamic State, it promotes a revolution,
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whose ultimate goal is the establishment of an Islamic caliphate and the
nation of Islam as a concrete political framework. Yet whereas the Islamic
State regards this as an immediate objective and attempts to achieve it by
force wherever possible, the Muslim Brotherhood treats it as an undefined
long term goal to be reached gradually, at some unknown point in the
future. Furthermore, while the Islamic State rejects nationalism, the Muslim
Brotherhood sees no wrong in harboring nationalist feelings for a particular
territory, provided that they remain secondary to a profound commitment
to the Islamic nation.®

Although the Muslim Brotherhood’s response to the Islamic State’s
declaration of the caliphate is notable for its ambivalence, its conclusion
is unequivocal: the caliphate of the Islamic State is totally invalid under
Islamic law. Indeed, Yusuf al-Qaradawi, today’s unofficial spiritual leader
of the Muslim Brotherhood, published an announcement in the name of
the International Union of Muslim Scholars that opened with fundamental
ideological support for the idea of a caliphate, but continued with objections
to any attempt to realize it before conditions are ripe. In the spirit of the
teachings of Hassan al-Banna, the founding father of the Muslim Brotherhood,
al-Qaradawi noted that these conditions included the establishment of countries
that would be governed by sharia, enjoy reciprocal relations, wield material,
spiritual, and human power, and possess an internal unity that would make
them immune to external attack. According to al-Qaradawi, al-Baghdadi’s
declaration of the caliphate also fails to meet other criteria in Islamic law. It
was issued unilaterally, without the backing of a general Islamic consensus
and with no consultation, as required by the Qur’an (Sura 3: verse 159).
It does not advance Muslim goals; it gives the caliphate a bad name and
encourages the enemies of Islam to join forces against the rebels fighting for
legitimate rights in Syria and Iraq. Finally, it leaves an opening for anarchy
in Islamic rulings by creating a situation in which any organization can
assume the authority to rule on a key issue such as the caliphate.’

The official religious establishment of Egypt, which is headed by al-Azhar
University and Dar al-Iftaa al-Misriyyah (the Egyptian House of Fatwa)
subject to it, is highly influential at the local level as well as in the Sunni
Arab world in general. After the announcement of the caliphate, it began
taking vigorous action to delegitimize the Islamic State, as did religious
establishments in other Sunni Arab countries. A special body was established
to counter the Islamic State’s rulings and prevent the spread of its ideas.'’
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Unlike al-Qaeda and the Muslim Brotherhood, it expressed substantive
doubts — not only about the timing, form, and expectations of the caliphate
— but also about the institution itself. The principal challenge facing Egypt
vis-a-vis the formation of the Islamic State and the allegiance it has won
from the Sinai-based Ansar Bait al-Maqdis organization in November 2014,
was how to anchor the legitimacy of the nation state at the expense of the
historical institution of the caliphate. Its position reflects a political shift
rather than a change in the concept of regular religious law, since until the
Islamic State’s declaration, Dar al-Iftaa al-Misriyyah was careful to avoid
questioning the idea of the caliphate. In a fatwa (religious ruling) published
in May 2011 it even defined the caliphate as a religious commandment,
noting that modern nation states — temporary substitutes for the caliphate at
a time of weakness — have not stopped yearning for a caliphate; indeed, the
dissolution of the caliphate in 1924 and its division into countries according
to the Sykes-Picot agreement was a disaster for Muslims. Nonetheless, as
the leaders of modern nation states have prevented anarchy and provided
stability for believers, they should therefore be obeyed; rebellion against
their rule is thus forbidden."

After the announcement of the caliphate, Dar al-Iftaa al-Misriyyah too
modified its views. It now stated that the legitimacy of the nation state was
based on more than the mere absence of a caliphate, and provided other
reasons for upholding this idea. In November 2014, Shawqi ‘Allam, Grand
Mufti of Egypt and head of Dar al-Iftaa al-Misriyyah, published a book in
English targeting young Muslims in the West entitled The Ideological Battle:
Egypt’s Dar al-Iftaa Combats Radicalization. Opposing the claim of the
Islamic State, he ruled that the caliphate was not a holy institution derived
from religious texts, and that the Prophet Muhammad had not commanded it
at all; rather it was a governmental framework that had developed out of the
political, social, and religious circumstances of the period. According to this
narrative, a replacement was needed to help Muslims maintain their unity
and spread their views after Muhammad’s death. This, however, does not
signify that Islam is a static religion that demands the restoration of a fixed
form of government and a return to the Middle Ages. Quite the contrary;
flexibility is the soul of Islam, and “the fatwas represent the bridge between
the legal tradition and the contemporary world in which we live. They are
the link between the past and the present, the absolute and the relative, the
theoretical and the practical.”'? According to ‘Allam, this means that Muslims



34 | Ofir Winter

are allowed to choose any form of government that serves their interests in
any given period, and that there is no religious objection to the definition
of Egypt as a modern and democratic nation state.

Conclusion

Although the caliphate is an historic institution, it is also a concept that
resonates among many Muslims and continues to affect political, religious,
and ideological discourse in contemporary Sunni Islam, all the more since
the Islamic State announcement. The debate over the caliphate between the
Islamic State, al-Qaeda, the Muslim Brotherhood, and national religious
establishments is not exclusively a religious legal dilemma; rather it is
a political struggle about who the legitimate interpreter of the holy texts
and their significance ought to be. It is a struggle between an entity that is
disseminating a radical, subversive, and incendiary message that eradicates
the borders of nation states, and forces of a territorially particular nature;
between a religious leader with no recognized institutional authority who
has appointed himself caliph and attracted masses of believers, and Islamic
legal scholars who hold official status and are fighting to preserve their
religious hegemony; between an organization that appeals to young Muslims
in the language and media tools familiar to them, and older institutions that
are being forced to adjust to a dynamic reality and operate beyond their
natural comfort zone in order to maintain their influence. The struggle over
the status of the caliphate is expected to continue in the coming years and
will be decided not only by an overthrow of al-Baghdadi and the defeat of
his combatants, rather — and perhaps most of all — in the struggle over the
ideology and values in the political and religious fields.
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Radicalism and Islamic Terror:
Historical Background

Meir Litvak

Islamic fundamentalism is part of a worldwide phenomenon of an activist
and often belligerent response to perceived threats from modernity and
globalization — originating in the West — to the religious and cultural identity
of various societies. In addition, the resort to religious activism was and
remains a response to the severe socioeconomic upheavals these societies
have experienced as a result of modernization, especially among those
who were not fortunate enough to enjoy its benefits. The Islamic State is
the most extreme and violent manifestation of Islamic fundamentalism in
the modern era.

Distress and concern over the loss of religious and cultural identity have
been especially strong in Muslim societies and particularly in the Arab
Middle East since the middle of the nineteenth century. They are rooted in
the deep gulf between the Islamic self-perception of the proper status of
Islam, deemed as superior to all other civilizations, on the one hand, and the
political, economic and technological inferiority of the Muslim world in the
modern era compared to the West, on the other. This gulfis especially blatant
given the fact that unlike Judaism and Christianity, Islam as a religion and
civilization was immensely successful at the outset. It outshone Europe and
its achievements were not far less impressive than those of India and China.
This historical accomplishment nourished the belief that Islam’s success
in this world was one of the proofs of its theological veracity. Therefore,
the weakness and inferiority of Muslim societies in the modern era and the
dominance of Western civilization aroused both psychological and theological
distress due to the difficulty in bridging the gap between belief and reality.
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One of the main responses to the crisis was reformist Salafism identified
with Muhammad ‘Abduh (d. 1905), the Grand Mufti of Egypt. The basic
premise of this movement was the prevalent belief that Islam at the time
of'its ““ righteous forefathers” (al-salaf al-salih), i.e., the era of the prophet
Muhammad and the next three generations, was at the peak of its glory and
must therefore serve as a model for Muslims for all generations. To this,
‘Abduh added the assertion that Islam was from its outset a rational religion
that advanced and developed thanks to its ability to adapt to circumstances
while retaining its core and essence. However, Islam lost that ability in
its third century of existence because of reprehensible collaboration in
systems run by tyrannical rulers, corrupt clergymen, and Turkish military
commanders who retained their pagan customs. His solution to the problem
was to rejuvenate Islamic law by applying ijtihad, i.e., independent reasoning
and rational tools to reinterpret religious law in order to provide religious
answers to legal and ethical questions and problems that emerged in the
modern era, while taking into consideration the needs of the new era and
the best interests of the public (masalha). In practice, ‘Abduh proposed to
integrate a range of methods and ideas borrowed from Western culture into
Islam in a controlled fashion, in order for Islam to adapt to the modern age
while maintaining its identity.'

Muhammad Rashid Ridda (d. 1935), “Abduh’s disciple, followed this
path, but the post-World War I upheavals radically changed his attitude
and the orientation of Salafism as a whole. The dissolution of the Ottoman
Empire, the last Muslim empire in history; the West’s conquest of most
Islamic countries and the Middle East in particular; the abolition in 1924 by
Kemal Ataturk of the caliphate, the symbol of cultural and political unity of
the Islamic world; and the rise of secular nationalism profoundly affected
Ridda and his followers and generated a sense of intense crisis. They found it
impossible to separate Europe’s culture from its imperialism. In fact, Western
culture itself suffered from an acute crisis due to the horrific death toll of
the Great War, after which the values that it espoused seemed more hollow
than ever. Ridda’s conclusion was to continue to support the modernization
of Islam but to oppose unequivocally any attempt to adopt Western values.?

In many ways Ridda’s ideas continue the writings of the great Islamic jurist
Taqi a-Din Ibn Taymiyyah (1263-1328) and the teachings of Muhammad
Ibn “Abd al-Wahhab (1703-1792), the founder of the conservative Wahhabi
branch of Islam. Both espoused a rigid purist line in their scholarship and
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advocated the practice of violence against anyone who deviated from pure
Islam. But unlike prior religious purism, generated when religion dominated
the cultural and intellectual arena, contemporary Islamic fundamentalism is
a response to modernity and secularism, which are viewed as endangering
the very existence of Islam.

Ridda was a theoretician who preached through the journal a/-Manar,
which was published in Cairo and disseminated among most if not all Muslim
communities in the world. But the person most responsible for the transition
from theory to practice was Hassan al-Banna (1906-1949), who in 1928
founded the Muslim Brotherhood in Egypt and shaped its philosophy and
mode of operation. Born into a rural religious family and having received
a modern education, Banna was himself a product of modernization. He
was sent to work as a teacher in Ismailiya, where most of the residents were
recent arrivals from village communities who had no social frameworks
to replace what they had lost when they moved to the city. By contrast,
the urban elite consisted of a large European community that dictated the
city’s Westernized life style. Banna did not differ from his intellectual
predecessors in diagnosing the problem: for hundreds of years, Islam had
absorbed foreign influences that had distorted its original message and
corrupted the Muslims. In addition, Islam became stagnant and was unable
to provide answers to religious and social problems rooted in modernization
and cultural Westernization, and the result was a chasm driven between the
believers and religion.

The solution he offered was two-pronged: the modernization of Islam
and the Islamization of modernity, i.e., the rejuvenation of Islam by means
of ijtihad — while rejecting Western values and bringing believers back to
the correct religious path — together with the imposition of Islamic values
on modern reality. The great innovation lay in the method he proposed for
bringing believers back to the religious way of life and the centrality of
politics in his doctrine. Banna developed the da ‘wa strategy, which combined
religious preaching with the construction of a network of welfare services
that at the time the state was either incapable or unwilling to provide. In
exchange for receiving services such as preschools, medical care, and
charity, people were obligated to participate in the movement’s religious
activity and adopt an Islamic way of life. The Islamization of society was
intended to be a bottom-up movement and culminate in the establishment
of an Islamic regime (nizam islami). Banna explained that politics is an
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essential component of Islam and that the establishment of a state that
would function on the basis of sharia — Islamic religious law — was a key
Islamic value. He rejected liberal democracy as a foreign idea whose aim
was to split the believers to rival sects. Still, understanding the appeal of
democracy, he spoke of an Islamic democracy as a model for the future in
which only Islamic movements incorporating the Qur’an and sharia as the
basis of their platforms would be able to participate. Banna attributed great
importance to the idea of jihad, coining the phrase, “Allah is our goal, the
Prophet is our leader, the Qur’an is our constitution, jihad is our way, and
death for Allah is our most exalted wish.” Nonetheless, he postponed the
realization of jihad to a future time.?

At the outset, Banna rejected the use of political violence against Muslims,
though by the end of World War II he authorized young activists who wanted
to expedite the formation of the desired Islamic state to found secret terrorist
cells within the Brotherhood. In 1946-1948 activists assassinated several pro-
British politicians, and the Muslim Brotherhood sent volunteers to help the
Palestinians in the war against the Zionists in 1948. The acts of terrorism led
to the banning of the movement in 1948. In revenge, a Brotherhood member
murdered Egyptian Prime Minister Mahmoud al-Nugqrashi in December
1948, and in a countermove, the police killed Banna in February 1949.

Although it was outlawed, the Muslim Brotherhood continued to operate
and even supported Abdel Nasser when he assumed power in the military
coup on July 23, 1952, hoping to serve as his spiritual guide. But by 1954,
a rift grew among them because of Nasser’s authoritarianism, his refusal
to allow the movement any influence, and his decision to form a secular
regime. Following an assassination attempt on Nasser’s life in 1954, the
Egyptian regime banned it again. Nasser continued to persecute the Muslim
Brotherhood until his death in 1970.

The Nasser regime’s secular policy and the suppression of the Muslim
Brotherhood generated the Salafist jihadi stream in Islam. The founder of
that stream was Sayyid Qutb (1906-1966), a chief ideologue of the Muslim
Brotherhood until his arrest in 1964. Lying on his prison hospital bed after
having suffered severe torture, he wrote his book Milestones (Ma alim fi
al-Tarig), which is considered the Salafist manifesto. According to Qutb,
human reality allows two possible situations: hakimiyya, which means God’s
sovereignty and the absolute rule of the laws of Islam, while anything less is
aregression to jahiliyya, the era of barbarism and ignorance preceding Islam.
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According to Qutb, Egypt and other Muslim countries had entered a new era
of jahiliyya, because they had voluntarily subordinated themselves to human
laws and ideas such as nationalism and socialism, and their inhabitants were
Muslims in name alone. Qutb despaired of the Muslim Brotherhood’s gradual
Islamization of society from the ground up, saying that no modern Arab
state would allow the true adherents of Islam to disseminate their teachings,
either by applying rigid suppression or by indoctrinating the masses via the
regime’s schools and media. The only choice left to the true defenders of
Islam was to withdraw from society into a self-imposed ghetto where they
could live according to Islamic law and concurrently amass weapons and
attract more supporters to the cause. Once they were strong enough, the true
believers would seize the reins of government by force, whereupon they
would use the means of the modern state to impose Islam on society. In
order to justify the revolt against the rulers — an idea antithetical to Muslim
tradition — Qutb cited Ibn Taymiyyah, who said that a ruler who does not
obey the laws of Islam is a heretic against whom one must declare jihad.*

Qutb was executed in 1966, but while in prison he exerted great influence on
young Islamic activists who were jailed with him and adopted his philosophy.
Two events — the Six Day War in 1967 and Nasser’s death in 1970 — invigorated
Islamist movements and ideas. The defeat to Israel revealed the failure of
Nasser’s socialist pan-Arab vision, and Islam was seen as the best option
for filling that ideological void. Islam was presented as an all-encompassing
system offering solutions to problems in this world and the next, and as the
only way of realizing Arab and Islamic revival and empowerment.

The Islamists’ ideas were expressed in general terms and did not go into
details, which would have exposed their impracticality, and their vagueness
enhanced their popular appeal. The Islamic solution was presented as authentic,
rooted in local culture and most suitable to local conditions, unlike imported
solutions like liberalism or socialism whose foreign sources were presented
as the key to their failure in the region. The Islamic way was presented as
one that had gained great success in the past, but unlike other alternatives,
which had all failed, had not been tried in the present.’ In the 1970s, the
failure of Arab socialism to extricate Arab countries from their backwardness
was glaring; especially acute was its failure to provide employment for
hundreds of thousands of young high school and university graduates. The
Islamic movements’ slogan — “Islam is the solution” — held tremendous lure,
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particularly for young people whose chances for finding jobs and housing
and even getting married were limited.

President Anwar el-Sadat, Nasser’s successor, released thousands of
Islamists from jail and allowed the Muslim Brotherhood to renew its activity,
albeit with some restrictions. Sadat’s policy of economic openness, which
widened social gaps, increased the appeal of the Muslim Brotherhood’s
welfare system among broad segments of Egyptian society. At the same time,
some of the newly released young activists established several organizations
that strove to topple the Egyptian regime. Three were particularly important:
al-Takfir wal-Hijra, headed by Shukri Mustafa, which was comprised of
several dozen students and in 1977 kidnapped and killed a former minister
in the Egyptian government; Jama‘at al-Muslimin, led by Tah al-Samawi,
whose members torched mosques they felt were insufficiently religious;
and al-Jihad, headed by “Abd al-Salam Faraj, whose members assassinated
Sadat in October 1981.¢ The Egyptian authorities eliminated all of these
organizations, arrested hundreds of supporters, and executed dozens. But
the phenomenon did not disappear.

The Soviet invasion of Afghanistan in December 1979 was an important
milestone in the development of Salafist movements. Until then, these groups
focused on battling the near enemy, i.e., the rulers of their nations, based
on the belief that these rulers were a threat to the Muslim community from
within and were preventing it from realizing its religious and political goals.
But the Soviet invasion produced a change in priorities and a new focus on
the distant enemy threatening Islam from without. Consequently, thousands
of young men from the Middle East flocked to Afghanistan to take part in
the jihad and, for the first time in history, created an Islamic version of the
international brigades. Among those who came to Afghanistan was Osama
Bin Laden from Saudi Arabia, who stood out as a gifted organizer, and the
Palestinian radical theorist ‘Abdullah “Azzam; the meeting between the two
resulted in the establishment of the Office for Mujahidin Services, which
recruited Muslim volunteers, and later, the founding of al-Qaeda.

‘Azzam promoted jihad to the second most important religious duty
in Islam after the belief in the unity of God; it was, he said, the personal
obligation incumbent upon every Muslim. But unlike other thinkers and
probably because he was Palestinian, he focused on the obligation to restore
to Islamic rule all lands conquered by Islam’s external enemies — from
Palestine through Kosovo to Sicily and Spain — solely through jihad. He
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explained that warriors of Islam must establish priorities; accordingly, they
were to focus on one arena as the primary aim for jihad but would choose
another arena as their secondary target. After liberating the primary target
and establishing an Islamic emirate there, they would go onto the secondary
target, at which point they would pick a tertiary target, and so on. Thus jihad
would continue until the liberation of all Islamic lands and the establishment
of the caliphate, which would stretch from Indonesia in the east to Morocco
and Spain in the west. Although he was a Palestinian, ‘Azzam maintained
that Afghanistan should be the primary jihad target rather than Palestine,
because the prospects of victory were greater and because Palestinian society
had undergone a process of Westernization and corruption through contact
with Israel, whereas Afghan society remained truer to Islam, and it would
therefore be easier to establish the utopian Islamic state there first. It was
essential to wage jihad on the land where conflict prevailed between oppressed
Muslims and their non-Muslim rulers (e.g., the Philippines) simultaneously
and to the degree possible in the Islamic lands destined to be liberated (e.g.,
Egypt and Algeria) until the liberation of all Islamic lands.’

‘Azzam laid the foundations for the establishment of al-Qaeda and was
Bin Laden’s spiritual guide throughout the war in Afghanistan. Based on the
notion al-gaeda al-sulba (“the solid base”) conjured by ‘Azzam, Bin Laden
announced the formation of al-Qaeda in late November-early December
1989 in Peshawar, thus beginning a new chapter in the history of global
terrorism. A key factor that hastened the establishment of al-Qaeda was the
failure of the Salafist jihadist organizations in Egypt, Syria, and Algeria to
topple the existing regimes. There were several reasons for this failure: the
Arab regimes succeeded in applying the lessons of the revolution in Iran and
applied brutal and sophisticated means of oppression to neutralize the Salafists.
At the same time, the vicious terrorist means employed by the Salafists —
including indiscriminate murder of innocent civilians, dismemberment of
live people, and damage to the local economy — alienated many of their
potential supporters, who preferred corrupt regimes to barbaric terrorists.®
The failure to topple the Arab regimes led Bin Laden to the observation that
American support was the key to the survival of these regimes and hence
to the conclusion that it was necessary to oust the United States from the
region through terrorism. In other words, unlike other Salafist organizations,
al-Qaeda focused its activity on the distant enemy and turned to international
terrorism.
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Al-Qaeda’s terrorist activity against the United States, culminating in the
9/11 attacks in 2001, encouraged US President George W. Bush to invade
Afghanistan that same year and Iraq in 2003. This move provided al-Qaeda
with renewed momentum, and volunteers from all over the world rushed to
Iraq to participate in the jihad. The first leader identified with al-Qaeda in Iraq
was Abu Mus‘ab al-Zarqawi, a criminal from Jordan who was “born again”
in prison and turned to jihad. Diverging opinions regarding the struggle’s
priorities developed between al-Zarqawi and Ayman al-Zawahiri, Bin Laden’s
right hand man. Al-Zarqawi focused on terrorism and mass killings of Shiites,
whom he called heretics and traitors to Islam, whereas Bin Laden preferred
to focus on the fight against the United States. Al-Zarqawi was killed by
US forces in 2006; his successors — Abu Ayub al-Masri (also known as Abu
Hamza al-Muhajer) and Abu ‘Umar al-Baghdadi — were likewise killed
by the Americans in April 2010. This time, the heir was Ibrahim ‘Awwad
Ibrahim °Ali al-Badri, better known as Abu Bakr al-Baghdadi, who changed
the name of the organization to the Islamic State in Iraq and, in its present
incarnation, the Islamic State.

This brief overview of the history of Islamic fundamentalism shows an
almost linear progression of radicalization and transition from rhetoric to
violence. The process is rooted in several factors, the most important being
the profound socioeconomic and political crisis of the Arab world, which
created fertile ground for extremism and raised generations of desperate
young people clinging to the radical message as a solution to the regional
ills. Furthermore, the sense that their culture is threatened has intensified
with globalization. In addition, the Muslim Brotherhood’s failure to gain
political influence via preaching and elections drove many Islamists to
violence. Since the 1970s, the radicals shifted from battling Arab rulers to
fighting the United States — the leader of the world of heresy — but turned
inward with the outbreak of the Arab Spring in 2011.

Despite the common ideological base of Islamic organizations, radicalism
usually leads to schisms and power struggles among leaders and groups
claiming to lead and save the world of Islam. The combination of a radical
ideology, which views the world in stark black and white terms, with the
inherent difficulties of realizing their ideals has led these organizations to
adopt murderous methods, most of whose victims are Arabs and Muslims
whose conduct was not pure enough for the radicals. Not only has this
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violence not resolved what ails Muslims in the modern era; but it has greatly
exacerbated their plight.
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The Internal Conflict in the
Global Jihad Camp

Yoram Schweitzer

The founding of the organization known as the Islamic State in the spring of
2013, and its June 2014 announcement of the establishment of the Islamic
State under the leadership of the caliph Abu Bakr al-Baghdadi, caused a
split among all organizations belonging to and identifying with the global
jihad camp — a camp that until then had been led by al-Qaeda. The dispute
began in April 2013 with al-Baghdadi’s unilateral declaration of a union
between the Islamic State of Iraq (ISI), an organization under his leadership
that was a branch of al-Qaeda, and the Jabhat al-Nusra organization in Syria,
led by Abu Mohammad al-Julani. The decision, which al-Baghdadi made
without consulting al-Julani, set the two at odds; al-Julani quickly rejected the
unification, while declaring his loyalty to al-Zawabhiri, the emir of al-Qaeda
and his supreme commander. For his part, al-Zawabhiri tried unsuccessfully
to mediate between the hostile parties and preserve unity. Thus in May 2013
he ruled that al-Baghdadi would remain responsible for Iraq, while al-Julani
would be responsible for Syria. He also announced that Jabhat al-Nusra would
become the Syrian branch of al-Qaeda and an official member of its cluster
of alliances.! After a year of additional but futile attempts at mediation and
compromise, accompanied by grave mutual accusations by spokesmen of
ISIS and al-Qaeda supporters, the feud reached a peak with al-Zawahiri’s
declaration of February 2014, in which he disclaimed all responsibility
for ISIS activity in Iraq and Syria, and the consequent expulsion of the
organization from the al-Qaeda cluster of alliances.?

These events were followed by the announcement in late June 2014 by
Islamic State spokesman Abu Muhammad al-‘Adnani of the founding of the
Islamic State and the self-appointment of al-Baghdadi as caliph. This amounted
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to a coup d’état within the global jihad camp, and catapulted al-Baghdadi to
the top of the leadership — over al-Zawahiri — by granting him the status of
a mortal successor to the Prophet Muhammad. Caustic disputes and power
struggles ensued between supporters of both the Islamic State and al-Qaeda,
who were required to choose between adherence to the old leadership or
loyalty to the new caliph. The unique step of appointing a caliph outraged
senior Muslim religious figures, who denied the legality and legitimacy
of this appointment in particular, as well as Islamic State policies in areas
under its control.’ They responded in a letter in September 2014, addressed
directly to al-Baghdadi and signed by 126 leading religious figures. They
listed their main criticism of the Islamic State’s injustices and its distorted
interpretation of the commandments of Islam. The authors emphasized
that the use of religious concepts outside the context of the Qur’an and the
Hadith was forbidden.* They also noted that 24 prohibitions in the Qur’an
and Hadith were regularly violated by the Islamic State, including the ban
on religious legal rulings (fatwas) without a proper knowledge of the Islamic
texts, and the ban on declaring individuals to be non-Muslim unless they
openly declare disbelief. Other violations include slavery, harm to Christians
or any people of the Scripture (ahal al-dhimmi), forced conversions to Islam,
and elimination of the rights of women and children. The Islamic State
ignored this general condemnation, declaring that it was of little importance
to al-Baghdadi’s caliphate.’

The most important result of the steps taken by al-Baghdadi was a
tremendous upheaval in the ranks of global Islam. Until the establishment
of the Islamic State, al-Qaeda had managed to retain the loyalty of its main
partners — al-Qaeda in the Arabian Peninsula, al-Shabaab in Somalia, Jabhat
al-Nusra (which replaced al-Qaeda in Iraq after al-Zawahiri expelled al-
Baghdadi), and al-Qaeda in the Indian subcontinent (AQIS)® — despite a
series of setbacks caused by the loss of many of its principal commanders,
including its leader, Bin Laden.” Once the Islamic State was established,
however, splits began within organizations, and loyalties began shifting
from al-Zawabhiri to Caliph al-Baghdadi, mainly among organizations that
had regarded al-Qaeda and above all its supreme commander as a supreme
guide, a model for imitation, and a source with whom to identify.

For example, since its establishment, the Islamic State has succeeded in
recruiting organizations and factions that had formerly identified with al-Qaeda,
and some were joined in thirty-four provinces (wilayats) operating in Iraq,
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Syria, Egypt, Libya, Yemen, Algeria, Saudi Arabia, Khorasan (Afghanistan-
Pakistan-Central Asian republics), the northern Caucasus, and Nigeria.
Various organizations in these countries swore allegiance to al-Baghdadi
after a long process, during which they were carefully evaluated by the
Islamic State and found suitable to be accepted as subordinate partners.
The criteria considered included their potential contribution to promotion of
Islamic State interests, their operational capability, their control of sizable
territories, their ability to unite other organizations under their leadership,
and their utter loyalty to the idea of the Islamic caliphate. These organizations
had previously identified chiefly with al-Qaeda; some had even expressed
loyalty to that organization, which they now redirected to the Islamic State.
Among the most prominent of these is Ansar Bait al-Maqdis, an Egyptian
Salafi organization operating mainly in the Sinai Peninsula but also in Egypt
itself. Having expressed loyalty to Bin Laden and al-Zawahiri, his successor,
when it was founded in late 2011, it swore allegiance to the Islamic State
in November 2014. Noteworthy too is that certain factions active in Egypt
have not changed their affiliation, as in the case of al-Murabitun, led by
Hisham Ashmawi, who shifted its affiliation with Ansar Bait al-Maqdis to
operate independently with leanings to al-Qaeda.?

Another organization in a different geographical region that once sided
with al-Qaeda without officially belonging to its cluster of alliances but has
since joined the Islamic State is Boko Haram in Nigeria. Its close connections
to al-Qaeda and its partners, mainly in the Maghreb and Somalia, were
reflected in the training of its operatives and its financing by al-Qaeda partner
organizations. Boko Haram gradually came to cooperate with the Islamic
State, with which it was officially united in March 2015, when its leader,
Abubakar Shekau, swore allegiance to al-Baghdadi. A similar process took
place with groups such as Okba ibn Nafaa in Tunisia and Ansar al-Sharia
in Libya, combatants who had left the Caucasian Emirate in Chechnya
and Dagestan, and factions that had left the Taliban and its partners in
Afghanistan and have now been recognized as “Wilayat Khorasan.” Other
groups, including al-Ansar al-Dawla al-Islamiya and Battalions of Omar
al-Hadid in the Gaza Strip, and organizations in Southeast Asia such as Abu
Sayyafin the Philippines and Jamaah Ansharut Tauhid (JAT) in Indonesia have
likewise made this move. Particularly noteworthy was the shift in allegiance
by the Islamic Movement of Uzbekistan (IMU), which for many years had
been one of al-Qaeda’s most prominent allies and closest collaborators in
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Afghanistan and Pakistan. Following the announcement of the death of
Mullah Omar, the original leader of the Taliban and the emir of al-Qaeda
and its partners, IMU swore allegiance to al-Baghdadi on July 31, 2015.°

The prevailing sentiment in the public and institutional discourse —
within the intelligence community, academia, and media — on the conflict
between the two camps assigns a clear victory to the Islamic State. The most
unequivocal and pessimistic assessment of al-Qaeda’s chance of surviving
its conflict with the Islamic State has come from no other than al-Qaeda
authoritative supporters, whose names were conspicuous among the signatures
in the letter against the appointment of al-Baghdadi. In a rare interview with
the New York Times in June 2015, Abu Muhammad al-Maqdisi and Abu
Qatada — two of al-Qaeda’s most important religious guides and advocates
—asserted that the organization had reached the end of the road and had lost
its struggle against the Islamic State.'® Their assessment was based on an
image of the Islamic State as an invincible successful terrorist entity with
military achievements and the ability to conquer and control large swaths of
land, mainly in Iraq and Syria, and enjoy unprecedented worldwide media
coverage — in contrast to al-Qaeda, which is having difficulty mobilizing
material support and finding new recruits among young Muslims.

Atthe end 0f 2015, a year and a half after the establishment of the Islamic
State and the declaration of the caliphate, the names ISIS and Islamic State
appear on Google more than 240 million times, as compared to some 50
million references to al-Qaeda. The Islamic State’s sophisticated strategy
is based on operations in cyberspace, which it conducts through its media
division on social media channels: YouTube, Facebook, Twitter, Tumblr, and
others. In addition to this activity, admirers and supporters of the organization
engage in independent media activity and promote the organization’s interests
on social media; together they are creating an effective system of non-
military “soft” power."" Al-Qaeda and its partners, on the other hand, who
were once perceived as masters in the use of the “old media” to promote
their agenda of global jihad and who are in fact active in “modern” social
media, are at this point either too busy or incapable of competing with the
Islamic State, due to constraints in means and manpower. Instead, they are
focusing their efforts mainly on fortifying their position in various theaters
of conflict, where they are again competing with Islamic State operatives
for dominance among the supporters of global jihad.
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The military struggle between the two camps is conducted on various
fronts, with its clearest expression in Syria, currently a key jihad arena.
Jabhat al-Nusra, in cooperation with organizations that are members of
local coalitions, such as Jaish al-Fatah and Ansar al-Sharia, are fighting
the Islamic State (and the regime’s forces) in the provinces of Idlib, Daraa,
and Aleppo.'? In Libya, the organizations supporting al-Qaeda, including
Majlis Shura Derna, which has joined the Abu Salim Martyrs Brigade, are
fighting the partners of the Islamic State. In the Caucasus, enmity exists
between the Caucasus Emirate, which swore allegiance to al-Qaeda in the
summer of 2014," and other members of the Emirate that swore allegiance
and were accepted into the Islamic State in June 2015. In Afghanistan, the
new Taliban leader, Mullah Akhtar Mohammad Mansoor, reaffirmed his
support for al-Qaeda after receiving an oath of allegiance from al-Zawabhiri
in August 2015." As for Yemen and Saudi Arabia, it appears that al-Qaeda
in the Arabian Peninsula has not yet spoken its final word in the campaign
against the Islamic State. Despite a number of showcase terrorist attacks by
organizations identifying with the Islamic State in these two countries, it
appears that jihad adherents are more inclined to support al-Qaeda and its
partners in this region. In Africa, too, neither party has an advantage at this
stage; in Nigeria, Boko Haram supports the Islamic State, while in Somalia,
al-Shabaab is a supporter and representative of al-Qaeda.

Despite the momentum and victorious image enjoyed by the Islamic State
as an independent entity with the grandiose ambitions of conquering territory
and establishing a caliphate, it is only at the beginning of its road, especially
as it is facing a coalition of over sixty Arab and Western countries. On the
other hand, al-Qaeda — which until recently was perceived by many as the
most dangerous terrorist threat of all — is benefiting from the distraction of
the international coalition, and behind the smokescreen created by the Islamic
State, is taking advantage of the opportunity to rebuild and consolidate its
infrastructure in various locations throughout the world. It thus appears that
despite the decisiveness with which the Islamic State has been crowned as
the new undisputed leader of the global jihad camp, it is still premature to
discount the influence of al-Qaeda and its cluster of alliances on the global
terrorism map.

The rivalry between al-Qaeda and its partners and the Islamic State and
its supporters is caused by a dispute not about vision, but rather about the
strategy and the most effective pace and method to achieve it. The bitter feud
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between them is to a great extent the result of personal and organizational
competition over prestige and power. It is entirely possible that at some point,
after the leaders of al-Qaeda and the Islamic State are no longer active, and
especially given the possibility that the two camps will suffer severe setbacks
at the hands of the international coalition operating against them, the two
organizations will revert to cooperative action in order to defend themselves
and promote their dream of reclaiming Islam’s glory and supremacy. Most
likely the current bitter struggle for the allegiance and support of admirers
will continue in the short term. In the future, however, they are liable to act
as a team, thereby aggravating the international jihad terrorist threat, both
individually and in tandem. The leaders of the international coalition against
terrorism should therefore continue to attack both camps, which despite
their antagonism, embrace the same ideology and espouse similar goals,
even if their current paths are different and subject to internal dispute. As
both sides are of the same nature, the campaign against al-Qaeda and its
allies must continue in full force, side by side with present efforts to halt
the spread of the Islamic State. The rivalry between them is fertile ground
for divide-and-conquer tactics. Herein lies an opportunity for operational
intelligence warfare to pitch the two camps against each other by recruiting
their operatives and conducting operational psychological warfare in order
to exacerbate the conflict. The extreme cruelty of the Islamic State, which
overshadows that of al-Qaeda and its partners, must not be allowed to create
the illusion that any understanding can be reached with either organization.
The leaders of the campaign against them must be responsible for achieving
victory over both.
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The Islamic State as an Intelligence Challenge

David Siman-Tov and Yotam Hacohen

The Islamic State is a rising force in the Middle East, acting to overturn
the existing political order by erasing borders, overthrowing regimes, and
leading a religious war. Since from an intelligence perspective its defining
characteristics, both strategic and operational, differ from those that
traditionally occupy the intelligence communities in the West, it presents a
significant intelligence challenge.

The intelligence on the Islamic State is not of a uniform fabric, and it
is not possible to detach it from the viewpoint of the interested party of a
specific intelligence facility. Therefore, the intelligence challenge must be
broken down into the various levels of security activity: national intelligence
required for decision makers; strategic intelligence required for military
leaders; operational intelligence required for arena commanders in the
campaign; and tactical intelligence required for the combat forces, in the
air or on the ground.!

Before analyzing the Islamic State intelligence challenge, it is important
to distinguish between generic intelligence viewpoints vis-a-vis strategic
and operational challenges, and the unique intelligence challenge that the
Islamic State constitutes in Western eyes (the countless issues that derive
from the intelligence war being waged against the Islamic State will not
be specified here). The Islamic State represents a substantive enemy for
the United States and its allies, which are fighting it with varying degrees
of intensity. Although Israel constitutes an enemy for the Islamic State, as
affirmed by different Islamic State spokesmen, it is not part of the entity’s
active efforts. However, Israel must make stringent assumptions in everything
pertaining to the threats facing it from the Islamic State. These assumptions
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should be reflected, first and foremost, in activity by the Israeli intelligence
community to study and prepare a response to the Islamic State.

The Islamic State is a broad phenomenon with branches primarily in the
Middle East and Africa. Although based in Iraq and Syria, its widespread
cyber activity brings it well within the purview of the West. The question of
the systemic boundaries for the intelligence discussion of this phenomenon is
a strategic decision stemming from the strategic context of those involved. The
choice by the United States to deal with the regional presence of the Islamic
State stems from the American strategic effort to stabilize the region while
confronting radical Islamism. In contrast, the Israeli perspective should deal
with operational military threats that the Islamic State poses on its borders.

This article will focus on the intelligence challenge posed by the Islamic
State from the perspective of the party managing the overall effort against
it, i.e., the international coalition led by the United States, and focus on the
ramifications for Israel. It will not deal with the rising intelligence efforts of
the EU countries to confront the Islamic State, which are focused primarily
on homeland security issues. Despite a certain similarity between Israel and
the US regarding the intelligence challenge, the nature of the confrontation
that is liable to take place between Israel and the Islamic State is completely
different. Therefore, the Israeli intelligence effort should be discussed
separately regarding the challenge that it presents. This differentiation
stems from the understanding of the strategic and operational context of
the Islamic State phenomenon from Israel’s standpoint, which relates to the
phenomenon as it is manifested primarily in Iraq and Syria, and secondarily
in the Sinai Peninsula. In this context, there are two central aspects: Israel’s
geopolitical interests in the northeastern territory and the impact of the rise
of the Islamic State there, as well as the need for Israel to preserve a proper
defense and security regime inside its borders.

The Strategic Surprise in the Rise of the Islamic State

The meteoric rise of the Islamic State in June 2014 stunned the intelligence
organizations in the United States. President Obama criticized the American
intelligence community,” claiming that it did not correctly assess events
in Syria and the inability of the Iraqi army to prevent Salafi jihadi forces
from establishing themselves in the territory. Another claim maintains that
intelligence organizations in the US were surprised by the founding of ISIS
and the speed of its advance toward the announcement of a caliphate, and
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estimated that the central threat expected in this context is the return of
volunteers to their Western home countries.’

In response to the complaints, American intelligence organizations recalled
a warning that they issued in 2012 in regard to the strengthening of Salafi
jihadi forces, which the administration did not address thoroughly because
it did not want to become entangled once again in Iraq.* There were those
who explained the intelligence gap by claiming that it is not the function
of intelligence to monitor the Iraqi forces, which were regarded as allied
forces. This argument was accompanied by an emphasis on the reduction in
intelligence gathering ability in Iraq beginning in 2011.° Others explained
that Islamic State leaders surprised themselves by their success — a claim that
relates to the chaotic nature of strategic emergence, and especially for the
reality in the Middle East in recent years. However, this in itself questions
the very ability of intelligence bodies to supply early warning.

Nevertheless, the major significance of the aspects described above is
not intelligence-related or oversight in early warning, but rather the ongoing
irrelevance of Western intelligence for the current strategic environment in the
Middle East. This, first and foremost, is due to the lack of understanding of the
region and environment in which the Islamic State grew, as well as a lack of
use of chaotic-emergence assessment models. The discussion solely around
the issue of surprise misses a central function of intelligence — assistance in
formulating relevant policy regarding unfolding developments in the arena.

The Islamic State as a Part of the Ecosystem

In order to gain a strategic understanding of the Islamic State, it is necessary
to understand the “ecosystem” in which it grew and its overall links with
states in the region and other actors. In any discussion of the ongoing struggle
against global jihad, cultural and religious issues are especially relevant.
The intelligence framework on the national level is required to understand
the relevant phenomena and ideology, and specific religious, historical,
cultural, social, and tribal aspects. A more particular way of understanding
the Islamic State is through a genealogical viewpoint, i.e., the development
of the Salafist jihad phenomenon.® Intelligence must internalize historical
meanings, which include deep theological doctrine. Indeed, the commander
of special operations for the United States in the Middle East noted that
the West lacks an understanding of the ideology behind the phenomenon:
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“We have not defeated the ideology...and we haven’t even managed to
understand it.”’

In addition, strategic intelligence on the Islamic State requires an
understanding of the governmental vacuum that has emerged in northeastern
Syria, as well as an understanding of the battle that the Syrian regime and
Hezbollah are waging against the opposition forces since 2011-2012, together
with an understanding of the significance of battle for the opposition forces
themselves. In order to gauge the depth of the Islamic State phenomenon,
political and geostrategic understandings must thus be integrated with a
cultural and social understanding of the groups in the territory.

The self-definition of the Islamic State as a caliphate, with the theological
ramifications derived therefrom in regard to what may be called “redemption
here and now,” makes clear that this body cannot be regarded as a state in the
Western configuration, but rather as a subversive ideology that challenges
the existing Western and national order and has immediate implications for
the phenomenon’s future development. An understanding of this religious-
messianic mindset will also clarify the steps taken by the Islamic State,
which in Western eyes appear at first glance to be politically and strategically
irrational, and which make the entire world rise up against it. As such, the
major Western intelligence conceptual assets regarding Western “rational”
players and issues of deterrence are highly irrelevant in this case.

Another aspect of the intelligence challenge is the need to examine the
economy of the Islamic State, which is vital for assessing its viability and
locating the sources of its power. These should also serve as a source for
military targets to be attacked. An additional critical aspect for intelligence
handling is the extent of the organization’s governance and control, manifested
in areas such as education, religion, law, and infrastructures, and is based in
part on instilling a feeling of fear and dread among the residents. If the West
succeeds in pursuing the Islamic State’s centers of gravity, perhaps it will
be able to strike it in order to bring about a reduction in its power at home.
As such, confronting the Islamic State will occur not only on the battlefield.

How Far will the Islamic State Spread?

The question of how far the Islamic State will spread in the future is very
relevant from Israel’s standpoint, since it overlaps with the question of
whether and in what circumstances the war against Israel would figure among
the Islamic State’s priorities. The answer to this question is influenced in
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part by the actions of all actors, especially the international coalition and
the Russian effort.

The conduct of the Islamic State until now indicates that it will spread to
places where there is a sympathetic ethnic infrastructure, as well as to places
in which it identifies a governance vacuum. More than offering an assessment
of its plans — which its own leaders might not know themselves — such
mapping will help in formulating strategy that, if sound and comprehensive,
could have a negative impact on the Islamic State in its efforts to expand.

The Islamic State as a New Operational Intelligence Challenge
The State of Israel has much experience in dealing with paramilitary
organizations, and it has developed advanced abilities against the challenges
that these impose upon Western armies. The most significant operational
challenges that have arisen vis-a-vis Israel in recent years arose from
ongoing friction, which makes it possible for both sides to learn and prepare
themselves for future confrontation. To compensate for their inferiority, the
major challenge that Israel’s rivals have created from this friction is “static
disappearance.” The Israeli response to this challenge is embodied, inter alia,
in the creation of a “target bank” for future confrontations. In contrast, the
Islamic State has adopted a different alternative: “dynamic disappearance,”
which is based on movement, i.e., conquering territories or relinquishing
them when required by circumstances.

The operational intelligence response that Israel has devised as part of the
battles it conducts with paramilitary organizations lies in a combination of
continuous intelligence preparation and intelligence control (such as ability
to “hold territory”) in real time. The most significant challenge in dealing
operatively and operationally with the Islamic State is the need to develop
a target bank of a phenomenon that is still not active on Israel’s northern
border. A partial response to this is monitoring the Islamic State’s logistical
deployment in Israel’s direction, if this occurs.

In order to enable the development of a relevant approach to dealing
with the Islamic State, intelligence is required — as with any other rival —to
identify centers of gravity or logic by which it operates, and if damaged, will
impact on its overall performance. In order to reach a relevant operational
understanding, one must identify the links between the various provinces
of the Islamic State, the manner in which its military array is structured and
operates, where command centers are located and the relationship between
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them, the structure of the chain of command and religious leadership, and
the extent of control by the Islamic State in the various regions. Operational
intelligence on the Islamic State is required to investigate its logistical
abilities, examine the extent of its fitness, the ways in which it raises funds
and recruits manpower, and weaponry. This is in order to indicate the weak
points in these processes, which could disrupt its activity if damaged.

The Cyber World as Intelligence Space for Collection and
Influence

A particular central direction of intelligence activity in dealing with the
Islamic State is cyberspace, the media, and social networks. One of the Islamic
State’s major assets is its ability to exploit these areas to recruit supporters
and fighters, as well as using them as a platform for transmitting messages
of deterrence and intimidation. Intelligence on cyberspace is required as a
primary collection target for the branches of the Islamic State and the pool
of recruits, in addition to a central target for disruption and transmission
of messages that contradict the propaganda messages by the Islamic State,
such as messages of psychological warfare for deepening conflicts and splits
between commanders and sub-groups. Cyberspace also constitutes a space
in which confrontation with the Islamic State can be created, which will
enable familiarity with the entity and enhance the ability to learn about it.

Conclusion

The intelligence community discourse on the phenomenon of the Islamic
State initially dealt with the issue of warning — did the American intelligence
community warn about this phenomenon or not. This article contends that
the critical question is not warning as a separate issue, but rather what
intelligence should be developed in the West and in Israel in order to support
the decision making process and the shaping of relevant policy vis-a-vis the
rising challenge of the Islamic State.

In tandem, it is important to note that that Israeli intelligence requires
warning about the Islamic State on various levels: (a) strategic — will Israel
become a priority for the Islamic State? When? In which directions will
the Islamic State spread? What are the risks for moderate regimes in the
region? (b) operational — what are the concrete intentions of the Islamic
State against Israel: Harassment? Development of a prolonged permanent
threat? Are there operational preparations and deployments by the Islamic
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State toward Israel, and if so, does it see Israel as part of the international
coalition or a target in and of itself? (c) tactical — is a terror attack by the
Islamic State planned against Israel, and if so, what form will it assume?

The fighting currently directed at the Islamic State has great potential for
developing intelligence on its patterns of action; it also constitutes a central
challenge: the State of Israel is liable to encounter a quick, adaptive rival that
knows how to operate in an environment of heavy firepower and a wealth of
intelligence, and conduct complex and cruel operations. Therefore, intelligence
is required to prepare the system for a possible surprise, primarily out of a
need to formulate an operational response vis-a-vis a phenomenon that Israel
has yet to experience on the battlefield. Additional functions required by
intelligence after the war begins are developing an in-depth understanding
of the Islamic State phenomenon as an ideological and military and civilian
establishment; an understanding of the directions in which it can spread that
depend on its potential rivals; and the impact of action by the international
coalition on these directions.

Intelligence on the Islamic State phenomenon must be more integrative
than ever before. It must include cooperation between a country’s various
intelligence entities and personnel (research and gathering), as well as
cooperation with foreign intelligence organizations. The intelligence
communities dealing with the Islamic State challenge must establish joint
teams for developing knowledge of strategic and operational issues.

The unprecedented challenge posed by the Islamic State is addressed
without the experience that has accompanied the State of Israel’s activity
against other strategic and operational challenges for decades. This singular
entity called the Islamic State, which operates with advanced methods,
including the internet, and possesses the capability to adapt rapidly to modern
developments, requires the Israeli intelligence community to adopt similar
qualities of quickness and rapid adaptation to the changing intelligence
challenge.
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The Military Power of the Islamic State

Gabi Siboni

Of the various video clips that the Islamic State regularly uploads on the
internet, two in particular provide insights about its force buildup while
demonstrating the two major components of the training it seeks to instill in
its fighters. The first shows children undergoing endurance training as their
instructors beat them with various items. In one segment of this video, the
group is shown learning how to charge while coming under fire.! The second
video shows a group of children dressed in camouflage battle fatigues being
indoctrinated as jihadi fighters at the Farouk Institute training camp in the
city of al-Raqqa.? An analysis of a document issued by the Islamic State’s
education bureau in September 2014° makes clear the depth of the entity’s
penetration in schools, where it has radically changed the curricula to focus
on motivation, fighting spirit, and zeal for self-sacrifice.

It is difficult to assess the Islamic State’s military strength without first
understanding the impact of its indoctrination and propaganda, and as a
result, the power of the fighting spirit among its combatants. Moreover, it
seems that it deems military training of secondary importance as compared
to the effort that it puts into cultivating the combatants’ desire to fight. This
essay presents the military and operational capabilities of the Islamic State
while examining the components of its force buildup: doctrine, armaments,
manpower, organization, command and control, and training.* At the same
time, it is important to consider soft force components — motivation and
fighting spirit — which, though difficult to quantify, could have a decisive
effect on the organization’s military strength.
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Doctrine

In the absence of authentic documents that lay out the Islamic State’s doctrine
on military operations, analysis of the group’s operational approach is
possible by observing the operational methods of its forces. This may also
offer secondary evidence of the Islamic State’s comprehensive strategy.
Operational actions are designed on the basis of the Islamic State’s so-called
shock doctrine,” which consists of three stages described in The Management
of Savagery, the formative strategic manual of jihadist movements.® The first
stage focuses on the establishment of an area of savagery: the organization
conquers an area with ruthless viciousness, thus inflicting shock and fear
among the population. During the second stage, the organization manages
to provide the region and terrorized population with a certain measure of
security. In the third stage, the organization places the conquered area under
a full governing authority, following the Salafist interpretation of Islamic
law (sharia).

In accordance with this manual, the Islamic State’s operational approach
is grounded in three principles. First is the use of unyielding cruelty toward
the enemy, so as to set an example for future opponents. Second is extensive
psychological warfare implemented through a variety of tools available to it,
especially the internet, rumors, and fifth columns amid enemy populations; these
lead to the terrorization of civilians and defense forces, which fundamentally
affects their resilience. The third principle stresses the mobility and flexibility
of its actions, which allow for the rapid, as-needed mobilization of forces
and reinforcements. The Islamic State operates through small battle groups
moving around in commercial vehicles that enjoy easy mobility and are
armed with machine guns, as well as anti-tank and anti-aircraft weapons.

When attacking and conquering nearby targets, the Islamic State uses
mortar bomb fire backed by snipers and machine guns in advance of the
fighters’ entry.” When targets are further away, it makes extensive use of
suicide attacks to demoralize the opposition and thus prepare the ground for
the advance of its forces. In defensive battles over urban areas, the Islamic
State uses fortifications to steer the enemy into crowded spaces, where it
feels that it enjoys an advantage. By contrast, its fighters seem to have a
hard time coping with forces that rely on long distance snipers.®

In the case of organized attacks on densely populated areas or large
cities, the Islamic State also uses special units to penetrate frontline defenses
before the main force arrives and thereby cast terror over the region through
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suicide attacks, IEDs, snipers, and so on. These forces are selected from
within cadres of highly motivated and thus highly effective extremists, who
are ready to sacrifice their lives.’

Armaments

The Islamic State uses whatever weapons it can obtain. There are many
sources of weapons, but most arms are loot seized from the Iraqi and Syrian
armies, with some coming from rebel organizations in Syria.'” A study carried
out by a London research institute'' indicates that the Islamic State also
uses American weapons and ammunition, apparently included in a Saudi
Arabian arms assistance package. It possesses a large variety of rockets,
mortar bombs, anti-tank weapons — including the advanced Kornet — and
sophisticated anti-aircraft weapons capable of damaging the helicopters and
low flying aircraft of the coalition forces in areas of fighting.'?

The Islamic State also has heavier weapons, such as armored vehicles,
several dozen Russian T55 tanks seized as loot, and even a few Scud missiles
and MiG 21s, though it is not clear whether the latter are in operational
condition. It uses more advanced weapons as well; videos reveal that it relies
on UAVs to gather intelligence.'* One of the most worrisome issues, however,
is its desire to seize strategic weapons, such as chemical weapons; based
on several reports, it has already employed chemical weapons in combat.'

The Islamic State is also active in cyberspace. So far, its activity in this
domain has been focused on two objectives: an extensive use of social media
to engage in psychological warfare and to recruit manpower and resources.
Lately, there is ever more evidence of the entity’s effort to carry out cyber
attacks, including on national infrastructure.'® Although this activity is still
in its infancy, once the required resources have been recruited, the Islamic
State will presumably not hesitate to act extensively against its enemies in
this domain as well.

Manpower

Reports on the number of Islamic State’s combatants vary. According to
US intelligence sources, in February 2015 they amounted to approximately
20,000; in Syria alone, there are some 3,400 fighters from the West.!® In
late 2014, one CIA source set the number at 31,000 — 10,000 more than the
previous count.'” Estimates of the increase in the Islamic State’s ranks run
parallel to the estimated number of casualties in the organization, which
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claims that over 10,000 Islamic State fighters have been killed'® since the
onset of coalition attacks." Experience suggests that many of those killed
were not fighters but civilians, some of whom were almost certainly not
involved in the fighting.

Fighters are recruited from many places, with most coming from the local
population in Syria and Iraq. The total number of foreigners is estimated at
12,000, most of whom hail from various European nations, North America,
Australia, North Africa, and the Arab Middle East.?® Foreign fighters represent
a significant portion of the Islamic State’s potential suicide attackers — so
much so that many of them believe that they are enlisting in order to die.?!
Other fighters are recruited on the basis of their knowledge and fields of
expertise, therefore not only for their ability to fight, but also for their
intelligence and ability to engage in psychological warfare and offer logistical
and technological assistance. However, it is very difficult to assess the
reliability of these numbers and determine precisely who is a fighter. The
Islamic State is not monolithic, which makes it difficult to discover the
contractual obligation of those assigned to fighting units, which could offer
evidence of its military ORBAT.

Organization and Command and Control
The Islamic State is organized along district lines. Each district is relatively
autonomous, as are the military forces within it. The forces are organized in
a way that grants them maximal flexibility, with a notable absence of rigid,
fixed frameworks. This looseness allows them to realize their doctrine,
which requires mobility and rapid reinforcement. Most of the Islamic State’s
manpower lies in urban areas and along transportation routes, allowing it to
move rapidly in integrated battle groups — infantry, tanks, rapid deployment,
anti-tank, anti-aircraft, ordnance, and logistics — wherever needed. As
coalition attacks have increased in number, the Islamic State has dispersed
its larger bases, and now makes use of small, mobile battle groups. In the
absence of designated communication means, it also makes use of social
platforms such as Twitter and WhatsApp.>

The command and control structures are similarly decentralized to enable
the same flexibility and mobility. Commanders thus take local initiatives
with no need for a multilayered, complex command hierarchy.” In fact,
the Islamic State has inverted the entire structure of command and control
so that it operates from the bottom up. A hierarchical division of command
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and control dependent on strategic, systemic, and tactical commanders no
longer exists; instead, the decision making process has been flattened to
allow junior commanders greater freedom of action so that they can swiftly
respond to operational opportunities.**

Training

A significant portion of fighters were trained in military frameworks prior to
joining the Islamic State; in many cases — and ironically — this training was
funded by the United States.?® As for the rookies, their training takes place
in special camps through programs lasting several weeks. One source that
interviewed Islamic State fighters disclosed that the camps offer different
types of training that last from two to four weeks. Most of these programs,
however, incorporate the Islamic State’s ideology, i.e., indoctrination for
the sake of expanding the Islamic faith along with basic military training.>
Although the fighters seem to be of average ability, the training they receive is
extremely strenuous and has a lasting impact on their operational capabilities.
The Islamic State places great emphasis on military training for local youth,
both through its influence on schools and their curricula, which it fashions
to its own ends, and through training camps for school-aged children.

Conclusion

Despite the damage inflicted by the coalition, the Islamic State continues to
gather strength in terms of both manpower and weaponry. One source of its
growing power is its decentralized command structure, which is crucial to
enhancing its operational capabilities, tenacity, and survivability. Nonetheless,
Islamic State forces have been defeated in certain local incidents after
encountering organized, determined enemies. Such was the case in a conflict
with the Kurdish Peshmerga in Iraq, a group that also relies on decentralized
fighting methods.?” On that occasion, the Islamic State troops were exposed
as being average to below average in terms of operational capability.

The Islamic State’s success at expanding its ranks despite the heavy losses
it has suffered at the hands of the coalition reveals the extent to which attacks
carried out with no clear strategy make it difficult to attain real results. The
Islamic State has a highly efficient military structure that is inflicting damage
on the Iraqi and Syrian armies. Its operational capabilities are not stellar, but
the high level of its fighting spirit and the readiness with which its followers
embrace self sacrifice have allowed it to expand its control over the region.
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In the meantime, its enemies are collapsing. In Iraq, however, the Islamic
State has retreated a bit since the regime’s forces have regrouped, thanks
to Iranian and US aid. It is important that this retreat guide the policy of
the coalition, and especially that of the United States, and encourage it to
formulate a relevant and effective strategy.

One possible strategy is to see the threat of the Islamic State as a chronic
illness that cannot be fully cured that the world must learn to live with
while adhering to a certain regimen of medications. Less metaphorically
speaking, this means seeing the conflict as lasting. At this point in time, it is
obviously impossible to defeat the Islamic State in full, so no attempt to do
so should be made. The objective of all action must be to contain it within
smaller and smaller areas, where its influence is tolerable for the international
community, and to continue long term attacks. The Islamic State has yet to
face professional military forces that possess the skills of integrated battle
groups. However, experience shows that even regular forces sometimes find
it difficult to confront a resolute enemy that uses guerrilla tactics.

At the same time, it seems that the Islamic State is in the process of
institutionalization. Its desire to control the region that it has conquered
requires closer control of commanders and battle groups. Its transition to
more regular military constellations and hierarchic command and control
processes will develop in a natural and unidirectional way. This process,
however, is bound to take its toll on the Islamic State, given that it will make
it easier for conventional military forces to operate against it.
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The Islamic State:
Rich Organization, Poor State

Shmuel Even and Carmit Valensi

This essay deals with economic aspects of the Islamic State. It presents
estimates of its sources of income and expenditures in view of the
organization’s effort to found an actual state, and surveys the financial
warfare waged against it by the international coalition.

Economic Aspects of the Development of the Islamic State
The Islamic State started out in Iraq in 2003 as the Islamic State in Iraq and
Syria (ISIS), an association of Sunni Salafist jihadist groups that used terrorism
against the Western coalition fighting in Iraq. In 2004, the organization joined
the global al-Qaeda movement, but by 2006 was financially independent. It
financed its activities in Iraq with oil smuggling and other illegal activities,
as well as with donations from Sunni entities in the Persian Gulf.' ISIS’s
sound economic state, as compared to that of al-Qaeda, was one of the
factors that led to its ascendancy and expansion throughout the Middle East.
Over the years, differences of opinion emerged between the al-Qaeda
leadership and its Iraqi proxy. These peaked in 2013 following ISIS’s drive
to expand its activities into Syria. In February 2014, al-Qaeda’s leaders,
who a year earlier had formed Jabhat al-Nusra — the official al-Qaeda
proxy in Syria — decided to sever all connections with ISIS. In June 2014,
ISIS announced the establishment of an independent Islamic caliphate in
the areas under its control in Iraq and Syria, to be known as the Islamic
State. Assessments of the total population under its rule vary, depending
on definitions of the area that it controls. The highest estimate is 8 million,
while the lowest, which refers to the population under the Islamic State’s
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direct control, is 5 million.? To put this in perspective, the entire population
of Iraq stands at some 33 million, and that of Syria at around 18 million.

In addition to Syria and Iraq, the Islamic State has proxies in Egypt, Libya,
Nigeria, and elsewhere, as well as activists and supporters all over the world.
The proxies, which can hardly be termed as such since true proxies would
be a drain on resources, are small, local organizations whose connection to
the Islamic State is manifest primarily through ideological loyalty.

The uniqueness of the Islamic State, called the richest terrorist organization
in the world, lies in its economic independence. Thus, for example, unlike
al-Qaeda or Hezbollah, it is capable of generating a significant income flow
from various sources and financing its organizational activities without
depending on external funds. The resources at its disposal allow it to spread
at a rapid pace, and in turn, seize control over further resources.

Islamic State Income

In the past two years, the Islamic State has managed to gain control over
various economic assets, including oil wells and gas fields, cement and
phosphate industries, farmlands, and food storehouses in both Iraq and Syria.?
It now also controls money that it stole from Iraqi banks and weapons and
equipment that it looted from the Iraqi and Syrian armies, as well as vehicles
and buildings. In addition, it levies various taxes and collects extortion and
ransom money. It also receives donations from individuals and Islamic
associations in the Middle East and Europe.* Moreover, it reportedly traffics
in women, drugs, antiques, and even human organs.’

The Islamic State’s total income and the breakdown among the various
sources of income fluctuate greatly. According to a May 2015 report, a
professional source in the US administration estimated that the organization’s
annual income exceeds $2 billion.® According to a claim made in August 2014
by French Foreign Minister Laurent Fabius, the Islamic State controls several
billion dollars. In this instance, Fabius was referring to the organization’s
fundraising abroad, while noting that Western and Middle East countries
must agree on steps to limit the organization’s financial resources.’

Energy

As of September 2014, the Islamic State controlled oil fields yielding about
120,000 barrels per day, with a daily income of $3-6 million.® This is a small
amount compared to Iraq, for example (the amount of Iraq’s total daily



The Islamic State: Rich Organization, Poor State | 75

output in 2014 was 3.3 million barrels per day®), but for the Islamic State
this is a significant income. Factions in Syria, including Bashar al-Assad’s
regime, have been forced to buy oil from the Islamic State on a daily basis,
despite the ongoing war. The Islamic State also controls some 45 percent
of Syria’s gas reserves (though it lacks the ability to produce gas, at least
for now), as well as four Syrian power stations with a total potential output
of 2,300 MW."°

The US-led coalition against the Islamic State, including its economic
sources, began operations in the final quarter of 2014. One noteworthy result
has been a drop in the Islamic State’s oil revenue. The coalition attacked
oil production installations as well as a refinery under the Islamic State’s
control. Since August 2014, global oil prices have also fallen by over 50
percent, which lowerd the already low price at which the Islamic State can
sell its oil. Consequently, its revenue has decreased sharply — to $1 million
a day — and it will continue to decline as the coalition offensives succeed."

The gap between the large oil resources in southern Iraq and those in
northern Iraq will continue to be one reason for the conflict between the
Islamic State and the Baghdad regime, which at present controls chiefly
the Shiite region in the south. By contrast, the amount of oil in Syria is
relatively small and is located primarily in the Deir ez-Zor district, in the
eastern part of the country.

Taxes and Extortion

The Islamic State supplements its income through taxes and extortion,
channels that unlike loot, a finite resource, and oil revenue, which is affected
by the international coalition’s aerial activity, ensure a steady flow of revenue.
Here too, however, the potential for extortion is limited by the population’s
ability to hand over money when economic conditions are difficult.

One of the chief taxes collected by the Islamic State is income tax. Iraqi
government officials who reside in the area under Islamic State control must
pay up to half of their income; this generated some $300 million in 2014.
Companies pay up to 20 percent on contracts and income.'? According to
some reports, taxes are imposed on the transit of goods, and people must
pay “service and protection fees” (doubled for families whose children have
not enlisted in the Islamic State’s military). Families seeking to emigrate
through Turkey must pay a per capita ransom of $8,000."* Extortion and
ransom moneys include the jizya (an Islamic poll tax for religious minorities
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that is akin to protection money) imposed on minorities such as Christians,
as well as payments extracted from the families of hostages held by the
Islamic State for ransom.

According to one estimate, the total amount of taxes and extortion collected
by the Islamic State in 2014 came to some $600 million. The amount stolen
from Iraqi banks has been assessed at $500 million,' a one-time windfall
within the current borders of conquest.

Water

Despite the attention lavished on the oil resources controlled by the Islamic
State, control over water supplies plays a larger role in its expansion. The
Islamic State and its population are located between the Tigris and Euphrates,
the rivers critical to both Syria and Iraq for water, industry, oil production,
farming, and electricity.

Control over water enables the Islamic State to continue fighting the regime
in Baghdad and its supporters while enslaving people in the territories that it
has conquered. In the last two years, it has seized strategic dams close to the
rivers’ sources, and cut off water to government-controlled areas, including
the Shiite cities of Karbala and Najaf. The Islamic State has also flooded
areas to gain military advantage. In Syria, for example, the Islamic State
conquered the Tabga Dam and Assad Lake on the Euphrates that provide
electricity to Aleppo, for which it now collects fees.'

Expenditures of the Islamic State

The Islamic State’s main expenses are salaries and current activity. It employs
tens of thousands of activists in Syria and Iraq.'® It seems that the Islamic
State is exploiting the economic devastation of the local population in order,
whether or not by force, to expand its circle of activists and supporters
through economic incentives.

The largest expenditure is salaries, which is estimated to be $5-10 million
per month. Until early 2015 Islamic State offered fighters in Syria a monthly
salary of $200-300, with bonuses for each of their children and funding for
wives (more than offered by other organizations in Syria).!” Commanders
earn more depending on their positions. Over the course of 2015, however,
the Islamic State salary offers fell to half these sums.

Each of the other components of its expenditure seem to be lower because
the Islamic State supports itself by looting military and civilian equipment
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and seizing land and infrastructures. The Islamic State’s total expenditure
has been calculated at several hundred million dollars per annum. This is
significantly lower than its income.

Establishing the Islamic State’s Economy

The realization of a vision to establish an independent Islamic caliphate
responsible for the population under its control is an extraordinary challenge
for a terrorist organization in the midst of a concerted fight against the
international community. Nonetheless, progress toward this vision is evident
in the Islamic State’s activities, which include the establishment of an
interior ministry and a finance ministry, a police force, welfare authorities,
schools, universities (as well as curricula), and even bakeries.'® The Islamic
State would like to govern every place that it conquers, and thus takes the
trouble to provide the local population with services such as water, roads,
and a legal system."

Using an exact interpretation of sharia, the Islamic State brutally imposes
its rule on the populations of its conquered territories. This might eventually
have a negative impact on the economy in conquered areas, for instance by
leading to lower employment among women,?’ a decrease in investments,
foreign trade, and so on. In addition, the taxes it collects are more a form
of extortion than a social contract of the kind used to found a genuine state.
Interestingly, the Islamic State uses the term “charity” rather than “tax” in
order to grant a legitimate Islamic quality to its collection system.?!

In November 2014, the Islamic State introduced its own currency and
minted a series of coins: copper fulos in values of 10 and 20 (6 and 12 US
cents, respectively), the silver drahm in values of 1, 5, and 10 (approximately
equivalent to $1, $5, and $10); and the 1 and 5 dinar gold coin (1 gold dinar
being worth about $160).>> In August 2015, it went public with the process
of minting these silver and gold coins, which seem to already be in use in
Islamic State-controlled areas of Syria and Iraq.”

The income of the Islamic State is currently much higher than what it
needs to fund its immediate organizational needs but insufficient to finance
the expenditures required to support the daily needs of a state with millions
of residents and a state’s institutions. However, the Iraqi government, which
does not tolerate any violation of its sovereignty within its official borders,
finances governing mechanisms that fall under Islamic State control in Iraq,
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which is what enables them to function.?* The Islamic State collects taxes
on salaries paid by the Iraqi government.

Economic Warfare by the International Coalition against the

Islamic State

The Islamic State faces an international coalition that is waging both military

and economic warfare. The coalition’s economic warfare strategy is based

on several main efforts:

a. Firepower against economic assets, such as oil facilities, controlled by
the Islamic State.

b. Increased supervision of the transfer of resources and money to and from
Islamic State-controlled areas, with Turkish and Kurdish help.

c. Damage to the financial system through internal disruption; identification
of and harm to financial personnel; and isolation of the Islamic State within
Iraq and elsewhere. One way of doing this is by denying the Islamic State
permission to use financial institutions to manage and transfer money in
Iraq, Syria, Turkey, Jordan, and elsewhere. Another is by harming the
Islamic State’s fundraising efforts, especially among foreign donors. The
coalition tries to expose the external financial and acquisitions networks
used by the Islamic State. As long as coalition attacks continue on the
areas controlled by it, the Islamic State will have to rely on these external
networks to import resources and equipment.*

In applying these methods, the international coalition is careful not to cause

humanitarian or ecological damage while attacking Islamic State-controlled

targets. This is the greatest constraint on the coalition’s efforts against the
economy of the Islamic State.

Conclusion

The Islamic State has more than enough assets to finance its military activity
and even impose some governance on the areas that it controls. But the
organization’s transition to an established, functioning state over time will
require an income of much greater scope. If the Islamic State manages to
seize control of the oil in southern Iraq and engage in its trade (and the
coalition does not prevent this), it would earn a huge leap forward in its
economic capabilities. By contrast, if it stops expanding or even contracts,
or if it loses assets or the ability to exploit loot, its economic capabilities
will suffer significantly. The Islamic State’s control of the dams vital to all
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of Iraq is a huge strategic advantage that allows it to have a fundamental,
concrete, and psychological impact both on the areas it controls and beyond.
This is a risk to the regime in Baghdad and to those who remain loyal to it.

Given the importance of the economic and financial element to the

functioning of the Islamic State, the international coalition should continue to
improve efforts to inflict substantive economic damage on the Islamic State
and thus clip its financial wings, but under the very important constraint of
reducing, as much as possible, any harm to the local population.
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The Islamic State:
Governance and Civilian Consolidation

Carmit Valensi

In 2004, Abu Bakr Naji, a philosopher and strategist of the al-Qaeda movement,
published a book entitled The Management of Savagery, in which he presented
an organized plan for disseminating jihadist ideas throughout the world and
founding an Islamic caliphate. The book’s title was a reference to a chaotic
“interim situation” between the decline of one ruler and the rise of another.!
One decade later, whether or not through Naji’s direct influence, the idea
began to materialize under the direction of the Islamic State, which sprouted
from a branch of al-Qaeda in Iraq. In fact, the stages of the establishment
of the Islamic State recall the course charted in Management of Savagery,
especially in terms of the nature of Islamic State governance in the currently
chaotic regions of Syria and Iraq.

The announcement in June 2014 of the founding of an Islamic caliphate
by the organization’s leader, Abu Bakr al-Baghdadi, turned the Islamic State
from yet another violent Salafi jihadist terrorist organization into an entity
responsible for the daily lives of millions of residents of the territories it
conquered in Syria and Iraq. Since then, the Islamic State has integrated
itself into the civilian population and cultivated signs of governance. In
other words, it has come to manage a civilian system and maintain control
over a population in a given territory in a manner similar to that of a state.

Governance by violent organizations is not a new phenomenon; examples
date back to as early as the eighteenth century (e.g., with slave leader
Toussaint Louverture during the civil war in Haiti). Later examples can be
found in Colombia, Indonesia, Nigeria, Sri Lanka, and more recently, with
Hezbollah in Lebanon and Hamas in the Gaza Strip.
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The Islamic State’s Forms of Governance

The Islamic State’s nation-building process is based on three concepts that
feed on each other: idea, utility, and coercion. These are translated into
practice and into institutions that aim to further its consolidation.

On the ideological level, the Islamic State operates through a range
of mechanisms that help spread its ideology and implement sharia. In
the summer of 2013 courts of religious law were established in northern
Syria, and approximately one year later in Iraq, to adjudicate disputes
between residents as well as between residents and Islamic State operatives.
Interestingly, like other governing organizations, the Islamic State places a
high priority on establishing courts, and started doing so at an early stage of
its civilian establishment.? Like its other enforcement mechanisms, the court
system has been designed to demonstrate the organization’s power, reinforce
its status as a ruling entity among civilians, and prove its effectiveness in
managing civilian life.

Another key way in which the Islamic State aims to entrench its religious
ideology is through the establishment of schools. In Iraq, it seized control of
the University of Mosul. In Syria (Aleppo and al-Raqqa) it set up elementary
and high schools for the local population as well as for the families of foreign
volunteers (whose instruction takes place in English).> The educational
system is based on an independent curriculum focused on religious studies;
it insists on separate classrooms for women and men, and forbids the study
of “Western” disciplines (philosophy, psychology, history, and music) or
any other subjects inconsistent with its perception of the values of Islam.*
Along with these measures, the Islamic State tries to erase civilians’ former
identities — for example, in destroying archives, destroying the antiquities
of other religions and civilizations, and even issuing passports and minting
gold coins in the name of the Islamic caliphate.’

On the utilitarian level, the Islamic State offers the population material
rewards in the form of cash grants, services, and humanitarian aid, such as
food and water, clothing, fuel, electricity, and medical and sanitation services.
Public relations offices occasionally publish video clips that aim to instill the
message that routine daily life and commerce continue undisturbed in the
city. The clips show Islamic State operatives cleaning and repairing streets,
maintaining power lines and irrigation canals, and operating a food market,
a soup kitchen for the needy, an orphanage, and even a hotel.®
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This aspect of governance is designed to confirm legitimacy and win
support from the population. It demonstrates the Islamic State’s ability to
provide order and security, as well as basic goods and services that allow
people to lead normal daily lives, which previously were possible only to
some degree, if at all, due to the ineptness of the local state regimes and the
chaos overcoming the area.

Finally, the means of consolidation most closely identified with the Islamic
State are coercion, fear, and violence. In addition to its regular police force
(al-shurta al-Islamiya), it operates a morality police corps (al-hasba), whose
job is to enforce Islamic religious law and acceptable codes of behavior. It
has also devised a method for collecting taxes from the population, which
it refers to as “charity.” In Syria, for example, residents of the Islamic State
are required to pay a monthly tax of 1,500 Syrian lira (about $8.30). Anyone
who does not pay this fee risks beatings, kidnapping, and even execution.’

Stages in Civilian Consolidation

The features of the Islamic State’s civilian consolidation and nation-building
processes, as they occurred in al-Raqqa in Syria and Mosul in Iraq, resemble
those of other organizations, and are likely to indicate future Islamic State
strategy, in territories already conquered and areas it may conquer in the
future.

In most cases, armed organizations do not establish governance in the initial
stages of their activity, but only after a developmental period that culminates
with control over a given territory. Before February 2014, when it was still
operating as an al-Qaeda branch in Iraq, the Islamic State concentrated on
military operations. However, since then (in part even as early as late 2013),
it has established civilian institutions as part of its vision of an Islamic
caliphate, but also for the purpose of obtaining power, support, and stability,
while preserving its organizational relevance and legitimacy.

The Islamic State’s consolidation strategy is based on a dynamic of
juggling the three concepts mentioned above: idea, utility, and coercion.
Accordingly, the first stage consists of a military takeover (coercion). Once
it has a grip on the territory, it shifts to utility, and develops basic social
services, while “buying” the residents’ trust through benefits and rewards. In
terms of ideology, one of the Islamic State’s first acts is to erect billboards
around the city that proclaim the importance of religion, jihad, and sharia.
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Next, the Islamic State takes over existing institutions and redefines them
under its identity (usually by hanging its flag from their buildings). The first
institutions it usually takes over are courts (as occurred in northern Syria),?
which is not technically difficult, requires few resources, and generally does not
rouse public disapproval. At a later stage, it broadens its ideological message
by creating coercive religious mechanisms, while establishing educational
systems. The level of complexity demanded by the creation of educational
institutions is higher, since these require professionals and experts. At the
same time, the organization makes it easier for people to adjust to the new
situation by offering them humanitarian aid (again a utilitarian measure).
Only at a subsequent stage, after its consolidation in the territory, does the
Islamic State add more complicated services, such as electricity and water.

After its utilitarian and ideological consolidation, it steps up coercive
mechanisms and threats directed at the population. Violent enforcement
agencies are created only at this advanced stage, since excessive intimidation
runs the risk of losing popular support. This explains why the Islamic
State’s morality police, which is perceived as threatening and inflexible,
was established in Syria (Aleppo and al-Raqqa) only in the spring of 2015,
after other governance mechanisms were already in place.’

One strategy of the Islamic State is to use local leaders and tribal heads
to fill bureaucratic positions and operate various institutions. It hires them as
technocrats in their area of expertise, be it health care, education, management,
or accounting. This allows the Islamic State to enhance its legitimacy by
co-opting potential opponents, minimizing the resources needed to train
new personnel, and creating dependency and affinity between organizations
and people.

The Significance of the Islamic State’s Civilian Establishment
As with other violent organizations, the consolidation of the Islamic
State’s civilian governance does not necessarily indicate a process of total
institutionalization that will conclude with the abandonment of a military
struggle. Rather, it means that it manages civilian activity as it continues
to engage in military activity. For the Islamic State, the interface between
civilian and military identities fosters a source of strength and a broader
support base than those of other violent organizations that do not govern.
Consequently, this is liable to make dealing with the Islamic State more
difficult. At the same time, a closer look reveals that despite the growing
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strength of the Islamic State, strain and weak points are appearing due to
tension between the two identities.

The first weak point concerns the Islamic State’s ability to win concrete
support and legitimacy from the public, given the tension between its cruel,
violent, and intimidating image and its self-portrayal as a social movement
beneficial to citizens and their welfare. The fear it casts over the population
may undermine its efforts to integrate the population into a “state” and
reduce the use of services and facilities that it offers. Popular support for
the Islamic State is therefore likely to remain superficial and fear-based,
and consequently be temporary and unstable.

Second, although civilian establishment is likely to increase support
for the Islamic State, it comes at a price that it may not be able to pay in
the long term. Governance requires capabilities, experience, professionals,
and administrative personnel, as well as a large reserve of resources and
money to enable the Islamic State to achieve its ambitious vision. Despite
its income, estimated in March 2015 at $2 billion per year,' it appears that
the Islamic State is hard pressed to maintain governance on an ongoing
and stable basis. Its difficulties stem from a shortage of professional and
trained personnel to operate infrastructure efficiently and according to an
overall plan. Thus, for example, its incompetent use of the Tabga Dam in
Syria caused a significant drop in the water level of the nearby Assad River,
which cut the supply of water in the area of Aleppo and al-Raqqa.

Finally, a weak point typical of any violent organization undergoing
institutionalization and establishing a social or political wing is the emergence
of military targets for its opponent. From an organization that initially operated
with a low signature and relied on patterns of disappearance and concealment
on the battlefield has emerged an Islamic State with an “address,” concrete
institutions, and exposed officeholders that can serve as targets of attack.
Thus, after the first air raids by the international coalition, which included
two attacks on the Islamic State’s civilian facilities at al-Raqqa, Islamic
State operatives blended into the population by reducing their presence in
government institutions during the day (at roadblocks and administrative
offices, for example), and renewed their activity only after dark.!

In conclusion, the Islamic State’s ambition to govern is an expression
of its strength and its power of attraction. At the same time, it may well
prove to be its Achilles’ heel. In the long term, the capabilities and resources
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needed by the Islamic State to manage a country will have to grow in direct
proportion to its expansion.

The violent military dimension at the core of the nature and deeds of
the Islamic State converges with ideological and utilitarian dimensions that
grant it the appearance of a government. Recognition of this and the tensions
generated by it in the various theaters in which the Islamic State operates
is a key to formulating effective ways to deal with it. Hence, an effective
solution cannot be confined to a military operation, for it will also require
civilian and political efforts. As long as there is no sustainable alternative
to the political governance for the populations living in the Islamic State
territories, the Islamic State is liable to continue to attract people who do not
necessarily identify with its ideological and religious idea. In the long term,
supporting and guiding local parties in creating a just civil infrastructure and
fair political representation are likely to provide a solution for the population,
and thus detract from the attraction of the Islamic State.
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Fighting against the Islamic State:
The Legal Challenges

Keren Aviram

The appearance of the Islamic State on the global stage, marked in particular
by the atrocities that it committed in Iraq and Syria, has led states and
international organizations to recognize it as a threat in both the Middle East
and beyond, and to take action on various levels to cope with the problem.
The United States has conducted military strikes against the Islamic State
in Iraq since August 2014. Various states, including Australia, the United
Kingdom, Canada, and France, have since joined it to establish a coalition
of over 60 countries in order to engage in operations in Iraq and aid Iraqi
security forces. In September 2014, alongside Jordan, Qatar, Bahrain, and
Saudi Arabia, the US began launching attacks against the Islamic State in
Syria as well. This article offers a brief overview of the legal aspects of
three core issues in the fight against the Islamic State: the legality of attacks
on the organization in Iraq and Syria; the role of the International Criminal
Court (ICC); and the problem of foreign fighters.

The Legality of Military Strikes against the Islamic State in
Iraq and Syria
The international campaign against the Islamic State, which is known as
“Operation Inherent Resolve,”! raises questions pertaining to the legal basis
for employing military force against it. As clarified below, there is relatively
broad consensus on the legality of military action in Iraq. On the other hand,
the strikes in Syria have led to disagreements over the legal rationale of
using force in that country.?

Article 2 (4) of the UN Charter stipulates the basic rule of jus ad bellum
(“use of force”) and prohibits “the threat or use of force against the territorial
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integrity or political independence of any state, or in any other manner
inconsistent with the Purposes of the United Nations.” The Charter’s general
ban on force, however, includes two clear exceptions to the rule: authorization
by the Security Council pursuant to Articles 39 and 42, and self-defense
(individual or collective) pursuant to Article 51. An additional exception,
rooted in customary international law, is consent by a state to allow military
actions on its territory. Disagreement exists, however, if additional exceptions,
such as the use of force to prevent a severe humanitarian crisis (humanitarian
intervention) can also be justified.

The Security Council has not authorized military strikes either in Iraq
or Syria due to the international political dynamics among its members.
Had such authorization been given, any further legal discussion regarding
the legality of the military strikes would have been rendered moot, and the
international legitimacy of the campaign would have been strengthened
significantly.

The Military Campaign in Iraq

The primary legal basis for military action against the Islamic State in Iraq
lies in Iraq’s consent. A letter from the Iraqi Foreign Minister to the UN
Secretary-General of June 2014° emphasized the security threat posed by
Islamic State activity in Iraq, as well as the country’s request to the international
community for aid though military training, advanced technology, and
weapons. An additional letter from the Iraqi Foreign Minister to the Security
Council in September 2014* reported that the Islamic State established safe
havens on Iraq’s borders, where it trains for, plans, finances, and launches
terrorist attacks on Iraqi territory, thereby endangering Iraqi citizens. It also
emphasized that the government of Iraq, in accordance with international
law and with due regard for complete national sovereignty, has requested
the United States to lead international efforts to strike Islamic State sites
and strongholds with its express consent. The Iraqi government’s consent
grants a solid legal basis for military actions in Iraq by the United States
and the coalition of nations, as long as these meet with the concrete consent
of Iraqin timing and scope.’

The Military Campaign in Syria
In contrast to the case in Iraq, the legal situation in Syria is more problematic.
So far the Syrian government has not consented to military actions by foreign
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nations on its territory, even though it benefits from strikes against the
Islamic State, which is operating to overthrow the Syrian regime. One can
argue that the Syrian regime has tacitly agreed to the strikes, as it cautiously
avoids intervening or disrupting them. However, any justification of this
type is controversial, especially when it attempts to offer legal justification
for military actions in the sovereign territory of another state.

Another justification may lie in self-defense, as per Article 51 of the
UN Charter. A position that prohibits self-defense against attacks initiated
by a non-state organization was manifested in the advisory opinion issued
by the International Court of Justice (ICJ) in 2004 with regard to Israel’s
security fence. Nonetheless, it seems that states reject this position, which is
dubious, especially in a situation in which a non-state organization controls
territory and essentially functions as if it was a state. Many states interpret
the right of self-defense broadly and permit the use of military force against
a non-state entity in another country’s territory if that country is “unwilling
or unable” to prevent the use of its territory for acts of terror.

A central condition for self-defense by a state is an “armed attack” of
sufficient intensity against it. There seems to be no doubt that in the case
of Iraq, which has absorbed and continues to absorb murderous onslaughts
by the Islamic State, the intensity is sufficient to legitimize individual self-
defense and allow Iraq to launch strikes in Syria. When it comes to other
states, however, the question is whether the actions of the Islamic State
within Syria amount to an “armed attack™ of required intensity against
them, or, alternatively, justify their need to thwart an imminent “armed
attack” under the framework of “anticipatory self-defense.” Indeed, there
are arguments for using an exception that enables the use of force in the
territory of a foreign state to “rescue nationals abroad.” However, this is
a limited exception and one whose very existence and scope are in doubt.
Despite these legal difficulties certain countries have justified their military
activity in Syria against the Islamic State, inter alia, based on individual
self-defense including anticipatory self-defense.®

The United States and the international community can try to justify their
military operations under the notion of “collective self-defense,” because
they have acted on Iraq’s request for assistance in fighting the Islamic
State, i.e., one or more nations used force after being asked by the country
attacked for assistance in defending itself. It seems that this is the principal
legal justification used by the United States. In a letter dispatched to the UN
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Secretary-General in September 2014, US Ambassador to the UN Samantha
Power noted Iraq’s explicit request that the US lead international efforts
against the Islamic State, while justifying US military activity in Syria with
the argument that the Assad regime has shown that it cannot and will not
confront the Islamic State effectively itself.’

Nonetheless, the legal complexity of the matter may well have discouraged
many countries from joining the coalition’s endeavors in Syria.

The International Criminal Court (ICC)

The widespread crimes committed by the Islamic State in Iraq and Syria
have increased the number of calls for intervention by the International
Criminal Court. In April 2015, the Court’s Prosecutor published a statement
noting the crimes of unspeakable cruelty allegedly committed by the Islamic
State — including mass executions, rape, torture, and persecution of ethnic
and religious minority groups. These atrocities allegedly committed by
the Islamic State constitute serious crimes of concern to the international
community and threaten the peace, security, and well-being of the region
and the world.® Yet despite this statement, the Prosecutor concluded that the
Court has no “territorial jurisdiction” with regard to crimes committed in
Iraq and Syria, because these two states are not party to the Rome Statute,
which is the statute of the ICC. However, the Court may nevertheless exercise
“personal jurisdiction” over perpetrators who are nationals of a state party,
even without territorial jurisdiction. The information gathered by the office
of the Prosecutor does indeed point to thousands of foreign fighters from
member states such as Jordan, France, the United Kingdom, Germany,
Belgium, the Netherlands, and Australia who have joined the Islamic State.
The Prosecutor, however, noted that the Court’s policy focuses on those
“most responsible” for serious crimes, and that as of April 2015, the Islamic
State was led militarily and politically by operatives who are nationals of
Iraq and Syria. It was on this premise that the Prosecutor concluded that
“the jurisdictional basis for opening a preliminary investigation into the
situation is too narrow at this stage.”

Despite this position, there are other ways to grant the Court jurisdiction
over crimes committed by the Islamic State. The Security Council can refer
situations to the Court even if they do not meet the ordinary conditions of
jurisdiction, as occurred in the cases of Darfur® and Libya.'” Despite the fact
that political constraints in the Security Council, specifically, opposition by
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Russia and China, prevent the adoption of such a resolution in the case of
Syria, efforts can be intensified to adopt such a resolution at least with regard
to Iraq. In addition, Iraq itself could join the Court’s statute, which would thus
grant the Court jurisdiction to investigate crimes conducted on its territory.
In September 20135, there were reports on efforts by the former Prosecutor
of the Court, Luis Moreno Ocampo, to grant the Court jurisdiction over
the Yazidi community in Iraq." Ocampo claimed that “ongoing genocide”
was being committed against the Yazidi minority, and that the capture of
foreign Islamic State leaders from a country which is signatory to the Rome
Statute would provide necessary ground to open a criminal investigation.
An easier way to grant jurisdiction to the Court over the Yazidi minority
would be through an ad hoc declaration by Iraq directed specifically at the
crimes committed against the Yazidis in the Sinjar region since August 2014
(when the attacks against them began). The Court has even expressed its
willingness to investigate crimes by organizations affiliated with the Islamic
State operating in Libya, a country in which the Court holds jurisdiction
due to a referral from the Security Council in 2011."?

Foreign Fighters
The growing phenomenon of citizens from various countries enlisting for
combat in Iraq and Syria (hereafter, “foreign fighters) has become one
of the central concerns of the international community, especially among
European nations. Estimates indicate more than 20,000 foreign fighters in
Iraq and Syria, with about one fifth of them citizens of European nations.
Foreign fighters, particularly those with significant combat experience, pose
many dangers to their countries of origin after their return home, including
the potential to provide ideological inspiration for further acts of terror.
Coping with the foreign fighter phenomenon is a direct continuation of the
fight against world terror. Over the years, the UN has adopted conventions
against terrorism, and several Security Council resolutions have been
adopted on the topic. In 2014, the Security Council passed two central and
binding resolutions on foreign fighters pursuant to Chapter 7 of the UN
Charter. Resolution 2170," passed in August 2014, continues the system of
obligations of previous resolutions, and obligates countries to take action
against the financing of terror, with special emphasis on oil fields, which
provide economic revenue for operating terrorist organizations. The Security
Council has expressed its readiness to include in the list of UN sanctions
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those recruiting fighters, participating in the activities of the Islamic State,
and/or financing or organizing the movement of foreign fighters. In addition,
it called upon states to take measures to prevent foreign fighters from joining
terrorist organizations and bring them to justice.

The term “foreign terrorist fighters” was defined for the first time in
Resolution 2178 of September 2014: “foreign terrorist fighters, namely
individuals who travel to a State other than their States of residence or
nationality for the purpose of the perpetration, planning, or preparation of,
or participation in, terrorist acts or the providing or receiving of terrorist
training, including in connection with armed conflict.” The resolution mandates
that the movement of foreign terrorist fighters along with the collection of
funds for financing their activities, organization, or recruitment be defined as
criminal offenses in domestic laws and regulations. In addition, the resolution
obligates states to prevent foreign terrorist fighters from entering or passing
through their territory and calls upon them to require airlines operating in
their territories to provide advance passenger information to the appropriate
national authorities, while calling for international cooperation on this matter.

On the state level, various measures have been employed to fulfill such
international commitments. In Israel, for example, the Islamic State has been
designated as a prohibited association,"” and several citizens have been tried
for traveling to and joining its ranks. Other states have adopted measures
such as confiscating the passports of foreign fighters or stripping them of
their citizenship. Still others have focused on programs to reintegrate them
into the community.'® Yet their positive aspects notwithstanding, Security
Council resolutions and state legislation have received more than a little
criticism, primarily out of fear that they will be exploited and lead to wide
ranging violations of human rights.

Conclusion

The fight against the Islamic State presents significant legal challenges.
The difficulty of justifying the use of force to deal with new threats in
the international arena in the past decade demonstrates the importance of
interpreting and adapting the law to a changing reality. The framework for
the use of force and the right to self-defense was drafted in an era of wars
between sovereign states. It no longer fully applies to the realities of today
and most likely the foreseeable future, when prolonged and often indecisive
armed conflicts against terror organizations based in and operating from
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failed states accelerate humanitarian problems and pose a continuous threat
to the security of multiple nations. As long as the fighting in Syria continues
and additional states conduct military actions within the country against the
Islamic State under the notion of self-defense, the interpretation of the right
to self-defense in international law may evolve, including the central concept
of “armed attack,” and actually assist in the defeat of the Islamic State.

Another issue regards the International Criminal Court. In order to
overcome the lack of territorial jurisdiction, states must increase intelligence
efforts and assist the Court to exercise personal jurisdiction over senior
leaders of the Islamic State, who are nationals of states party to the Court’s
statute. Bringing these senior figures to trial can assist in presenting a united
front by the international community against the Islamic State and also in
providing a role for international criminal law as a tool in the fight against
crimes committed by organizations of Salafi jihadist Islam.

Nevertheless, the most effective solution seems to lie in the political
international sphere, especially in the Security Council and its willingness
to disentangle legal knots. The international effort to defeat the Islamic
State while complying with international law and human rights requires
the navigation of international politics with the goal of maximizing action
to achieve this objective. This applies to military action permitted by the
Security Council, the imposition of economic sanctions on Islamic State
operatives or states that assist them, referral to the International Criminal
Court, growing international cooperation with regard to sharing data, and
the adoption of measures against terrorism.
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The Islamic State’s Use of Social Media:
Terrorism’s Siren Song in the Digital Age

Adam Hoffman

One of the most remarkable aspects of the Islamic State is its extensive use
of social media and its presence on social media. The organization’s meteoric
rise to global awareness in the summer of 2014 was accompanied not only by
its conquest of vast territories in Iraq and Syria, but also by an impressive and
well-planned, multilingual campaign on social media. This campaign, which
included video clips, images, stylish magazines, Islamic chants (nasheeds),
and widespread activity on Twitter, transformed the terms ISIS (the Islamic
State of Iraq and Syria, the organization’s original name) and Islamic State
from the labels of a small and brutal jihadist organization established after
the American invasion of Iraq in 2003 to a brand synonymous with global
terrorism and Salafi Islam, familiar to every household in the West and the
Arab world. Indeed, it was through its extensive and sophisticated activity
on social media and the production of Hollywood-quality, horrific video
clips that the Islamic State and its leader, Abu Bakr al-Baghdadi, became
the new face of Islamic terrorism in the twenty-first century.

The Islamic State is not the first terrorist organization to exploit the internet
and other technological tools of the Information Age. Al-Qaeda, founded
by Osama Bin Laden in the late 1980s, already made extensive use of the
internet,! while al-Shabaab, a Somali organization, began using Twitter in
English as early as 2011.% Yet the use of these platforms never constituted
a key feature of either organization’s media strategy.

According to a comprehensive study by the British Quilliam Foundation,
Islamic State propaganda has radically changed the nature of Salafi jihad
media activity by abandoning the principle of operational security, typical
of earlier terrorist organizations, for dynamism. The essential change lies in



100 | Adam Hoffman

the fact that the Islamic State now generates propaganda that can tailor and
tell a story that will touch or horrify, depending on the particular audience.’
This use of social media has enabled the Islamic State to present its narrative
independently of traditional media (print, television, and radio), and to design
the image it would like to see reflected in global public opinion. While in
1998 Osama Bin Laden had to announce the establishment of the World
Islamic Front for Jihad Against the Jews and the Crusaders in the Pan-Arab
newspaper al-Quds al-Araby and rely on al-Jazeera to broadcast his speeches,
in the first decade of the twenty-first century, the Islamic State has been
able to use social media, an open communications channel accessible to all,
to produce and distribute hundreds of propaganda films and other media
products to a vast audience without the restrictions and censorship imposed
on traditional media. Indeed, the Islamic State’s massive presence on social
networks as well as its use of official production departments demonstrates
that it is taking far greater advantage of these technological opportunities
than any other non-state actor operating in cyberspace.

The Islamic State’s Modus Operandi on Social Media

Several key media offices are responsible for producing and distributing the
Islamic State’s propaganda content. The al-Furqan and al-I’tisaam agencies
produce Arab language films, the al-Hayat Media Center is in charge of films
and publications for a Western audience, and al-Ajnad issues nasheeds. The
Islamic State also runs a radio station named al-Bayan, which broadcasts
propaganda in the territories of the Islamic caliphate, and a news agency that
reports relevant news on Twitter. In addition to these important agencies,
each province (wilaya) within the Islamic State has its own local media
office to film and distribute videos and “photographed reports” about current
events in its area.

According to a study published in August 2015, the local media agencies
in the provinces are responsible for 78 percent of the Islamic State’s media
output.* The decentralized structure of key media agencies, combined with
local media offices, account for the high volume and frequency of the Islamic
State’s publications: the study found that the various agencies generate
an average of 18 media products a day.’ This structure allows the Islamic
State to create an impression of continual activity on a global scale (or at
least one that extends beyond its core territories, i.e., Iraq and Syria), and
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to demonstrate to its supporters that its forces are making steady progress
toward building a caliphate and waging war on its enemies.

The principal innovation in the Islamic State’s media strategy, as compared
to that of earlier terrorist organizations, lies in its exploitation of social
networks for spreading propaganda. Indeed, these networks, especially
Twitter, constitute its main channels of communication. According to a
comprehensive Brookings study of March 2015, supporters of the Islamic
State operate at least 46,000 active Twitter accounts at any given moment;°
senior American officials estimate that the organization generates 90,000
tweets per day.’

In addition to their massive public presence on Twitter, Islamic State
supporters use “innocent” hashtags (content categories that correspond
to a given subject), that is, ones unrelated to the organization or any other
terrorist activity, in order to maximize the exposure to the Islamic State’s
messages in the general discourse on social media. They have thus used
hashtags associated with the World Cup in 2014, as well as the referendum
in Scotland, to distribute their videos and tweets among the general public.?
This “hashtag hijacking” causes users who are not necessarily Islamic State
supporters to transmit its propaganda, which is thus relayed to a Twitter
audience of millions. Such use of Twitter, which takes optimal advantage of
social media’s decentralized structure and relies on the Islamic State’s online
supporters to distribute and promote its official propaganda, is unprecedented
in the history of terrorist organizations.’

The Islamic State’s reliance on the decentralization of the internet is not
incidental, but rather part of a deliberate strategy to spread its messages and
maintain its online presence in the long term. An official e-book issued by
the Islamic State likened its decentralized presence on social media to its
physical activity:

The Islamic State’s Online world is similar to its practical real
life world, in that everything is decentralised....The Islamic
State’s content (videos, ebooks, social media accounts) are
scattered all around the internet. Just like the different provinces
of the Islamic State are scattered in different locations. Each
province has its own responsibility in creating its own videos and
social media accounts to share its successes. By decentralising
everything from the core leadership, even if a province fails
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online or offline, the leadership and overall Khilafah (Caliphate)
leadership project is still safe and can grow elsewhere.!

The Islamic State’s decentralized activity on social media thus enables it
to continue spreading its message and complicates counter efforts to block
its propaganda.

The Effects of the Islamic State’s Social Media Activity
The main result of the Islamic State’s widespread activity on social media is
its rising influence throughout the world and its successful self-marketing as
a global brand. This brand presents the ideology behind the caliphate as the
“pure” Islamic utopia that necessitates cruel warfare against its enemies, but
ensures social justice, proper administration, and a righteous and authentic
religious and moral life for its faithful. While Western audiences are for the
most part familiar with the brutality depicted in the horrific films produced
by the Islamic State, the idea of utopia that the organization is selling on
social media is extremely attractive to new recruits. Its seductive power is
evident in the vast number of foreign combatants (over 25,000 according
to an official UN report) who have joined the Islamic State — the largest
documented number of foreign fighters ever to join a conflict anywhere."!
Social media’s latent potential for spreading propaganda and recruiting
operatives has led a few researchers to dub it the “radical mosque” of the
current decade — a favored site for recruiting volunteers and spreading the
ideology of various jihadist organizations.'> While the number of foreign
combatants joining Islamic States forces is the most alarming statistic for
Western and Israeli security services, the attraction is not limited to young
men seeking to become soldiers. In contrast to al-Qaeda and other jihadist
organizations, which presented a model of elitist struggle and therefore
appealed to a very specific segment of the population, the Islamic State
presents itself as a comprehensive cultural project and a home for Muslims
around the world. As specified in Arabic in one particular propaganda film, its
goal is “to arouse the Islamic umma [the global community of believers].”!?
The Islamic State thus calls on Muslims from all over the world “to make
hijra [“migration,” the term used for the transformative journey made by
the Prophet Muhammad from Mecca to Medina in 622] to its territory,”"
and uses social media as a main channel to spread its message and attract
recruits from diverse backgrounds. Thus, for example, one finds three
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women from the UK leaving their husbands and traveling to Syria with their
children to join the Islamic caliphate, or a young American couple from a
small town in Mississippi — a high school honors student and a psychology
major — trying to reach Syria for the same purpose.'” These and many other
cases reveal how the siren call of the Islamic State has sounded its ideology
far beyond the battlefields in Iraq and Syria in order to draw into its world
people who, despite lacking a Salafist jihadi background, are exposed to
the Islamic State’s propaganda via social media and lured into supporting
it, both ideologically and in practice.

The Need for a Competing Narrative
Understanding the nature of the Islamic State’s decentralized activity on social
media can help in the formulation of effective solutions for dealing with this
phenomenon. Naturally, many countries are disturbed by the Islamic State’s
widespread use of social media. Robert Hannigan, director of Government
Communications Headquarters (GCHQ), a British intelligence organization
dealing with electronic intelligence, has described the internet and social
networks as “the command and control networks of choice for terrorists and
criminals.”'® Other politicians have demanded that the accounts of Islamic
State supporters on Twitter and other social networks be closed.

Technological solutions of this type, however, are either very difficult
or impossible to implement, due to the decentralized nature of the flow of
information through social media channels and a limited control over its
content. Whenever an I'T company manages to close the account of an Islamic
State supporter, a new one surfaces a few minutes later under a different
name. Moreover, once social media companies began closing thousands
of accounts linked to the Islamic State, supporters began using hashtags
to transmit new announcements and propaganda to the general public via
Twitter. Unlike personal accounts, which can be blocked and suspended,
content hashtags are very difficult to delete. In short, simply closing the
accounts of Islamic State supporters is of limited value and merely a partial
solution to the Islamic State’s exploitation of social media.

In addition to using technological means to combat this phenomenon,
a competing narrative based on Muslim and Middle East voices — the
Islamic State’s main target audience — must be presented on social media.
Recent initiatives appear to be moving in this direction. In July 2015, for
example, a new center in charge of digital communications against the
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Islamic State, the Sawab (Arabic for the “correct” or “proper” path) Center,
was established as a joint venture between the United States and the United
Arab Emirates.!” The Quilliam Foundation has also launched a social media
campaign entitled “Not Another Brother,” in order to emphasize the human
cost that the enlistment of young Muslims to the Islamic State inflicts on the
Muslim community in the UK.'"® The highlight of the campaign is a video
clip featuring a British recruit to the Islamic State imprisoned in Syria, who
expresses remorse at having joined the organization and urges others to
avoid making the same mistake."

In addition to these important online initiatives, which present alternative
Muslim voices and expose the atrocities of the Islamic State, the military
campaign against its physical existence and expansion must continue. Islamic
State propaganda sells continual victory and never-ending warfare against
a broad array of enemies to its supporters and the general public. Steady
defeats on the battlefield, however, will undermine the attractiveness of this
message, and make it difficult to recruit new members. A combined effort
on social media and the “real world” is the best way to influence potential
recruits and combat the Islamic State’s siren call, which has been sounded
for more than a year on social networks.
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A Hitchhiker’s Guide to the Islamic State Galaxy

Orit Perlov

The current primary arena of the Islamic State’s intensive activity is in the
Arab world, particularly the Fertile Crescent, where it seized large swaths
of territory in Syria and Iraq. One of the most important — if not the most
important — perspectives from which to examine the phenomenon of the
Islamic State is that of the civilians who come into direct or nearly direct
contact with it.

This article traces the voices emerging from Arab countries on various
subjects related to the Islamic State: What is its ideology? What is their
strategy for recruitment? What are its fundraising methods? What is its
target audience? And, most significantly, how and for what purposes does
it make use of social networks?

The analyses and conclusions presented below are the products of
conversations with leaders of public opinion on social media between 2014
and 2015 in Iraq, Syria, Lebanon, Jordan, Egypt, and Libya. The intention
here is not to analyze how the Islamic State views itself, but rather to come
to a better understanding of its image and its perception among the public,
as expressed in public discourse within Arab society. Thus, preparation of
this article did not make use of any social media accounts of the Islamic
State’s military or media wings, the forums (open or closed) of i