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What Should be the Role and 
Responsibility of the Government  

in Defending Private and Commercial 
Digital Intellectual Property?

Ron Shachar

The rapid development of cyberspace has led to a growing threat of 
criminally motivated cybertheft of intellectual property in general, and 
of commercial and private digital trade secrets in particular. This kind of 
cybercrime could have a critical impact on the international macro-economic  
system, including potential massive loss of tax revenue and drop in GDP. 
While most countries have strategic cyber defense doctrines to protect their 
physical critical infrastructures against politically motivated cyber warfare, 
they still lack suitable doctrines, legislation, and means of protecting digital 
intellectual property against criminally motivated cybercrimes. Furthermore, 
the outdated approach of consequential penalties against cybercrimes is 
irrelevant, as cyberspace makes it difficult to detect the intellectual property 
theft in real time. In this article, we will analyze whether the macro-economic 
implications of the growing cybertheft trends will help render the commercial 
and private digital intellectual property as critical infrastructure that should 
be proactively protected by governments against cybertheft.
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Introduction

From now on, our digital infrastructure – the networks and 

computers we depend on every day – will be treated as they 

should be: as a strategic national asset.

1

 

We are going to aggressively protect our intellectual property. 

Our single greatest asset is the innovation and the ingenuity 

and creativity of the American people. It is essential to our 

prosperity and it will only become more so in this century.

2

President Barack Obama

Commercial and private digital intellectual property in general and trade 

secrets in particular currently are regarded as important components of 

the economies of modern countries. Concurrently, cyberspace is rapidly 

evolving to become a source of both great opportunities and threats through 

cyber warfare and cybercrime.

3

 Some of the criminally motivated cyber 

threats are aimed directly at stealing commercial and private intellectual 

property, which could cause loss of massive tax revenue that diminish 

a country’s economic income and GDP (Gross Domestic Product), and 

could have a severe impact on the international macro-economic systems.

4

 

While most countries have strategic cyber defense doctrines and statutes 

for protecting their physical critical infrastructures against politically 

motivated cyberattacks, they have ignored the need to protect digital 

intellectual property in cyberspace against criminally motivated campaigns. 

The article examines why governments should treat commercial and 

private intellectual property in general and digital trade secrets in particular 

as national critical infrastructure, which deserve appropriate governmental 

proactive protection. We will ask whether the macro-economic implications 

might help to define the commercial and private digital intellectual property 

as critical infrastructures that should be protected against cybertheft. 

Although the scope here neither includes specific measures nor suggests 

that the governmental defense of private intellectual property should be 

equivalent to that of the physical critical infrastructure in cyberspace, a 

general framework for a better balance between the two is recommended.
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Definition and Scope of Physical Critical Infrastructures 
Cyberattacks are carried out through hacking, mostly from outside the 

network in order to retain some or full control over the network.

5

 That control 

is used for two purposes: computer network attack (CNA) or computer 

network exploitation (CNE).

6

 Cyberattacks also seek to undermine the 

computerized network for criminal, political or national security purposes.

7

 

Governmental agencies, competitive corporations or individuals all might 

have possible motivations to engage in cybertheft of digital intellectual 

property.

Governments have a responsibility of providing their people and 

national assets with protection and security.

8

 The degree of fulfilling that 

responsibility, however, varies between countries in accordance with 

the particular regime. According to James A. Lewis and Katrina Timlin 

of the Center for Strategic and International Studies in Washington DC, 

as the Internet becomes a modern global infrastructure for international 

commercial businesses and governmental activity, security of cyberspace 

has become both a national and international concern.

9

 

According to Dr. Kristin M. Lord and Travis Sharp, the number of 

cyberattacks with criminal and political motivations is growing rapidly. 

There are an estimated 1.8 billion attacks per month with  various levels 

of sophistication solely targeting the US Congress and American federal 

agencies.

10

 Eric Sterner of the American Department of Defense stipulates 

that the number of cyberattacks is far greater when one includes international 

attacks on foreign governments and private sectors.

11

 Professor Eric Talbot 

Jensen estimates that thousands of companies around the world are 

currently under cyberattack, and their intellectual property, specifically 

their trade secrets, is being compromised.

12

 In many cases, the private and 

commercial companies will be unaware of the attack unless the government 

and its agencies inform them of the attack.

13

 By the time they know about 

the attack, it is already too late as the company’s data and intellectual 

property have already been stolen.

14

Of all the possible cyberattacks, the CNE type, which in the private sector 

manifests mostly as intellectual property theft, is the most troubling one. 

According to Martin C. Libicki, the CNE cyberattack is of great concern 

mainly because it focuses on stealing digital data and secrets while operating 

under the owner’s radar and without being exposed, as these methods 

are difficult to detect.

15

 Consequently, the intellectual property theft and 
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CNE attacks are the greatest threat to keeping and maintaining private 

and commercial intellectual property as secrets.

The rapid growth in cyberattacks in the international arena and their 

threat to global security and economic systems have evolved into ongoing 

cyber warfare and cybercrime, which include both trained military units 

motivated for political reasons and expert criminals propelled by criminal 

and commercial interests.

16

 The increase in cyberattacks has caused 

governments from all around the world to establish designated agencies 

and cyber defense doctrines in order to deal with cyberspace threats. In the 

United States, the Cyber Command Agency is responsible for removing 

any politically motivated threats directed at military and critical cyber 

infrastructures, while other agencies, such as the FBI, deal with criminally 

motivated cyber threats.

17

 This is a result of the growing reliance on 

networked information systems that control critical infrastructures and 

communications systems, which are essential to modern life.

18

In most western countries, the evolving cyber responsibility of the 

government has focused on defending mainly national interests and 

infrastructure, while overlooking the need to defend private and commercial 

intellectual property. France

19

 and Germany,

20

 have highlighted the cyber 

threats against national critical infrastructure as a strategic factor prioritized 

within their defense doctrines. In the United Kingdom, the focus is mainly 

on governmental assets, activities, national organizations, and critical 

infrastructure such as the financial system.

21

 In Israel, the police is responsible 

for cybercrime, even though the National Cyber Bureau in the Prime 

Minister’s Office, which is responsible for protecting the state’s critical 

infrastructure, has many more resources and government attention.

22

 

Given the similar focus of the various countries, there is a broad consensus 

to prioritize the physical protection of national critical infrastructures in 

cyberspace. Some notorious cyberattacks of national critical infrastructures 

in recent years raised awareness of these sorts of attacks, and may have 

contributed to this consensus. Following the 2007 massive cyberattack on 

Estonia

23

 and the 2010 Stuxnet attack on the Iranian nuclear program,

24

 

most countries have prioritized their cyber defense doctrines around the 

government’s physical protection of critical infrastructures. According to 

Bruce Berkowitz, critical infrastructures and key assets are vital components; 

if they are cyberattacked, the country under attack will be brought to its 

knees.

25

 As a result of the technological evolvement and the growing 

dependence of governmental and military processes on cyberspace, the 
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definition of critical infrastructures has expanded. Information systems 

and digital intellectual property are so vital to governments, civilian society, 

and modern militaries that they could become the main targets in war.

26

 

Hence, the definition of “critical infrastructure” needs to be updated to 

include these digital core components.

27

 

Cyber warfare and its direct threat to the stability and vitality of nations 

has led the international community to establish national cyber defense 

doctrines. These strategic doctrines have tackled the politically motivated 

threats through physical protection of critical infrastructures. These defense 

doctrines, however, are insufficient for criminally motivated intellectual 

property theft and CNE threats to private and commercial assets. This current 

situation raises the question whether the macro-economic implications 

of the increase in cybertheft should motivate governments to consider 

commercial and private digital intellectual property as part of the critical 

infrastructure that deserves to be protected proactively against criminally 

and politically motivated cybertheft. 

Private and Commercial Digital Intellectual Property as 
National Critical Infrastructure
Even though definitions might differ between countries, three criteria 

must be met in order for intellectual property to legally qualify as a trade 

secret. First, the data must give a competitive advantage when kept as a 

secret. Second, it must actually be kept as a secret. The secrecy criterion 

is an absolute one, as long as the data and information cannot be taken 

or extracted easily from the published product. Third, the data must be 

protected by a reasonable secrecy defense mechanism,

28

 (including cyber 

defense technologies) to keep away any intruders. Some courts recognize 

also a fourth criterion of liability, as they demand that the secret information 

be continuously used in the company’s business.

As mentioned earlier, many companies do not know that their data has 

been stolen through cyberspace and when they do find out they are often 

reluctant to report the loss, as they fear the potential commercial damage 

to their reputation.

29

 Cybertheft of commercial and private intellectual 

property might be politically motivated – known as economic espionage 

(state-driven)

30

 – or criminally motivated to gain private or commercial 

market advantage, known as industrial espionage.

31

 Regardless of the initial 

motivations or purposes, the potential macro-economic implications for 

the company are vast and destructive. Companies that have been robbed 
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of their intellectual property use different methods to estimate their 

financial losses. Some companies base their estimations on the actual 

costs of developing the stolen secret data, while others project the loss of 

future gross income.

32

In addition to the damages inflicted upon an individual company, the 

question arises whether the theft of individual trade secrets can have a 

macro-economic impact on the nation’s resilience. The cybertheft of digital 

intellectual property damages the ability of the national financial sector to 

generate new revenues and jobs or develop and research new innovations,

33

 

causing loss of tax revenue that diminishes the country‘s economic income 

and GDP (Gross Domestic Product).

34

 Consequently, a vast and large-scale 

cybertheft of commercial and private intellectual properties translates 

into serious macro-economic loss, estimated in the billions and reflected 

in a drop in the Gross National Product.

35

 For example, an elaborate and 

orchestrated cybertheft of private and commercial digital trade secrets, 

regardless of the actual motive of the attack, might result in the sudden 

bankruptcy of a country as a result of a loss of massive tax revenue and 

income. Economic analysis, depending on the various calculation methods, 

estimates that the losses caused by cybertheft of trade secrets range from 

$2 billion to $400 billion or more per year in the United States alone.

36

Thus, the initial motivation for the cybertheft, whether criminal or 

political, is insignificant when considering the cyber defense approaches as 

there is no connection between the purpose of the attack and the destructive 

macro-economic implications and the holistic preventive cyber defense 

solutions (technological and doctrinal). Either way, the economic impact 

of cybertheft on national resilience is a major one.

In the last century, the pace of innovation, and research and development 

(R&D) in the private and commercial sectors increased the growth of 

trade secrets and the number of patents issued in the United States by 

40.6 percent, showcasing the powerful role of trade secrets in the global 

economy.

37

 According to Technet, a US national coalition of CEOs in the 

high-tech sector, more than six million jobs and more than a third of the 

fifteen-trillion dollar US economy is based on innovation and consequently, 

on trade secrets and intellectual property.

38

 General Keith Alexander, former 

director of the US National Security Agency and Cyber Command, has 

estimated the losses to the American GDP at about $250 billion a year as a 

result of cybertheft of trade secrets, calling it “the greatest transfer of wealth 

in history.”

39

 An example is the 2007 cybertheft of Lockheed-Martin’s F-35 
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stealth fighter program, allegedly by a Chinese company, which had been 

working on a similar aircraft at the time (the J20).

40

 Although this cybertheft 

was politically motivated, the economic impact is the same.

A good understanding of the macro-economic value of the trade secrets 

– and accordingly, the potential national loss of income – can be obtained 

by reviewing the private and commercial sector’s investments in R&D. 

Although there are a lot of valuable and important trade secrets not related 

to R&D (for example, sales figures, client lists, marketing strategies, and 

so forth), R&D represents investment in cutting-edge technologies, ideas, 

and inventions, all critical components of many trade secrets.

41

 R&D 

investments in the United States has surpassed 2.7 percent of the GDP, 

which stands at roughly $447 billion a year. Similarly, R&D investments 

are 2.9 percent in Germany, 2.0 percent in China, 1.8 percent in the United 

Kingdom, and 1.5 percent in Russia.

42

 It is important to emphasize that any 

R&D investment generates other forms of new trade secrets (one dollar 

of R&D investment generates up to sixty-nine dollars over the following 

decade), and accordingly, the economic value of trade secrets is even greater 

than the R&D’s figures.

43

In a reality where the most valuable assets and infrastructures are digital, 

intangible, and easy to transfer over networks, cybertheft of intellectual 

property has taken on a new critical importance.

44

 A 2001 report, representing 

fourteen US intelligence agencies, stated that cybertheft will become a 

“growing and persistent threat,”

45

 as well as a concrete threat that the head 

of the US intelligence community ranks higher than terrorism.

46

 According 

to a report issued by the Ponemon Institute, intellectual property theft in 

cyberspace has increased, with some companies experiencing more than 

seventy-two attacks per week.

47

As intellectual property becomes more dominant and crucial in the 

modern economy, as evident from the above-mentioned statistics, its theft 

or damage will inflict enormous financial losses to the country that harbors 

it. National economies, therefore, are at tremendous economic risk should 

something happen to their commercial and private digital intellectual 

property. As stated in the US congressional report on industrial espionage, 

the theft of intellectual property from commercial and private companies 

undermines the private sector’s ability to generate revenues, create new jobs, 

foster innovation, and lay the economic foundation for future growth and 

national security.

48

 The growing importance of digital intellectual property 

to the modern economy, along with the potential destructive damage to a 
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nation’s economy if stolen, renders cybertheft of intellectual property as 

extremely dangerous to a country’s economic resiliency.

Consequently, governments should apply the same concerns and 

engage in a proactive defensive approach regarding cyberattacks of critical 

infrastructure of their commercial and private intellectual property. The 

rise in cybertheft attacks targeting digital intellectual property, along 

with the potential massive macro-economic losses, places the private and 

commercial digital intellectual property within the consensual definition 

of national critical infrastructures that should be protected by the state.

As the protection of commercial and private intellectual property 

against cybertheft is critical to corporate profitability and growth,

49

 it 

should automatically be regarded as having national importance, as these 

commercial intellectual properties affect the national economy through taxes, 

additional indirect incomes, and the national GDP altogether. Thus, any 

wide-scale cybertheft of commercial intellectual properties might damage 

the nation’s economic resiliency and cause a vast chain reaction that might 

surpass any possible cyberattack of an individual critical infrastructure. 

Consequently, governments should take responsibility for protecting 

private and commercial intellectual property and adopt a more involved 

and proactive approach towards their defense. This raises a dilemma, 

however; even though the digital intellectual property has macro-economic  

importance to the national resiliency, it is also a privately-owned entity 

that does not belong to the government.

National Copyright Models 
Having characterized the current problem and the failure of governments to 

take responsibility for providing cyber protection of commercial and private 

intellectual property, we shall define and recommend a solution based on 

existing national copyrights models. Although copyrights are a specific 

type of intellectual property, some of the components of their protection 

may be relevant in defining the optimal governmental responsibility for 

defending the commercial and private digital intellectual property in 

general and trade secrets in particular. 

The Anglo-American model aims at ensuring the public’s benefit and 

welfare by providing  economic incentives for the copyright creators, which 

increase the creation of new products.

50

 Respectively, the government’s 

proactive protection of digital intellectual property will encourage commercial 

entities and private individuals to continue to create new trade secrets. 
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Although some would say that there is not any empirical evidence that 

protection of intellectual property will increase their creation,

51

 this claim 

might be more accurate in regard to copyrights in the field of arts and science. 

The creation of trade secrets in its essence is closely related to economic 

incentives, as they serve as an important factor in a country’s economic 

growth; a proactive governmental cyber defense of trades secrets will attract 

new inventors by granting them economic  incentives. Hence, there is a 

strong connection between governmental cyber protection of intellectual 

property and the double gain of both preventing macro-economic damages 

on a national scale as caused by cybertheft of commercial intellectual 

properties, and of encouraging the growth of new commercial intellectual 

property. These two consequential gains reflect the Anglo-American 

model, which benefits the public by producing more inventions and by 

strengthening the nation’s economic resilience. 

Complementary to the Anglo-American’s model, the French model of 

property rights solidifies the government’s role in keeping the intellectual 

property in the hands of its creator. According to the French model, based 

on the droits d’auteur, the creation cannot be alienated from its creator who 

possesses the property rights over his work.

52

 This aspect of the French 

model gives the government the responsibility of ensuring that digital 

intellectual property is protected as the assets of its creator, while preventing 

alienation from its owners. In other words, the French model ensures that 

governmental protection of commercial and private digital intellectual 

property does not lead to the nationalization of privately-owned intellectual 

property nor to excessive government intervention in the private sector. 

It helps balance the appropriate degree of governmental cyber defense of 

commercial and private intellectual property. It also helps to achieve a more 

resilient national economic status and limits any overbearing intrusion of 

government in the private sector.

To conclude, the approach of the Anglo-American model will help 

stimulate the government’s responsibility for protecting private and 

commercial digital intellectual property, as its national macro-economic 

implications serve the public’s benefit. Components of the French model 

will ensure that the governmental intrusion into the private sector does 

not revoke the ownership of the protected intellectual property from its 

owner. This legal synthesis creates a balanced governmental proactive 

responsibility, without crossing the thin line between the public and the 

private sectors. Having synthesized the recommended governmental 
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cyber-defense responsibility, we shall examine how governments should 

execute that responsibility. 

Governmental Proactive Role and Responsibility 
Based on the above-mentioned principles and models, we will focus on two 

important components of the proposed governmental cyber responsibility 

to proactively protect commercial and private digital intellectual property. 

The first is the creation of dedicated cyber defense statutes, aimed at 

protecting commercial and private digital intellectual property of all sorts. 

Some countries have a unified comprehensive law and some use a set of 

laws in order to create full legal protection. For example, in the United 

States, two major trade secrets laws of a civil and criminal orientation have 

been legislated. First, the 1979 Uniform Trade Secrets Act (UTSA) provides 

an official definition and criteria for trade secrets, definition of their theft, 

and suitable consequential remedies (such as injunctive relief, economic 

compensation, attorney’s fees, and so forth).

53

 Second, since 1996, the 

Economic Espionage Act (EEA) has transformed the theft of trade secrets 

and economic espionage into federal crimes with the appropriate penalties.

54

 

Both statutes focus on the aftermath and consequential implications of 

theft of digital trade secrets, without proactively trying to prevent the act 

of cybertheft itself in real time. The legislation of statutes deters, to some 

degree, any potential cyber attackers and thieves, but alone is insufficient 

as a preventive countermeasure, since cyberspace provides the attackers 

with relative anonymity, including low risk of detection and difficulty in 

assigning any blame to the attackers.

55

Hence, the second component is crafting a holistic cyber defense doctrine 

that strategically acknowledges the government’s degree of responsibility 

and the consequential prioritization of protecting commercial and private 

digital intellectual property. These national cyber defense doctrines are not 

just declarative, but rather they embody national prioritization in terms 

of resource allocation (budgets, human resources, implementation of 

designated technological solutions, and so forth) aimed at protecting these 

vital digital assets. For example, in France, President François Hollande 

has issued a general national defense doctrine that addresses the threat 

of cybertheft. The French doctrine stresses the importance of protecting 

French scientific and technological assets, and preventing the theft of 

“French knowledge and know-how” of both public and private nature.

56 

Another good example can be found in the United Kingdom’s Cyber 
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Strategic Doctrine that stresses the importance of protecting the country’s 

digital intellectual property, along with other national and military critical 

infrastructures.

57

 In addition, the Digital Britain Report outlines the vision 

for digitalizing the United Kingdom, while emphasizing the importance 

of cyber defense as part of the national strategic vision.

58

Even with these two suggested components – statutes and strategic 

doctrines aimed at prioritizing the protection of commercial and private 

digital intellectual property – it is still critical for the government to be 

proactive in order to prevent cybertheft. According to Professor Lawrence 

Lessig, the government’s proactive responsibility for protecting commercial 

and private assets might be executed without the owner’s consent or 

knowledge.

59

 That sort of government activity means violating human 

rights and especially individual privacy. Furthermore, according to Glenn 

Greenwald, the growing government involvement in cyberspace will hurt 

the public’s privacy while it will do very little to improve cybersecurity.

60

The right solution should be a balanced one. The government should 

proactively protect commercial and private digital intellectual property, 

while limiting violations of private data and assets that are not classified 

as  intellectual property. For example, governments could deploy cyber 

protection means throughout public/civil digital spaces such as by protecting 

public and common networks or national routers, rather than just protecting 

military networks from any hostile penetration. Hence, the optimal solution 

for protecting commercial and private intellectual property should be done 

through legislating the appropriate statutes and by establishing national 

strategic cyber defense doctrines, which together form the foundations for 

providing  the government with the right tools and legitimacy to proactively 

defend crucial civil and private digital assets. In addition to governmental 

cyber protection, private and commercial companies should make efforts, 

using their own resources and investments, to prevent and detect any 

breaches inside their networks or any attempt of cybertheft. 

Conclusion

The new Economic Espionage Act will help us crack down 

on acts like software piracy and copyright infringement that 

cost American businesses billions of dollars in lost revenues, 

and it will advance our national security.

61

President Bill Clinton
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A lot has changed since President Bill Clinton’s words of hope of eliminating 

piracy and copyright infringement of trade secrets and other intellectual 

property. In the last twenty years, cyberspace has rapidly evolved and 

has given rise to strategic threats of cybertheft of commercial and private 

digital intellectual property. Simultaneously, commercial and private digital 

intellectual property in general and trade secrets in particular have become 

crucial and dominant factors in the contemporary economy.

The outdated approach of aftermath and consequential penalties is almost 

irrelevant nowadays, as cyberspace makes it difficult to detect cybertheft 

in real time and effectively assign its malicious motive to any individual, 

organization or country. Consequently, governments around the world 

should revise their own role and responsibility by assuming a proactive 

and preventive approach in their doctrines, legislation, and regulations. 

Governments should take some responsibility for protecting private and 

commercial digital intellectual property given their importance to the 

macro-economic systems, and their potential to cause massive economic 

fallout if stolen. Given the potential macro-economic losses, the significance 

of protecting the country’s commercial and private intellectual properties 

through cyberspace should be seen as equivalent to the importance of 

protecting military and physical critical infrastructures. Using the Anglo-

American model, government protection will expand economic incentives 

for creating new intellectual property. Furthermore, it will solidify the 

creator’s individual right in keeping his developed intellectual property 

to himself, based on the French model.
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