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A Multidisciplinary Analysis of Cyber 
Information Sharing

Aviram Zrahia 

The emergence of the cyber threat phenomenon is forcing organizations 
to change the way they think about security. One of these changes relates 
to organizations’ policy on sharing cyber information with outside parties. 
This means shifting away from the view of the organization as an isolated, 
compartmentalized entity towards a view of the organization as a sharing 
one. Sharing generates a complex, multifaceted challenge to technology, 
law, organizational culture and even politics. Establishing a system of 
sharing serves many parties, including regulatory bodies, governments, 
legal authorities, intelligence agencies, the manufacturers of solutions 
and services, as well as the organizations themselves, but it also arouses 
opposition among elements within the organization, and organizations 
defending the right for privacy. The purpose of this essay is to present the 
various challenges posed by cyber information sharing, expose the reader 
to its conceptual world, and present some insights and forecasts for its 
future development.

Key words: cyber, information sharing, privacy, regulation, information 
security, trust

Introduction
One of the most difficult challenges faced by organizations is confronting the 
cyber threat phenomenon. The increased use of technology in organizations 
of any kind–government, public, and private–turns them into targets of 
attacks aimed at gathering or damaging information, or suspending services. 
Attacks on commercial organizations are liable to harm the organizations’ 
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reputation, endanger physical assets and intellectual property, and cause 
serious financial damage. Attacks on governments, public bodies, and 
infrastructures may also disrupt the routines of entire nations and jeopardize 
the health and safety of their citizens. 

Over the last decade, traditional crime has crossed into cyberspace; 
the growing sophistication of cracking tools and attack vectors has led 
to the creation of a new, developed and sophisticated cyberspace crime 
economy. A similar process has also occurred in the sphere of warfare 
between nations, as many now view cyberspace as the fifth dimension of 
the modern battlefield, in addition to sea, land, air, and space.

Confronting the cyberspace threat requires an investment in human and 
technological infrastructures based on an organizational or national risk 
management policy. The quality of an organization’s information security 
system is affected by different factors, among them the ability to gather and 
analyze information on legitimate user traffic as well as attacks, regardless 
of their success. This allows one to identify vulnerabilities in the security 
system and prevent their exploitation, while identifying and responding 
to attacks and breaches quickly and effectively, thereby preventing or at 
least minimizing the damage.

Sharing organizational cyber information is the act of communicating 
information regarding an organization’s security to an external party. While 
such sharing results in gains for both parties, it does, however, create a 
complex, multifaceted challenge and represents a shift in the traditional 
information technology paradigm. The sharing model may exist within 
the same sector, across different sectors, between commercial enterprises 
and government bodies, and between different governments. The last 
two years have seen an increase in the sharing trend; regulatory and law 
enforcement bodies, both local and international, are promoting it by means 
of incentives, guidelines and legislation. Concurrently, a security solutions 
industry based on information sharing among bodies is developing rapidly.

The purpose of this essay is to present the multifaceted nature of the 
challenge posed by sharing. It begins by presenting the current state of affairs 
and related problems, followed by an analysis of the practical aspects of 
sharing implementation, including reference to the theoretical background 
of trust among bodies. The following section lists the organizational gains 
and challenges, describing the business opportunities, aspects of the law, 
regulation and privacy. The paper concludes by offering several insights. 
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Most of the examples in the essay are from the United States, where sharing 
initiatives, standardization efforts, government and intelligence agencies 
actions, and legislative processes are open and at the heart of public debate. 

From Compartmentalization to Sharing
The cyber threat is a sophisticated, complex dimension of crime and warfare 
that has developed in recent years in scope and severity. In terms of the 
scope of the threat, organizations must now defend not only their computer 
networks and information systems but also the range of endpoints available 
to users, such as smartphones and tablets, as well as infrastructure systems, 
including electricity and air conditioning. They must do so continuously 
while also making sure they can provide service anywhere, anytime, as 
expected of an organization of this era.

In terms of the severity of the threat, attacks are becoming harder to 
identify and locate, as they also include undocumented attack vectors 
that are unknown to the manufacturers of security solutions. This is true 
of zero day attacks;1 the fact that hackers share information continuously 
and in real time creates a situation in which any weak point exposed in 
the system or malware can be replicated and used as means to perpetrate 
an attack almost instantaneously, regardless of location. A recent study 
of the topic conducted by the RAND Corporation2 provides an analysis 
of the way in which cyberspace black markets are built, functioning like 
ecosystems with clear infrastructure and modules.

These developments create a paradigm shift towards joint efforts at 
fighting cybercrime, and as a result, many organizations are changing their 
approach to security; in most organizations, except for those subordinate 
to regulation and military and/or government systems, the approach to 
information security management was characterized by total separation from 
other organizations, both in terms of the technology of their information and 
security systems and in terms of sharing information about cyber events 
and security. Information about an attack or an attempted attack and the 
results of its analysis were kept within the organization, classified and 
distributed to a very limited intra-organizational list. Revealing information 
to a third party was perceived as a risk, a move liable to result in damage 
to its reputation, legal exposure and other complications.

Recently, this trend has reversed. Many organizations and authorities 
have abandoned the compartmentalization strategy3 in favor of information 
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sharing. Through sharing cyber information among organizations, the 
way hackers do on the attacking side, security measures created in a 
certain organization to deal with a particular threat can be used by other 
organizations as an inoculation or at least as information that will heighten 
their alertness to that particular threat.

The high costs incurred by organizations–in terms of time, manpower 
and technology–required to provide an effective security protection 
generate an organizational interest in sharing information and passing 
some of the costs on to a third party. A study carried out in the United 
States4 analyzed the connection between sharing cyber information 
and the costs of organizational cyber security. It found that companies 
sharing information spent less on security systems to reach the same 
level of protection attained by companies that did not share information, 
meaning that companies can save on direct costs as a result of information 
sharing. This includes, for example, proactive intelligence gathering and 
input about weaknesses and expected attacks, inoculations to attacks 
that occurred in other organizations, use of professionals to help analyze 
security events, and more.

Another reason for the change in organizational approach to information 
sharing is the direct and indirect business value in meeting standards and 
regulations. In certain critical sectors, like finance, healthcare, energy and 
communications, even private organizations are required to allow state 
supervision. Most regulations demand information sharing between the 
organization and some oversight body when it comes to cyber events or 
attempted attacks. In addition to the obligations, the regulations may 
have direct and indirect value: a financial organization subject to the 
Basel III regulation5–a standard relating to financial institutions requiring 
transparency on security events vis-à-vis the regulatory body–enjoys the 
direct benefit of improved capital allocation for the credit it extends, creating 
a greater profit margin. An example of indirect benefit may be found in 
an organization providing services that can make a bid on a government 
tender that requires bidders to meet the ISO-27032 standard,6 which also 
entails information sharing.

Technological Principles in Information Sharing
Secure information sharing among organizations is, in many ways, a 
technological and operational challenge, from goal and policy articulation 
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to implementation and use. The methods required to meet the challenge 
must balance many different components: the ability to support a very 
large range of organizations and easily add them to the sharing endeavor 
(scalability); the ability to make use of information after establishing 
correlation and analyzing it in close to real time so as to produce maximal 
benefit (usability); and a system of controls to ensure the existence of the 
“CIA” principles: confidentiality, integrity, availability.7 The steps towards 
constructing a system of sharing must include, among other things, goal 
articulation and participant definition, the privileges and obligations of the 
participating organizations, technological architecture, trust and oversight 
model, and work processes.

Information sharing among different entities requires the creation of a 
system of trust in order to ensure that the information is correct, complete, 
beneficial and useful. Trust is the basis for all the practical models and 
examples discussed in this essay. When it comes to trust, the sphere of 
discussion and solutions ranges from a product’s components such as a 
computer, through the incorporation of various products into a system, 
to the trust between different systems in different organizations, such 
as, for example, internet commerce. Standards institutions, such as the 
Trusted Computing Group,8 deal with many aspects of the topic, but cyber 
information sharing is a challenge for which the existing models have not 
yet provided a complete answer, hence the need for separate debate and 
the establishment of standards on this point precisely.

When building infrastructure for information sharing, there are three 
possible models.9 The first is the “hub and spoke” model in which a 
central site receives information from the end organizations, fuses it to 
accommodate different needs and then disseminates it.10 The hub serves 
as a clearance center protecting privacy and the intellectual property of 
all the participating organizations; its use is made possible in part by the 
accelerated technological development in the field of big data. This allows 
the processing and analysis of tremendous amounts of information and 
is a basic building block in constructing the ability to fuse information 
from different sources. The drawbacks of this model are primarily the 
consequences from its centralization: the challenge of size, dependence 
on a central site, delays in processing and disseminating the information.

The second model is the post-to-all architecture in which information is 
directly distributed among the participating organizations. Since the data 
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distributed is raw, this model requires infrastructure for analysis in every 
organization. The third model incorporates aspects of the first and second, 
striving to take advantage of the relative strengths of each. However, it is 
relatively complex and expensive to implement.

Technologically speaking, realizing the goal of sharing must take into 
account protecting an organization’s assets and privacy in two ways: first, 
control of the information being shared based on the participants’ goals, 
and a standardized agreed-upon format. Some of the definitions are meant 
to conceal the true sources of the information–as in the field of intelligence 
gathering– so that unnecessary details do not leak outside the organization. 
The second way entails limiting access to the information, and includes 
control of its distribution, where it is sent and who sees it, and must be 
based on a standardized sharing protocol.

Another fundamental choice that must be made is between the automated 
sharing model and the manual sharing model. Manual sharing means that an 
authorized party within the organization with access to the sharing system 
sends and receives information, and controls access to the information. 
The manual model has a prominent drawback: the human factor creates 
a bottleneck, especially when the organization is under attack. Other 
drawbacks include human error and difficulty of managing constant updates. 

Automated sharing forces one to decide on a uniform, normalized format, 
a system of sensors in the organization that will gather and disseminate 
information, a monitoring system for local reception of warnings, and 
meticulous realization of controls designed to prevent unwanted distribution 
of sensitive information. This method overcomes the limitations of manual 
sharing, but it requires organizations to confront attack scenarios in which 
the automated sharing system is exposed, such as database poisoning.11

Some cyber information sharing standardization activities are already 
taking place. The most advanced, which has also been adopted by the US 
Department of Defense, involves a format called the Structured Threat 
Information eXpression (STIX™).12 This format defines the structure of a 
database in which information relating to a user and/or traffic is proactively 
sent from the organization to an external entity or from an external entity 
to the organization while containing a range of structured details about a 
security event. Another relevant standardization for automating sharing 
is called Trust Automated eXchange of Indicator Information (TAXII™),13 
and it contains the structure of messages and network protocols supporting 
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the transmission of STIX-type messages among different entities. There 
are several other peripheral protocols under a wider architecture called 
Cyber Observable Expression (CyBOX),14 supported by the US Department 
of Defense as part of the effort to automate sharing.

It seems that most theoretical models suggested by academics15 and the 
practical models suggested by various research institutions16 are based on 
automated realization, trust, and a “hub and spoke” sharing architecture. The 
standardization efforts referred to above suit the spirit of the academic and 
practical models, so that it seems that, technologically, there is a consensus 
over the right way to construct such a system. And, indeed, significant 
parties, such as the US Department of Defense, are working to advance 
projects based on this outline.17 Nonetheless, the road to realizing effective 
information sharing remains long because of the multiple technological, 
commercial, operational, legal, and (some would claim) moral challenges 
faced by the sharing initiative members.

Benefits and Risks in Information Sharing
The value of sharing differs depending on the interests of the parties 
involved. In the case of commercial enterprises, sharing allows a heightened 
level of security and a reduction in response time in case of an attack, or 
inoculation against a possible attack in the future by means of receiving 
warnings and help in identifying, analyzing and confronting attacks. An 
experiment carried out by a South Korean research team supports this 
assessment.18 Sharing also facilitates a reduction in the cost of security 
thanks to at least partial outsourcing of the analysis and response to a third 
party. Furthermore, the organization can benefit from regulatory relief as 
the result of increased transparency and meeting reporting obligations 
and other conditions.

In the case of the vendors and solutions and services providers, this is a 
new, technologically-oriented market segment with great growth potential 
that can distinguish them by creating sustainable, competitive advantages. 
One of the primary services this sector can offer is identification of possible 
attack patterns and the distribution of inoculations and warnings to 
organizations on the basis of fusing information about attacks and attackers 
gathered from the organizations themselves.

In the case of governments, it is in the interest of regulatory bodies 
and government and intelligence agencies to encourage sharing because 
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they increase the organizations’ transparency, receive a broad situation 
assessment of the availability of services and credibility of the information, 
undertake analysis across different networks and organizations to identify 
patterns of attacks that have taken place or might take place, and allow for 
the possibility of a rapid response while disseminating the information to 
other organizations for the purpose of inoculating them. A state-sponsored 
body has the ability to construct and maintain a high level of technological 
capability for its personnel, and to cooperate with organizations in terms 
of human and technological resources. Sharing is an obvious national 
interest, allowing the government to fight the national cyberwar and 
strike at cybercrime in the most effective way possible as well as control 
the availability of critical national, public and private infrastructures. An 
example of the realization of regulation with a similar orientation in a 
different field may be found in regulations on the emission of industrial 
pollutants, which in some countries require industries, continuously and 
online, to monitor and report data on air quality in chimneys and other 
sources of pollution.19

Despite the advantages listed above, there are several risks directly related 
to cyber information sharing among organizations. An analysis of these risks 
must occur in the setting of an organizational risk management strategy 
and include the probability of every risk, its effects, the controls required to 
keep it in check, and the ways to reduce it. For example, the way to reduce 
the risk of legal exposure to lawsuits for revealing personal or commercial 
information is by means of laws and guidelines providing legal protection 
by the government or regulatory body. Another example is the risk of loss 
of organizational information assets as the result of uncontrolled sharing. 
That risk can be reduced by using a built-in, standardized sharing format 
that does not include sensitive information, as well as other checks such 
as instructions, regulations or legislation that will force the organization 
to remove personal or commercial data from the information meant to be 
shared before sending it.

Business Opportunities
The development of cyberspace threats and changes in organizational 
attitudes towards sharing are a business opportunity for the manufacturers 
of technological solutions, integration companies and service providers 
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that can leverage their base of products, knowledge and services to create 
added value in the context of the sharing challenge.

One example relates to the challenges posed by innovative attack 
technologies, such as the Advanced Persistent Threat (known as APT),20 
or taking advantage of undetected or untreated security breaches. Both 
of these attack mechanisms reduce the effectiveness of the traditional 
security measures21 but can, to a certain extent, be addressed by an inter-
organizational security sharing service. Such sharing could facilitate the 
identification of an anomaly in the cloud and comparison with organizational 
events not only with regard to its conduct within the organization but also 
to that within similar organizations, thus enhancing the identification 
mechanism and reducing the risk that harmless traffic will accidentally 
be identified as malicious (known as “false positive”). In addition, after 
the identification of an attack or attacker in a given organization, the 
components or the inoculation can be distributed to other organizations 
and thereby prevent similar attacks.

Several security systems manufacturers provide solutions to cyber 
information sharing based on a decentralized infrastructure of information 
gathering, using a system of probes, which may at times also serve as 
honeypot traps for attackers. These are installed in organizations and end 
clients or at central internet nodes belonging to the manufacturer. This 
infrastructure gathers information on attacks and attackers in real time, 
in cross-referencing geographical location and attack, and distributes it as 
a service to the organizations involved in sharing. The system serves as 
a share-based database on attackers and/or attacks in the cloud and may 
sometimes include a component that filters and blocks potential attacks 
on the basis of the information being dynamically updated.

In the case of cloud-based communications and storage service providers, 
sharing is an opportunity to reduce the rate of client dropout by means 
of providing the added value of another layer of protection.22 The nature 
of a shared cloud allows the provider to improve the security policy for 
all the other hosted organizations in order to prevent its recurrence after 
identifying and stopping an attack in one organization.

Another business opportunity directly related to sharing initiatives is the 
construction of a solution for gathering, analyzing and distributing cyber 
information at the national or market sector levels. Several integration 
companies in the world have a comprehensive solution for creating a 
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situation assessment, analyzing events, distributing inoculations, training 
simulators, and other components, at the scale of military and large 
public systems. Moreover, there are solution manufacturers in the field of 
monitoring and in-depth analysis of traffic (deep packet inspection), allowing 
telecommunication service providers to selectively share information 
with the legal authorities so that the latter may listen in on telephone 
and internet networks for the sake of identifying threats. Some of these 
companies also provide the solution component responsible for information 
analysis based on smart logic, containing analysis of a tremendous amount 
of information gathered from various sources, study of anomalies, and 
correlations among the events.

One may assume that the wave of technological innovation in the world 
of security solutions will continue because of the need to adapt security 
systems to existing and emerging cyber threats. Furthermore, one may 
assume that the idea of sharing–taking on greater prominence in the 
security policies of key organizations–will continue to present business 
opportunities to commercial entities operating in the field.

Regulation and Privacy
There are fields in which the regulatory body and/or the law already require 
sharing information about cyber threats and cyber events, and it would 
seem that this trend is on the rise given governments’ need to establish a 
national security system to fight cybercrime and maintain transparency 
regarding cyber-related events in public companies and strategic market 
sectors, such as communications, finance and healthcare. Moreover, various 
regulators, such as Basel III and ISO-27032, encourage sharing information 
between organizations and the authorities, both by means of guidelines 
and by offering economic benefits and relief to participating organizations. 
A paper analyzing the trade-off in financial institutions between investing 
in information security and sharing cyber information23 concluded that the 
benefits of sharing among organizations increase in correlation with their 
interdependency, and the more sharing there is among such institutions 
the smaller their investment in information security. In many market 
segments (such as finances and telecommunications) the links between 
the organizations are critical to their everyday functioning, and an attack 
on one organization could propagate and damage the functioning of other 
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organizations in the same sector. Examples are financial transactions between 
different banks and phone calls between different service providers.

Similar organizations also share similar challenges, some of which may 
be unique to their sector. For example, healthcare organizations share the 
unique challenge of confronting cyber attacks aimed at medical equipment. 
Cooperation among such organizations on the gathering of intelligence or 
hardening procedure for such equipment will save on the investment each 
of the organizations has to make on its own.

Several nations have iterated their intention to establish systems for 
gathering cyber information, including the incorporation of government 
bodies and private/public bodies of national importance.24 The essence of this 
move is to create a comprehensive cyber situation assessment, providing the 
ability to respond to attacks with highly trained personnel, and immediately 
disseminate inoculations or information about the attack to all subordinate 
organizations. As noted, the technological base for creating such a system 
may require legislation, and requires cyber information sharing among 
organizations and the establishment of a center for fusing information and 
applying defense mechanisms to secure organizational assets and privacy. 
The British government has established a sharing initiative called the Cyber 
Security Information Sharing Partnership (CISP) as part of its national 
program for coping with cyberspace challenges.25 The partnership already 
includes more than 250 key organizations as well as the legal authorities, 
and its purpose is to improve the ability to cope with cybercrime and 
cyberterrorism. Since the beginning of the 21st century, the United States 
has instituted sharing initiatives named Information Sharing and Analysis 
Centers (ISAC) in sectors such as healthcare, finance and more. Most of 
these initiatives are owned and financed by the participating organizations, 
but recently they have benefitted from technological and even financial 
support from the US Department of Defense, thus acknowledging the 
government’s interest. Examples of involvement include providing access 
to the United States Computer Emergency Readiness Team (US-CERT)26 and 
establishing a master initiative designed to unite all the inter-organizational 
information in the United States into a single system.27

It is obvious that fighting cybercrime and cyberterrorism, which by 
their very nature cross geographical and political borders, can succeed 
only through technological and legal cooperation among nations. One 
such initiative is the program for research cooperation in the field of 
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cyberspace initiated by NATO and the EU.28 Another initiative is the 
sharing infrastructure being built at NATO, in which the information will 
be automated on the basis of STIX in order to allow sharing among various 
organizations in NATO member nations.29 Legally, the Convention on 
Cybercrime (also known as the Budapest Convention) was formulated 
and signed with an eye to coordinate the various legislative systems of the 
EU member nations, improve joint investigative methods, and increase 
cooperation in dealing with computer crime.

A paper surveying international cooperation in protecting critical 
infrastructures against cyberattacks30 reinforces the hypothesis that the 
chances of an information sharing system succeeding increase if the 
participating entities have similar interests and cultural and political 
outlooks. Information sharing among different entities is naturally 
challenging in terms of maintaining secrecy because it requires a definition 
of the limits on sharing and controls that can distinguish between private 
or intra-organizational information and information that may be shared.

Over the years, governments have received tacit cooperation, which is 
sometimes enforced through legislation, from infrastructure and service 
providers, as well as application vendors, both for the purpose of national 
security and for the purpose of fighting cybercrime. This phenomenon 
received much attention recently, especially after The Guardian revealed, 
on the basis of Edward Snowden’s leaks, the US National Security Agency 
surveillance of computer traffic of leading US companies in the context of 
its PRISM program.31 The newspaper also revealed that the NSA-equivalent 
British intelligence organization GCHQ, monitors the internet traffic on 
Britain’s fiber optic network,32 and that MI5, Britain’s security service 
agency, intends to deploy technological measures to enable filtering key 
words and specific data in all information traffic in the country.33

The exposure of the surveillance programs in the United States raised 
the issue of privacy and limiting the power of the government as well as 
the possibility of imposing legal sanctions against the parties that share 
their information. So far, the United States Supreme Court has rejected 
lawsuits against local telecom giants and confirmed the legality of submitting 
information regarding Internet and telephone use to legal and intelligence 
agencies.34 Still, the possibility of lawsuits against an organization that 
shares information is an obstacle to sharing that the government would 
like to remove.
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Since the end of 2011, legislation on cyber information sharing has been 
advanced.35 The purpose of the proposed law is to allow private and public 
companies, in the context of cyberwar, to share information in real time 
with the government, law enforcement and intelligence agencies without 
risking lawsuits for violating secrecy or privacy. The bill passed in the 
House of Representatives, went through a round of adjustments in the 
Intelligence Affairs Committee,36 and is still in the process of legislation 
in the Senate. Its opponents claim that it violates the Fourth Amendment 
to the Constitution,37 which defines parameters for search and seizure of 
citizens’ personal information, such as warrants or reasonable grounds. 
According to opponents of the bill, the new legislation would allow 
intelligence agencies to receive personal or commercial information from 
infrastructure and content providers without the checks delineated in 
the Fourth Amendment. Groups dealing with the problems inherent in 
the bill38 are trying to enlist public support to oppose and prevent it from 
becoming a law, by running a campaign in the social media and on the 
internet in the United States.

The tension between supporters and opponents of cyber information 
sharing legislation is not unique to this area, but touches on the entire 
issue of privacy in the interface between the state and its citizens and the 
involvement of Big Brother. An example of a similar conflict may be found 
in the Smart City initiative in Britain, which includes covering cities with 
cameras and face recognition software.

Concluding Insights
Trends in the contemporary development of the cyber threat phenomenon 
include using attack methodologies focused on specific targets rather than 
being randomized, crossing geographical and legal borders, taking advantage 
of unidentified vulnerabilities, and using bits of malicious, modular code 
in cyberspace. The attackers maintain a flourishing, structured community 
with internal order and a supporting system of financing, allowing easy 
and rapid sharing of attack information. It seems that the realization of 
the community model on the defensive side and transitioning from a 
paradigm of isolated organizations to an information sharing initiative 
will lead to better results. In a broader view, one of the most significant 
resources coming into being in the 21st century is the wisdom of crowds. 
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One can see examples of crowdsourcing in many fields and, in this sense, 
cyberspace is no exception.

The transition to models of sharing is supported by the congruence of 
interests of most of the market forces involved, including regulatory bodies, 
governments, law and intelligence agencies, solution manufacturers and 
service providers, and even the organizations themselves. The value of 
sharing with external elements is, among other things, a product of the 
isolated organization’s inability to fight its cyberwars on its own. Sharing 
contributes not only to significantly strengthening the security system 
and its survivability, but also to the organization’s business success as it 
saves on investment, is granted preferential treatment by the regulatory 
bodies, and more.

The architecture of the solution and developing standards will, in the 
future, make it possible to create a technological structure connecting 
organizations while keeping their assets separate. They will also support 
links among separate sharing systems that can connect one another into 
a hierarchic structure of information, such as sharing within a market 
segment that will interface into cooperation at the national level.

Some of the success of the entire standardization process depends on 
support from the market forces. In this case, it seems that elements in the 
US administration, especially the Department of Defense, are determined 
to promote the process. Nonetheless, we still don’t see effective large-
scale information sharing because of the many challenges, not necessarily 
technological, and at times because of the conservative approach of 
organizational decision makers.

As the field comes of age, we may first expect to see sharing among 
similar organizations in the same sector and, later on, the implementation of 
information sharing on a larger scale. Shared interests, similar organizational 
cultures, and inter-organizational dependencies increase the chances of 
success of the initiative and reduce its risks.

Two of the prominent obstacles to sharing are the organizations’ 
concern that if systems are linked, sensitive internal information may 
be exposed to the competition, and that they may receive incorrect cyber 
information because of the poisoning of a shared database, which might 
damage service provision. One can significantly reduce the risks inherent 
in both by technological means and standardized processes and protocols 
implemented both on premise and in the central sharing entity.
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The greater challenge is faced by organizations whose business is 
essentially linked to cyberspace, such as security solutions, software 
products and services manufacturers, and the large project and integration 
bodies in the field. The question remains: is it possible to formulate a 
worthwhile working model among these manufacturers so that they will 
share cyber information, even though security and cyberspace are part of 
the field in which they compete? Such a model must include both elements 
of competition and of cooperation (coopetition) in a way that would provide 
advantages to each of the partners over time.

The disagreement between supporters and opponents of information 
sharing will continue. Given that, and given all the aspects of the topic 
discussed in this essay, the question that must be asked is this: is there 
a different paradigm in the world of information technology that would 
allow dealing with current and future cyber challenges without the need 
for sharing, or is there no choice but to join forces in the battle and rapidly 
adopt uniform standards for a sharing infrastructure? Either way, such an 
infrastructure must maintain a balance between individual rights and the 
state’s ability to defend its infrastructures, assets and citizens.

Notes
1 A zero day attack exploits a security breach in the attack target’s component 
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