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The increasing use of drones on the battlefield, particularly since the Swords of Iron war, has 
underscored Israel's reliance on Chinese-made drones and components, as well as Chinese 
dominance in the industry's supply chains. Despite their operational advantages, Chinese drones 
pose a range of security, technological, and geopolitical challenges for Israel, highlighting the 
need to strengthen the domestic drone industry while reducing dependence on foreign 
technology. 

In April, it was reported that the IDF  is expected to procure thousands of First Person View (FPV) strike 
drones manufactured by the Israeli company XTEND. This follows a previous tender won by the 
company to produce and supply approximately 5,000 low-cost strike drones for the IDF. The move 
reflects the growing recognition within Israel's defense establishment that drones have become a major 
force multiplier and an essential component of modern warfare. At the same time, it expresses Israel's 
efforts to strengthen its domestic drone industry, expand production capacity in the field, and reduce 
reliance on Chinese-made drones and technologies. 

This move comes against the backdrop of the growing importance of drones on the battlefield in recent 
years. Their ability to conduct reconnaissance, imaging, and real-time intelligence gathering, alongside 
their capacity to carry explosives and execute relatively low-cost precision strikes, has made them an 
accessible, lethal, and challenging asset, particularly in asymmetric warfare. The dual-use nature of 
civilian drones, which can be rapidly adapted for intelligence and strike purposes, has also turned them 
into a central tool in the hands of terrorist organizations. 

In Israel, this trend intensified following October 7, 2023, as drones became a pivotal tool for both the 
IDF and its enemies. Hamas and Hezbollah make extensive use of drones for intelligence, 
reconnaissance, and attacks, with Hezbollah even increasing its use of inexpensive, homemade FPV 
drones against IDF forces on the Lebanese border. Alongside the operational challenge drones pose on 
the battlefield, regardless of their country of origin, the dominance of Chinese-made drones and Chinese 
companies—led by DJI—in the civilian-commercial drone market underscores the need to strengthen 
domestic production and reduce dependence on foreign technology. 

 

 

 

https://www.globes.co.il/news/article.aspx?did=1001540098
https://www.globes.co.il/news/article.aspx?did=1001519415#google_vignette
https://www.mako.co.il/pzm-soldiers/Article-ef1cc2097a11891026.htm
https://www.maariv.co.il/news/military/article-1321325
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Chinese Drones in Israel: Security, Technological, and Geopolitical Risks 

The IDF currently makes extensive use of drones for a range of operational missions, including 
reconnaissance, intelligence gathering, scanning areas and buildings, escorting forces, directing fire, 
conducting strikes, and search and rescue operations. Since the outbreak of the Swords of Iron war, the 
operational use of drones has expanded, particularly in urban combat. During the war, the IDF procured 
a variety of drones, including civilian models manufactured by Chinese companies DJI and Autel. These 
have become widespread due to their relatively low cost, advanced imaging and reconnaissance 
quality, high availability, and ease of operation. Within the IDF, they are also considered relatively easy 
for regular and reserve forces to learn and integrate into their operations. Furthermore, some of the 
civilian drones introduced into IDF use during the war, including Chinese-made drones, came from 
donations intended to address the urgent operational needs that emerged after October 7. 

This Chinese dominance in this field is no coincidence. For years, China has invested in developing 
strategic technological industries and, through companies like DJI, has successfully established 
dominance in the global civilian-commercial drone market. According to ARC Group (a global 
investment banking and strategic advisory firm), China's DJI controls over 70% of this market, alongside 
other Chinese companies active in the sector (see Graph A). 

Graph A 

 

Despite the advantages offered by Chinese drones, they pose a range of security, technological, and 
geopolitical challenges for Israel. Today, drones are essentially advanced systems equipped with 
cameras, communication components, and connectivity to software and cloud services. These features 
enable the collection and processing of vast amounts of data in real time, including visual footage, 
location data, and patterns of activity. One of the primary risks in this context is the leakage of sensitive 
data. While this risk exists with any connected drone, regardless of its country of origin or manufacturer, 
it is acute in the case of Chinese drones connected to manufacturer systems. In the case of DJI, concerns 
over data leakage intensified amid allegations in the United States of potential ties between the 

https://www.idf.il/%D7%90%D7%AA%D7%A8%D7%99-%D7%99%D7%97%D7%99%D7%93%D7%95%D7%AA/%D7%90%D7%92%D7%A3-%D7%94%D7%98%D7%9B%D7%A0%D7%95%D7%9C%D7%95%D7%92%D7%99%D7%94-%D7%95%D7%94%D7%9C%D7%95%D7%92%D7%99%D7%A1%D7%98%D7%99%D7%A7%D7%94/%D7%9B%D7%9C-%D7%94%D7%9B%D7%AA%D7%91%D7%95%D7%AA/2025/%D7%9E%D7%93%D7%95%D7%A8-%D7%A8%D7%97%D7%A4%D7%A0%D7%99%D7%9D-%D7%91%D7%97%D7%98-%D7%9C/
https://he.wikipedia.org/wiki/%D7%A8%D7%97%D7%A4%D7%A0%D7%99%D7%9D_%D7%91%D7%A6%D7%94%22%D7%9C
https://www.globes.co.il/news/article.aspx?did=1001485017
https://www.globes.co.il/news/article.aspx?did=1001477365
https://arc-group.com/china-thriving-drone-industry/
https://market.us/report/drone-market/
https://arc-group.com/china-thriving-drone-industry/
https://en.eeworld.com.cn/news/qrs/eic508841.html
https://www.flyeye.io/without-dji-drone-industry/
https://www.thedroneu.com/blog/dji-security-concerns/
https://embed.documentcloud.org/documents/4321736-ICE-DJI-China/
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company and Chinese government and security entities, as well as the potential access such entities 
might have to data collected through its products. In 2019, the Cybersecurity and Infrastructure Security 
Agency (CISA), operating under the U.S. Department of Homeland Security (DHS), issued an alert 
regarding the potential data security risks involved in using Chinese-made drones. The U.S. Department 
of Defense (DoD) even designated DJI as a "Chinese military company"—a claim the company strongly 
rejected. Concerns over data leakage to China are further heightened in light of deepening strategic ties 
between China and Iran, and by the possibility that sensitive information could find its way, directly or 
indirectly, to Iranian actors and proxy organizations, including Hezbollah and Hamas. Another risk is the 
threat of hacking and remote takeover of drones. During the Swords of Iron war, IDF officers warned that 
Hamas had managed to remotely take control of Chinese drones, gather intelligence, and even identify 
the locations of operators in the field. 

The IDF is aware of the risks involved in using Chinese drones in operational systems, and various 
adaptations have been implemented to reduce potential exposure. These include "sanitization" 
measures, such as disabling certain communication components, removing memory cards and 
transmission-capable components, and imposing additional restrictions intended to reduce the risk of 
exposing sensitive operational information and prevent unauthorized connections. However, even after 
making these adaptations and implementing security measures, it remains difficult to guarantee full 
control and oversight over all components, software, and cloud systems in connected foreign platforms. 

Alongside these risks, there is also a geopolitical dimension concerning China's control over supply 
chains in the drone industry. China holds key positions in the manufacturing of critical components, 
including lithium batteries, motors, and cameras, giving it a strategic grip on the global drone market. 
Beijing has even demonstrated in the past that it can use this control as political and economic leverage, 
including through export restrictions on components and equipment to Western countries. For Israel, 
the intensifying competition between China and the United States and the deepening tension between 
China and the West could turn reliance on Chinese components, technology, and supply chains into a 
strategic vulnerability during times of crisis, escalation, or conflict between the two powers. 

At the same time, recent years have seen an intensifying trend within the Western bloc toward reducing 
dependence on Chinese technology in sensitive sectors, including the drone industry. Countries around 
the world, including the United Kingdom, Australia, Canada, and India, are actively working to minimize 
their reliance on Chinese manufacturing and supply chains, which they identify as a security and 
geopolitical vulnerability. Their measures include encouraging domestic production, prioritizing 
Western alternatives, and restricting the use of Chinese drones in security systems and at sensitive sites. 

In recent years, the United States has led a firm stance against Chinese drones, most notably those 
manufactured by DJI, citing national security concerns. Simultaneously, it is working to strengthen its 
domestic industry and reduce dependence on Chinese technology. In 2020, the U.S. Department of 
Commerce placed DJI on its Entity List (blacklist) due to allegations of the company’s involvement in 
human rights abuses and the surveillance of the Uyghur minority in China. In 2024, the "American 
Security Drone Act" came into effect in the United States, prohibiting U.S. government agencies from 
procuring or operating Chinese-made drones and software due to espionage and national security 
concerns. In June 2025, President Donald Trump signed the "Unleashing American Drone Dominance" 

https://www.congress.gov/committee-report/116th-congress/senate-report/268/1?outputFormat=pdf
https://thediplomat.com/2022/11/pentagon-blacklists-chinese-drone-maker-dji-for-pla-links/
https://www.dji.com/global/media-center/announcements/dji-statement-us-court-ruling-regarding-department-of-defense
https://www.mako.co.il/pzm-soldiers/Article-ef1cc2097a11891026.htm
https://www.themarker.com/hblocked?returnTo=https%3A%2F%2Fwww.themarker.com%2Fnews%2Fsecurity%2F2026-04-22%2Fty-article%2F0000019d-b446-d2d7-af9f-bee6b4cf0000&platform=desktop&userType=anonymous
https://www.csis.org/analysis/drone-supply-chain-war-identifying-chokepoints-making-drone
https://www.pravda.com.ua/eng/news/2025/05/29/7514671/
https://www.japantimes.co.jp/news/2025/04/17/world/politics/uk-chinese-drones-sensitive-sites/
https://cybercx.com.au/news/concerns-over-chinese-made-drones/
https://www.cbc.ca/news/politics/rcmp-restricts-chinese-drones-9.6999268
https://militarnyi.com/en/news/india-bans-the-use-of-chinese-parts-in-military-drones/
https://www.scsp.ai/reports/2025-gaps-analysis/gaps-analysis/commercial-drones/
https://www.war.gov/News/Releases/Release/Article/2706082/department-statement-on-dji-systems/
https://www.reuters.com/business/autos-transportation/us-adds-chinese-drone-company-dji-economic-blacklist-2020-12-18/
https://www.congress.gov/bill/118th-congress/senate-bill/473/text
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executive order, aimed at bolstering the American drone industry, expanding domestic manufacturing 
capabilities, securing supply chains, and reducing reliance on Chinese manufacturers. 

 

Awareness of the risks associated with Chinese technology is also permeating the Israeli defense 
establishment. In recent years, the IDF and the Ministry of Defense have expanded their procurement of 
drones from Israeli companies, including XTEND, alongside a gradual transition toward using Israeli- or 
Western-made drones. In parallel, the Ministry of Defense is working to boost domestic production and 
encourage the development of an Israeli drone industry as part of an effort to reduce dependence on 
foreign technology in sensitive areas. As part of this effort, the "Blue-and-White" drone tender is also 
being promoted, designed to strengthen defense industries and expand the domestic production base 
for IDF operational needs. 

Conclusions and Recommendations 

Despite Israel's efforts to reduce its reliance on foreign technology and encourage domestic production, 
minimizing dependence on Chinese technology and components is a long-term process that demands 
sustained investment in local capabilities and a cohesive strategy for sensitive sectors. Within the IDF 
and the defense establishment, reliance persists on drones and components dependent on Chinese 
supply chains, and even non-Chinese products often integrate Chinese-made components. This reality 
exposes Israel to security and technological risks, and places it at odds with the trend among many of 
its Western partners, who are actively working to limit the use of Chinese drones and reduce their 
dependence on Chinese technology in sensitive fields. Israel should therefore take several steps to 
mitigate the risks arising from the current situation: 

• Reducing the use of Chinese-made civilian drones in operational systems: Israel should 
work to gradually reduce the use of Chinese-made drones, including those produced by DJI and 
Autel, across all IDF units, and transition to systems developed in Israel or the West, even if doing 
so entails higher costs in the short term. This transition should encompass all types of drones 
used by the IDF, including those used for reconnaissance, intelligence gathering, patrol, 
accompanying forces, directing fire, conducting strikes, and rescue operations. Beyond 
national-security considerations and the need to reduce exposure to foreign technology, 
expanding the use of Israeli-made drones would also help strengthen the domestic industry, 
increase production volumes, and develop operational capabilities tailored to the IDF’s needs 
and Israel’s unique combat conditions. Even when Chinese drones undergo modifications and 
are equipped with various security measures, there are operational and strategic advantages to 
relying on systems developed and manufactured in Israel. 

• Diversifying supply chains and reducing dependence on critical Chinese components: While 
it is impossible, and often economically impractical, to eliminate imports from China entirely, 
Israel must reduce its reliance on Chinese components in sensitive fields in general, and in the 
drone sector in particular. Not every Chinese component necessarily poses a national security 
risk, but extra caution must be exercised regarding components with communication, 
navigation, imaging, transmission, and control capabilities. In this context, it is important not 
only to reduce the use of complete Chinese systems but also to increase oversight and control 

https://www.whitehouse.gov/presidential-actions/2025/06/unleashing-american-drone-dominance/?utm_source=chatgpt.com
https://www.themarker.com/news/security/2026-04-22/ty-article/0000019d-b446-d2d7-af9f-bee6b4cf0000
https://reganews.co.il/security/%D7%9E%D7%A9%D7%A8%D7%93-%D7%94%D7%91%D7%99%D7%98%D7%97%D7%95%D7%9F-%D7%9E%D7%97%D7%96%D7%A7-%D7%90%D7%AA-%D7%94%D7%AA%D7%A2%D7%A9%D7%99%D7%99%D7%94-%D7%94%D7%9E%D7%A7%D7%95%D7%9E%D7%99%D7%AA-%D7%A8/
https://mod.gov.il/%D7%9B%D7%AA%D7%91%D7%95%D7%AA-%D7%95%D7%9E%D7%91%D7%96%D7%A7%D7%99%D7%9D/%D7%97%D7%93%D7%A9%D7%95%D7%AA-%D7%9E%D7%A9%D7%A8%D7%93-%D7%94%D7%91%D7%99%D7%98%D7%97%D7%95%D7%9F/%D7%97%D7%99%D7%96%D7%95%D7%A7-%D7%91%D7%A1%D7%99%D7%A1-%D7%94%D7%99%D7%99%D7%A6%D7%95%D7%A8-%D7%94%D7%99%D7%A9%D7%A8%D7%90%D7%9C%D7%99
https://www.globes.co.il/news/article.aspx?did=1001485017
https://www.haaretz.co.il/news/security/2025-03-11/ty-article/.premium/00000195-84b3-d9d6-a1ff-f7f3f52e0000
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over Chinese components integrated into Israeli systems and non-Chinese technologies, given 
China's dominance in global supply chains. 

• Strengthening domestic production and expanding Israel's manufacturing capacity: 
Bolstering domestic manufacturing is essential to meeting the IDF's operational needs, which 
require the widespread, continuous use of drones on a large scale. Although Israel possesses 
advanced technological knowledge and operational experience, gaps remain in its capacity for 
mass production. Israel should therefore expand existing production lines and establish 
additional manufacturing facilities to increase domestic manufacturing capacity. In parallel, 
Israel needs to develop a domestic drone ecosystem encompassing production, components, 
software, and maintenance, while strengthening and deepening cooperation with countries 
such as the United States, Australia, and India, which are likewise working to reduce their 
dependence on China. 

 

* The author wishes to thank Dr. Liran Antebi for her contribution to the recommendations in this article 

   

Editors of the series: Anat Kurz, Rinat Harash, Eldad Shavit and Keri Rosenbluh 


