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Since the outbreak of the war in Gaza, Russian agents have been carrying
out hostile influence activities against the Israeli public, aimed to
undermine public confidence in the actions of the Israeli army and harm the
strategic alliance between Israel and the United States. These activities are
part of a long-term information warfare that Russia is waging around the
world, with the intent of strengthening its standing in the international
arena at the expense of the United States and its allies. Russian agents have
conducted interference operations in the mainstream media and social
networks, but it has not generated substantial change in the Israeli public
discourse, although it has sometimes successfully penetrated the
mainstream media discourse in Israel. This article examines the impact of
the Russian influence operations, with the help of conventional models. It
reflects an escalation in Russian hostility toward Israel, and its expansion
could undermine the stability of Israeli society in wartime. Accordingly, it is
recommended that Israel advance new conceptual and organizational
measures to address the threat of foreign influence, in addition to increasing
the Israeli public’s awareness of the phenomenon.

Introduction

Since the outbreak of the war in Gaza, there has been a rise in the involvement of
Russian agents—or those who align with the Russian government’'s messaging—
in influencing the public discourse over social networks in Israel. While this activity
promotes diverse messages related to the war and takes place on various
platforms, it has one main underlying principle: the Russian information war
against Israel is part of the broader cognitive campaign that Russia is waging
against the West, with the goal of weakening the solidarity between Western

' This article is part of a soon-to-be-published memorandum on foreign influence and interference as a
strategic challenge. Some of the articles included will address this issue from the perspective of adversaries.
Some will also examine foreign influence and interference during routine times as well as during the disruption
of democratic processes, the deepening of social rifts, election campaigns, and wars. The articles reflect a
connection between systemic understandings and the policy needed to address it, both in Israel and in Western
countries. The memorandum concludes a joint project conducted by INSS and the Israel Intelligence Heritage
and Commemoration Center (IICC).



countries and strengthening Russia’s political and military importance in shaping
the world order.

In this article, we first present the principles of the Russian information war as
expressed over the past decade while examining its manifestations in Israel. We
then discuss at length three efforts to promote pro-Russian messages during the
war in Israel—the Doppelganger campaign, sponsored articles in the Israeli media,
and the Telegram group “Ukronazim”—and their degree of impact on the public
discourse in Israel during the war. To this end, we have focused on publications
that appeared in Hebrew in mainstream news outlets in Israel, social networks,
and online forums since the outbreak of the war. We then analyze the
consequences of the Russian activity while examining other possible action
scenarios. We believe that the Russian activity described here is part of an
escalation in Russia's hostile activity against Israel. Finally, we present policy
recommendations for addressing this trend.

Background: Russian Information War Since the Annexation of Crimea

In the years after Russia’s annexation of Crimea in 2014 and increasingly since
Russia’s intervention in the 2016 US presidential elections, research on Russian
efforts to carry out information and influence operations has attracted
considerable attention in the West. While Western researchers use a variety of
terms to describe Russian influence activities, such as hybrid war, the Gerasimov
doctrine, and others, the most common term in Russia to describe these activities
is “information war.” It is described as “a type of confrontation between parties,
represented by the use of special (political, economic, diplomatic, military and
other) methods [based on different] ways and means that influence the
informational environment of the opposing party [while] protecting their own
[environment], in order to achieve clearly defined goals."[1]

Russia’s use of information warfare against the West is constant, based on a
perspective that acknowledges the existence of a state of war between the sides,
even without direct military confrontation.[2] This war is being waged to achieve
Russia’s strategic objectives of weakening and polarizing the West as well as
bolstering the country's international standing as a great power that dictates the
rules of the game in the international arena.[3] In order to accomplish this
strategic goal, and due to an understanding of Russian military inferiority vis-a-vis
Western countries,[4] Russia aims to weaken the democratic and economic
institutions of the West in the internal arena and to undermine the West's
legitimacy internationally.[5] Figure 1 provides details on the various measures
that Russia uses to conduct its information warfare.
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Figure 1. Mapping the Measures Russia Uses to Conduct Its Information Warfare. | Note: Seely, A
Definition of Contemporary Russian Conflict: How Does the Kremlin Wage War?, 7.

First, since Russian influence activities are, by definition, multidimensional, the
targets are not always able to recognize the concept of information war,
understand that they are being targeted by Russian influence activities and assess
the level of risk posed by these activities. For example, in the past it was believed
that the Russian government would refrain from engaging in malicious influence
activities against Germany, due to Russia’s significant economic interests in
Germany.[6] However, even before Russia's full-scale invasion of Ukraine in 2022,
researchers described how Russia worked to harm the official German
establishment and weaken the country's democratic institutions by enlisting local
political groups sympathetic to Russia, such as the Alternative for Germany (AfD)
party, and wings within the Social Democratic Party (SPD).[7]

A second characteristic of Russia’s information war is the simultaneous use of
several channels to transmit messages. As a rule, Russian influence activities are
diverse and seemingly not controlled by a single centralized body. This creates a
sense of chaos in the Russian modus operandi, but in reality, it allows for the
creation of a variety of content that can reach diverse audiences on multiple
platforms. According to American researchers from the US State Department,
there is no single communication platform through which Russian propaganda
and disinformation are disseminated. Instead, it is done through a variety of
platforms that sometimes share similar content and sometimes adapt the content
for different target audiences.[8] In Israel, identical content was identified as being
disseminated across multiple platforms, as described below.

A third characteristic is the use of the target audiences themselves to disseminate
messages. Researchers from RAND found in 2018 that Russian activity aims to
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penetrate the American news cycle. When this objective is achieved, American
networks organically disseminate the information for the Russians.[9] Figure 2
presents the methods of disseminating Russian propaganda to various audiences
around the world, based on Russia’s interference in the 2016 US presidential
elections and Russian influence operations in other parts of the world.
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Figure 2. Methods of Disseminating Pro-Russian Messages in International Influence Operations | Note: Bodine-
Baron et al., Countering Russian Social Media Influence, 7.
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In recent years, the app Telegram has gained a central place in the media
landscape. One main reason for this is its lenient policy on the dissemination of
illegal content and the use of fake accounts, which sets it apart from other social
networks. As a result, several authorities in Europe have imposed fines on
Telegram.[10] Moreover, the European Union’s Digital Services Act (DSA) grants
the European Union powers to compel social networks with at least 45 million
European users to take action against the spread of false information. According
to Telegram, as of February 2024, it has only 41 million regular monthly users in
Europe, which currently exempts it from complying with the provisions of the
DSA.[11] However, official sources in Europe cast doubt on this number, and in
May 2024, they began a probe of the company to conduct an up-to-date
assessment of the number of users.[12]

Russian Influence Activity Among the Israeli Public in the War in Gaza

Influence Operations Against Economic and Security Interests 4



Since the outbreak of the war in Gaza, individuals associated with the Russian
government or expressing support for its policies have carried out a series of
influence operations targeting Israeli audiences on various platforms, promoting
views of the war that align with the Russian government. One example of such a
view is the assertion that US policy during the war actually harms Israel’s security.
It is important to note that this type of activity was already identified prior to the
war, and even if the messages may have changed, the underlying objective
remains the same.

For several years now, Russia has considered Israel an integral part of the Western
alliance that it opposes. Previous studies have shown that Israel became a target
of Russian information campaigns as early as 2019, following the arrest of Na'ama
Issachar in Moscow and the subsequent influence campaign that the Kremlin
waged.[13]

The deterioration of Israel's relations with Russia following its full-scale invasion of
Ukraine worsened during the war in Gaza, reaching a new low. This situation has
had an impact on the information domain, with Israel becoming a target for
various malicious influence activities conducted by Russian agents. The most
prominent example is Israel's inclusion in the international influence campaign
known as “Doppelganger,” which Russia continuously wages against countries it
perceives as enemies, such as Ukraine, as well as adversary states such as France
and Germany. The Hebrew version of the campaign includes articles supposedly
published on the Walla!, Mako, and The Liberal websites, claiming, for example, that
Israel's political-strategic needs should prevent it from intervening in favor of
Ukraine in the war.[14]

The outbreak of the war in Gaza led to a further escalation in Russia’s information
warfare against Israel. In addition to the anti-Ukrainian messages, new messages
were introduced to weaken the confidence of Israeli citizens in the IDF and the
government during the war and to strain strategic relations with the United States.
As already mentioned, this study focuses on Russian influence activities conducted
in Hebrew on social networks since the outbreak of the war.

This study most likely does not cover all Russian influence activities carried out
due to technical difficulties in gathering data from the social networks themselves
and locating Russian influence activity in real time (difficulties that we present later
in greater detail in this section). Moreover, by focusing only on activities that
involved posts in Hebrew, it is possible that we overlooked additional influence
activities in other languages. However, the findings of this study clearly indicate

Influence Operations Against Economic and Security Interests 5



the increasing interest of the Russian government and intelligence in what
happens in Israel.

1. Doppelganger

Since the onset of Russia’'s war against Ukraine in February 2022, entities
associated with the Russian government have been conducting an ongoing
influence operation in the international arena. This operation aims to achieve two
primary goals: (1) undermining Western support for Ukraine by spreading false
information about alleged corruption and the supposed Nazi character of the
country, and (2) sowing discord in public opinion within countries supporting
Ukraine by promoting the claim that their support is causing economic and social
damage.

As part of the operation, dozens of websites posing as well-known news websites
from around the world, with fake news about Ukraine and the war, have been
created. For this reason, the organization EU DisinfoLab, which tracks the spread
of false information throughout Europe, calls the operation “Doppelganger” (a
German term for two unrelated people with a similar appearance), but it is also
known by the name RRN (Recent Reliable News—one of the websites used in the
operation). The fake articles have been promoted throughout the internet by
fictitious accounts on social networks and via sponsored posts made by
inauthentic Facebook pages. The main countries targeted in the Doppelganger
campaign have been France, the United Kingdom, Italy, and Germany.[15]

Different sources have attributed the campaign’s operation to groups associated
with the Russian military and regime. In July 2023, the European Council imposed
sanctions on the Russian IT companies Social Design Agency and Structura
National Technologies, which are associated with the Russian regime, for creating
the fake websites.[16] In addition, in February 2024, the Israeli cybersecurity
company ClearSky published a report stating that code strings found in the fake
websites were identical to strings used in cyberattacks conducted by APT28, a
group of hackers identified with Russian military intelligence (GRU), which was
involved, among other things, in breaking into the email servers of the Democratic
Party during the 2016 US presidential elections.[17]

After the outbreak of the war in Gaza, the Doppelganger’'s operators expanded
their activity in Hebrew and directed the influence operation toward promoting
false narratives about the war. As in previous cases, the Doppelganger campaign
made use of inauthentic accounts on X and Facebook, which simultaneously
published links to fake articles on sites posing as the Israeli websites Walla and The
Liberal (see Figure 3).
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Figure 3. A sponsored post on Facebook linking to a fake article on a website posing as Walla accusing US policy
of causing Israel losses in the war | Note: On the left, the headline reads “Pressure and ‘urgent demands'’ of the
US place Israel on the brink of death.” On the right: “All of this war, of all the victims, it's just for the good of the
US. But the main victim that the Americans are requesting us to sacrifice—to give up on a secure future.”

The articles published in Hebrew focused mainly on the following narratives:

e claim that US involvement in the war has caused losses to Israel and
endangered it, as those influencing US policy are leftists;

e antisemitic and anti-Israel incidents from around the world;[18]

e claim that there was a transfer of weapons from Ukraine to Hamas, which
were used to carry out the October 7 massacre (a narrative that will be
further discussed below);

e the damage to Israel's economy caused by the war;[19]

e claims that Hamas terrorists succeeded in their operations against the IDF
(see Figure 4);

e Russia can strengthen Israel's security vis-a-vis Iran.[20]
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Figure 4. Facebook ad from a Doppelganger campaign that includes the narrative of the IDF's withdrawal | Note:
The post reads: “The barbarians in flip flops forced the IDF to withdraw. Israel lost to Palestinian gangs.”

It is important to note that in at least one case, Doppelganger activity promoted
content that did not originate from fake websites: at the end of March 2024, after
the terrorist attack at Crocus City Hall, a concert hall in Moscow in which at least
144 people were murdered, a group of fake accounts on X made many posts
intended to arouse Israeli empathy for Russia given the attack (see Figure 5). Some
posts included a link to an article about the attack that was published on a website
called Omnam.life, which has since been taken down. The identity of the website’s
operators is unknown, but it posted news from Israel and abroad from a pro-
Russian and anti-Western perspective. The specific article that was promoted by
the accounts tried to arouse the sympathy of the Israeli public for Russia following
the attack by presenting it as being similar to the October 7 massacre. In both
cases, the article claims that prior intelligence information received by certain
bodies was not transferred to the right places, thus resulting in the attack not
being prevented.[21] It is important to note that the website posted additional
articles about the war, but it is not clear whether they were promoted throughout
the internet.[22]

[image url="https://www.inss.org.il/wp-content/uploads/2024/09/PICTURE-5.png"
credit=""alt=""]
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Figure 5. Fake accounts on X promoting publications intended to create empathy among the Israeli public for
Russia following the terror attack in Moscow | Note: The photograph on the left reads: “Stop war, stop violence!
It causes pain to see all these miserable [sic] children.” On the right: “We will stand by your side, Russia, in this
difficult time. That we wish you peace.”

This activity is part of a broader pro-Russian influence operation that was carried
out in the days after the terrorist attack. Thousands of fake accounts on X posted
anti-Ukrainian and anti-Western claims about the incident. For example, they
claimed that the United States did not prevent the attack even though it received
prior information about it. Some accounts indirectly linked the attack to the war
in Gaza. One account, for example, claimed that Ukraine and the United Kingdom
collaborated to carry out the attack in an attempt to distract public opinion from
“the loss of the Suez Canal” due to the Houthis' attacks.[23]

An analysis of the scope of the activity of the Doppelganger campaign shows that
in the months from November 2023 to March 2024, those behind the campaign
maintained a steady pace of activity (see Figure 6). During this entire period, about
80 articles were posted. Certain periods were documented when there was an
increased dissemination of articles. For example, on the night between November
20 and 21, 2023, over 2,000 fake X accounts made 3,000 posts with links to fake
news articles in Hebrew (see Figure 7).
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Figure 6. Number of articles in Hebrew disseminated as part of the Doppelganger campaign between November
15,2023 to March 15, 2024.

Figure 7. Number of Doppelganger campaign posts on X on the night between November 20-21, 2023.

The level of activity presented in the two graphs is consistent with the findings that
attribute the Doppelganger campaign as a whole to tech companies associated
with the Russian regime. This is due to the fact that the ability to consistently
disseminate content in a foreign language, while adapting to the various
developments in the war and conducting targeted promotions for short periods
of time requires the use of considerable advanced technological and financial
resources.

2. Sponsored articles in the Israeli media favoring Russia

In February and April 2024, the Seventh Eye, an Israeli website, published two
investigations claiming that the news sites Walla, Jerusalem Post, and Channel 13
News had published articles with pro-Russian views on the Russia-Ukraine war and
the war in Gaza. According to the Seventh Eye website, these articles were
published no earlier than November 2023 and included interviews with
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researchers, military personnel, and politicians in Israel, which were conducted by
an lIsraeli journalist named Nick Kolyohin who works for various international
media outlets, including the Chinese news agency Xinhua. According to the
Seventh Eye's investigations, these articles omitted certain statements by the
interviewees that criticized Russia’s policy.

The website also discovered that none of the media outlets mentioned that the
articles were published with funding from an organization called the Russia-EU
Communication Platform, which presents itself as aiming to promote cooperation
and understanding between Russia and EU countries. However, the organization’s
description is quite vague, making it difficult to fully understand its essence and
goals. In late March 2024, Channel 13 News posted two publications of this kind
under the series “war and peace.” The series aimed to describe the shared
interests of Russia and Western countries and the importance of promoting
understanding between them. The publications were removed after the Seventh
Eye’s query to Channel 13. According to Kolyohin, the articles published were
important for understanding international geopolitics and his work aims to
promote understanding and dialogue between Russia and the West. Kolyohin
vehemently denies the claim that he is a Russian influence agent.[24]

At least one article funded by the Russia-EU Communication Platform was
promoted using Doppelganger accounts, as shown in Figure 8. The use of these
accounts could indicate, at least circumstantially, the existence of cooperation
between the Russia-EU Communication Platform and the companies responsible
for conducting the Doppelganger campaign.
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Figure 8. A sponsored post on Facebook (left) leading to the article published on the authentic Walla website
(right) in cooperation with journalist Nick Kolyohin.

Note: The post on the left reads: “Ukraine doesn't need to join military alliances. | am not saying that Ukraine

needs to be demilitarized but Ukraine doesn't need to be a military threat. Agree? Here you can find an expert
opinion..." The article headline on the right reads: “Does the war in Ukraine obligate a change in Israel's position?”

3. “Ukronazim”
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“Ukronazim: INN” (acronym for Israel Neged Nazism [Israel against Nazism]) is a
Telegram group operating in Hebrew since March 2, 2022.[25] According to its
description, the group aims to present its followers with

Case studyv—Description of the
Connection Between the Ukronazim
Telegram Group and Russian Media

On October 11, 2022 the Russian Telepram
channel CBO posted a three-and-a-half-minute
antmated video titled “Europe and Rabies ™
The videc portrays Ukraine as a pig (a
deropatory term for Ukrainians used by
Russians who support the war) seeking to enter
the terntory of the Enropean Union to escape
the terror of Rossia . After enterng the
Euvropean Union, Ukraine begins to exhibit
hiphly mapproprate behaviors As a resnlt at
the end of the videc, Enrope decides to deport
Ukrame. The following day, the Ukronazim
proup shared the video, and it was also posted
on Russtan-speakingand Georpian-speaking
Facebook accounts and proups. In addition, the
joumalist Yevgeny Dodolyev, 2 hoston the
national Fnsszian channel 1 -Fussia_ shared the
video on his YouTube channel(as shown in
the photo, a post abouot the video on the
Bussian news site Pravda).
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information that it believes “the Western-Israeli media and Facebook are hiding.
The group covers the Russia-Ukraine war and other events in Israel and elsewhere
from a pro-Russian or pro-Israeli perspective, while also taking an anti-Ukrainian
and anti-Western perspective. A central theme of their reports is portraying the
Ukrainian leadership, soldiers, and citizens as having nazi characteristics.[26] The
Russian mainstream media has long described Ukraine as a nazi state, but this
pattern expanded significantly with the beginning of the war in February 2022.[27]
In the context of events in Israel or those influencing Israel, Ukronazim represents
a right-wing, and sometimes even far-right, viewpoint.[28]
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Itis important to note that there are other Hebrew-language groups disseminating
anti-Ukrainian content on Telegram. One example is a group called “Ukraine’s
crimes,” with 240 followers. Its goal is “to provide the Hebrew-speaking population
with the truth that is hidden by our media.”[29] The number of followers of these
other groups is significantly less compared to Ukronazim (Ukronazim has over
1,800 followers at the time of this writing, while these groups have fewer than 300
followers). This makes Ukronazim the most significant pro-Russian group
operating on Israel's Telegram platform, increasing the interest in investigating its
sources and modus operandi. While it is not possible to identify a specific entity
behind the group, there has been at least one case where the Russian
establishment media used a post from the Ukronazim group to spread false
information about Israel and Ukraine (a more detailed description is provided in
the case study).[30]

As part of this study, we analyzed the characteristics and content of the
Ukronazim's posts during the first four months of the war in Gaza (October 7, 2023
to February 7, 2024). A total of 791 posts were made in the group, of which 520
(about 66% of the total) discussed the war from various angles, mainly by
describing the military actions between Israel and Hamas or presenting related
events in the international arena.

As shown in Figure 9, the number of posts covering various events in the war and
those discussing other issues (such as the war in Ukraine) and the ratio between
the types of posts changed during those months. From the outbreak of the war
until the middle of November 2023, the majority of the daily posts focused on the
war. However, from that point forward, the proportion of posts related to the war
decreased significantly, and most of the daily reports revolved around other
issues, particularly developments in the war in Ukraine. This trend is noteworthy,
especially given that prominent events in the war, such as the incident in which
three hostages were mistakenly killed in Gaza by IDF fire, did not receive any
response in the group. This suggests that the group’s operators prefer to cover
events that can be used to frame the war as part of the international struggle
between Russia and the West. The killing of the hostages was a result of an
operational error, and the group's operators were unable to connect it to their
narrative.

Influence Operations Against Economic and Security Interests 13
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Figure 9. The number of posts relating to the war compared to other issues in the Ukronazim Telegram group
from October 7, 2023 to February 7, 2024.

An examination of the posts related to the war reveals that the issue that received
the most extensive attention was the international implications of the war. These
included decisions made at the UN, demonstrations for and against Israel, and the
responses of official figures from various countries. There were 209 posts
criticizing the policies of Western governments toward Israel, claiming that they
are harmful to Israel.[31] In contrast, there were also posts highlighting the close
relationship between Russia and Israel. This relationship was not just based on
strategic cooperation against a shared enemy in Gaza and Ukraine but also on a
connection between the nations. For example, one post showed the toys and
flowers that Russian citizens had brought to Israel's embassy in Moscow after the
October 7 massacre.[32] However, this report ignores the international support
that Western governments expressed for Israel, mainly manifested in the
significant military aid that the United States has granted to Israel, as well as the
incisive criticism that the Russian government expressed toward Israel’s actions in
the war.

The second main issue that the group discussed was the war and its developments
and their consequences for Israel and the Palestinians, including military
measures, the November 2023 deal to release hostages, and political
developments in Israel. A total of 196 posts were made on these issues.
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On October 31, an article from the French television channel BFMTV was posted
in the group. The article describes the spray-painting of Stars of David on buildings
throughout Paris, apparently intended to threaten Jews.[33] This story was also
promoted as part of the Doppelganger campaign, while on November 6, over
1,000 bots on X posted over 2,500 tweets about the story. France arrested four
citizens on suspicion of the spray-painting and later claimed that the Fifth Service
had carried out the graffiti on behalf of Russia's Federal Security Service (FSB),
intending to cause instability in France given the rise in antisemitism there since
the outbreak of the war in Gaza.[34] The Fifth Service has been described as the
FSB's unit that is responsible for carrying out political influence activities and
psychological warfare outside of Russia’s borders, including for the purpose of
maintaining Russia’s influence in the former Soviet states.[35]

The fact that the number of posts that discussed the international aspects of the
war was greater than those that discussed developments in the war itself could
indicate Russia’s tendency to seize and present events occurring in various places
in the world as proof of prevailing international trends, such as the West's policy
as a source of military instability and political and economic crisis, in contrast to
Russia’s responsible conduct.

Similar to the trend of posting reports connected to the war versus those not
connected to it, there was also a trend reversal in the number of posts about
military developments and international consequences, as shown in Figure 10. In
the initial weeks of the war, the group mainly discussed direct developments in
the war. However, starting from the end of October, the discussion of international
aspects became comparable in scope to the description of developments in the
war, and on certain days, the number of posts was even greater.
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Figure 10. The number of posts presenting direct developments in the war, compared to the number of posts
discussing its international aspects, from October 7, 2023, to February 7, 2024.

Other topics presented in the Ukronazim group included the transfer of weapons
from Ukraine to Hamas (a false narrative that will be further discussed later),[36]
describing the left in Israel as undermining the state’s security, including blaming
it for the outbreak of the war, and increasing the American military aid to Israel at
the expense of Ukraine.[37]

Assessing the Impact of Russian Activity in Israel

The attempt to assess the full impact of Russian activity in Israel during the war in
Gaza faces three main difficulties. First, there is no uniformity in the research
literature regarding the best way to measure the impact of various content posted
on the internet on users who are exposed to it. One approach focuses on
measuring the active interactions of users with the content, such as responses and
shares (referred to as “engagement”).[38] Another approach considers the passive
exposure to content (views) as the best metric for measuring impact.[39]

Second, the ability to gather and store findings about influence activity varies
between social media networks. The Doppelganger activity on Facebook and X is
not stored over time but is taken down by the initiators of the campaign after a
predetermined period of time or removed by the social media networks
themselves if they determine that the accounts involved violated their policy on
inauthentic activity. In this situation, the only way to gather information from the
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two networks and assess their impact is by using screenshots taken during
exposure to the activity, which cannot always be done. In contrast, activity on
Telegram is stored over time and can be accessed and analyzed at any time. This
discrepancy can lead to insufficient analysis of activity on Facebook and X
compared to Telegram, thus resulting in a partial picture of the state of influence
activity.

Given these difficulties, we chose to measure Russian influence activity using two
principles. First, we focused on researching public responses to the claim that
Ukraine transferred weapons to Hamas, which were then used in the October 7
massacre.

On October 29, 2023, journalist and news presenter Ayala Hasson broadcasted a
report on the Israeli Kan television channel supposedly showing the transfer of
weapons from Ukraine to Hamas.[40] From our perspective, the penetration of
this anti-Ukrainian claim from social networks to the mainstream media in Israel
is a successful example of Russian influence activity. Therefore, we wanted to
investigate the path of its penetration into the Israeli public discourse and its
impact on it. This claim was previously published as part of the Doppelganger
campaign and in the Ukronazim group.

Third, wherever possible, we measured the number and nature of active and
passive interactions of users with social media content that included the narrative
of Ukraine transferring weapons to Hamas. We performed a textual analysis of the
written responses to posts those users shared, and we also analyzed the type of
emojis that users posted in response to posts, using a guide that explained the
meaning of over 200 emojis.[41] We used this analysis to categorize responses as
supporting the narrative, opposing it, or not expressing an opinion on it. However,
we used the “breakout scale” approach as the main method of tracking how the
narrative spread on the internet and measuring its influence. The approach was
developed by Ben Nimmo, the head of the threat intelligence team at Meta and
an expert on influence and disinformation campaigns.[42] According to this
approach, each influence operation can be rated on a six-step ladder, with each
stage representing a different level of proliferation of influence operations. At the
bottom and most basic level are influence operations that are carried out on a
single social platform and whose messages do not spread to other places. At the
top level are influence operations that lead to tangible impact on the world outside
the virtual realm.[43]
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Figure 11. The breakout-scale model, which ranks the intensity of influence operations according to the pattern
of their dissemination.

In tracking the discourse surrounding the claim that Ukraine transferred weapons
to Hamas, we focused on posts that not only supported the claim but also
opposed it, cast doubt on it, or presented alternative versions of this narrative. We
recognize that Russia’s information campaigns aim not only to convince the target
audience of the truth of a certain claim but sometimes intend to create public
confusion and uncertainty regarding a certain issue, with the objective of
weakening the public’s opposition to Russia’'s actions. The existence of several
versions of this claim—even if they are contradictory or posted by people
unconnected to it—could serve this goal.[44]

As part of our research, we found that the claim that Ukraine had transferred
weapons to Hamas had been widely shared throughout the internet in Israel. This
claim was shared in three different arenas: (1) pro-Russian arenas (such as the
Ukronazim group on Telegram and false articles circulated as part of the
Doppelganger campaign), (2) the arena targeting people from former Soviet states
in Hebrew (such as the Telegram group “Carmel News—news from the former
Soviet Union and Israel"—with approximately 34,500 followers as of May 26, 2024),
and (3) “open” arenas that do not have a specific target audience (such as X,
Facebook, the television channel Kan, and online forums like Rotter). Our analysis
of these arenas shows that the discourse surrounding the claim of weapons
transfers from Ukraine to Hamas, the presentation of the claim, and responses
from users took place on the internet over a two-month period from the onset of
the war until December 6, 2023.

Figure 12 maps the discourse on the internet during this period, categorized by
the arena of activity. From Figure 12, we can infer that the discourse in Israel took
place mainly in October, whereas the highest number of posts was observed
during the first week of the war and then again from October 28 to 30. During
these times, most of the posts were documented in “open” arenas. The extensive
discussion during the first week of the war can be attributed to the sense of
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surprise felt by the Israeli public following the outbreak of the war, which led them
to seek explanations for how the debacle occurred. Toward the end of October,
the discourse continued after Hasson's broadcast.
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Figure 12. Documentation of the discourse in Israel about the claim of weapons transfers from Ukraine to Hamas,
by place of publication, October 7 to December 6, 2023.

We used Nimmo's breakout scale model to measure the impact of promoting the
message (or competing versions of it) among the public in Israel. Figure 13 charts
the application of the model to the discourse in Israel.
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Figure 13. Characterization of the discussions on the narrative of weapons transfers from Ukraine to Hamas,
using the breakout-scale model.

According to Figure 13, the model categorizes the promotion of the pro-Russian
narrative about weapons transfers to Hamas, as well as the responses to it during
the first week of the war as level 3 influence activity, representing influence
operations that are publicized simultaneously across multiple platforms (but not
in the mainstream media). During this period, the discourse on the narrative took
place in the Telegram groups Ukronazim and Carmel News, on X, on Facebook,
and in at least one case, the sharing of content was documented in the Ukronazim
group on Facebook. Subsequently, the discussion on the issue decreased,
resulting in a decline in the level of influence to level 2, which represents influence
activities that occur separately on different platforms or within a single platform
but in multiple places (for example, such as posting the same content in different
Facebook groups).

Following the broadcast on the Kan channel, the level of influence rose to level 4,
the highest level documented during the war. Level 4 is characterized by influence
activities that involve narratives that move from social networks into mainstream
media. In this case, however, a reverse move occurred—from television to social
networks. It is important to note that following the Kan broadcast, Ukraine's
embassy in Israel posted a statement on its Facebook page completely denying
the claim of weapons transfers to Hamas.[45] This denial indicates the extensive
reach of the discourse that was documented in the Israeli media and social media
networks after the broadcasting of the report on Kan.

In the subsequent weeks until December 6, the level of influence in promoting the
narrative decreased to level 2 and then level 1, with level 1 representing influence
operations that are only publicized on a single platform, without being
disseminated to other groups, either within or outside of it.

Finally, we characterized the various user responses to the report of weapons
transfers to Hamas and found two types of responses in each arena. In the
Ukronazim group, which also published the narrative over the longest period of
time (from October 7 to December 6), most of the user responses did not express
an opinion related to this claim, but those that responded to the story supported
it. In contrast, in the Carmel News group, the opposite was observed. In cases
where the group posted declarations from official Russian sources supporting the
story, most users expressed disagreement with them, mainly by using angry or
ridiculing emojis (see Figure 14). Instead, posts in the group promoted an
opposing view, that official Russian bodies transferred weapons from Ukraine to
Hamas.[46]
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Figure 14. Post relating to the official Russian declaration of the story of the weapons transfers to Hamas in the
Carmel News Telegram group, to which users responded with distrust | Note: “Dimitry Medvedev: Come on,
NATO members, are you enjoying the game now? Weapons that you transferred to the neo-Nazis in Ukraine have
reached Hamas.” From Carmel News (@AlexmehaCarmel), Telegram, October 9, 2023,
https://t.me/alexmehacarmel/10037.

In those arenas addressing the entire Israeli public, there was more extensive
discussion of the story after the publication of the report on the Kan channel. This
was reflected in the increased number of responses to each post of this nature,
compared to the responses documented in the first week of the war. As a rule, the
responses to the anti-Ukrainian narrative in these arenas were not only
characterized by distrust toward it, but also linked it to the political rift in Israel.
For example, after the publication of the report on the Kan channel, many
respondents on X claimed that the publication of the item served Netanyahu, as
they believed that the prime minister was actually operating on behalf of the
Russian government. Furthermore, in at least one case, it was suggested that the
publication of this claim by an official media outlet in Israel could potentially harm
Israel-US relations (see Figure 15).
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Figure 15. User responses on X to the publication of the report on the transfer of weapons from Ukraine to
Hamas on the Kan channel.

Note: The first response reads: “Hasson works with Bibi who is a collaborator of
the Russians.” The second response: “Doesn’'t Ayala Hasson want for Israel to
receive now the aid package of 14 billion dollars. Ayala Hasson wants that
Netanyahu will stay in power. That's it.” From Daniel Rakov (@rakovdan), “Why
does Ayala Hasson bring to prime time on a public broadcast an item that is not
clear, supposedly about western weapons transferred to Gaza from Ukraine?” [in
Hebrew] X, October 28, 2023,
https://x.com/rakovdan/status/1718343468219576720.

The posting of responses itself is not a problem as it is part of the freedom of
expression in Israel. However, Russian influence agents could have promoted
these types of postings in greater numbers, thus deepening the rift in Israeli
society during the war in Gaza. Inflaming this kind of discourse, if it took place,
would promote the fundamental principles of Russian information warfare:
creating division in societies and giving the impression that the West is responsible
for the military instability in the world (as it was claimed that the weapons
transferred to Hamas originated from NATO military aid to Ukraine, in an attempt
to refute such claims against Russia).

Conclusion
The findings presented above describe various pro-Russian influence operations

aimed at the Israeli public since the outbreak of the war in Gaza. In this context,
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the operations have targeted both the mainstream media and social networks,
with the messaging adapted to major developments (as seen after Iran’s attack on
Israel) and with different branches in the operation working in coordination (such
as promoting the article published with funding from the Russia-EU
Communication Platform using Doppelganger accounts). In particular, the
extensive dissemination of hundreds of pro-Russian posts in the Ukronazim
Telegram group—including the spread of the narrative on the weapons transfers
to Hamas—is consistent with Telegram’s central role in spreading false pro-
Russian information in Europe. Simultaneously, in all channels, there are
messages that describe the international dimension of the war in Gaza from the
Russian perspective: the involvement of Ukraine and the United States in
undermining the regional military order, while Russia, in contrast, promotes
stability in the region.

Russia's information warfare during the war in Gaza also included characteristics
identified in research dating back to 2014. The dissemination of the narrative of
weapons transfers from Ukraine to Hamas targeted the local audience, as found
by researchers at the RAND Institute regarding the United States. After pro-
Russian accounts and groups spread the narrative in the first few days of the war,
the Kan channel published a report on the claim. However, an assessment of the
likelihood of success of the Russian activity, which seems to aim at undermining
Israeli social stability during the war, reveals a more complex picture. This is
evident in the analysis of publication patterns and responses to the weapons
transfer narrative: Foreign agents interested in influencing the internal discourse
in Israel during the war can do so by focusing on specific issues and provoking
lively discussions about them. However, the ability to maintain a particular
narrative over time is more difficult, as shown by the limited impact that the
publication of the narrative about weapons transfers to Hamas in November and
December had on the Israeli public.

The significance of creating the pro-Russian discourse is not necessarily expressed
by accepting or rejecting the narrative that is publicized. (Notably, the acceptance
of the narrative about the weapons transfers occurred only within the pro-Russian
Telegram group, Ukronazim.) Rather, the importance lies in the ability to
exacerbate the existing political divisions in Israel, as evidenced by the discourse
around the weapons transfers to Hamas. However, the Russians' intention in this
specific activity was to denigrate Ukraine and not to further polarize Israeli society.
Nonetheless, as additional influence activities relating to the war continue to
occur, there is an increased risk of a cumulative effect that could undermine
Israel's political and social cohesion at a very sensitive time when there is a
possibility of expanding the military campaign against Hezbollah, potential for
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direct conflict between Israel and Iran, and growing demand from the public to
hold early elections due to criticism of the political leadership’s actions before and
during the war.

Another scenario to consider is the growing use of artificial intelligence (Al) in
Russian influence operations against Israel. This was demonstrated during the war
when an account belonging to the Doppelganger network published a deepfake
video showing an IDF soldier inviting soldiers from Ukraine to join the fighting for
Israel in exchange for citizenship and payment.[47] This phenomenon extends to
Doppelganger operations targeting the international community, such as the
dissemination of fake news on fictitious news sites.[48] The success of Russian
influence operations will likely increase with the expansion of the use of artificial
intelligence, as Al-generated content can be disseminated quickly and widely,
provoke more responses from users, and be more difficult to identify and
remove.[49]

All the findings discussed here demonstrate a series of isolated actions that have
been somewhat successful in integrating pro-Russian narratives into the Israeli
discourse. If Russia decides to place greater importance on influencing the Israeli
public and dedicating more resources to this, the influence operations could
expand and be more successful in undermining Israeli society.

Policy Recommendations

Based on the findings presented here, it is recommended that Israel address
Russian foreign influence in several ways:

1. Conceptual and structural organization of addressing foreign influence

Since the end of the 2010s, Israel has become a target of numerous foreign
influence operations, particularly by Russia and Iran. However, a comparison with
other Western countries that have faced this threat reveals that Israel's conceptual
and structural infrastructure for addressing foreign influence operations is
inadequate. In the theoretical realm, over the past decade, Western countries and
organizations such as NATO and the EU have carried out extensive research and
conceptualization on the principles and elements of cognitive and influence
operations, such as the principle of strategic communications and Foreign
Information Manipulation and Interference (FIMI).[50] In the structural realm,
several bodies in the Israeli government, especially the General Security Service
(Shin Bet), are responsible for dealing with these phenomena, [51] while the Israel
National Cyber Directorate has become more active in addressing these issues
since the onset of the war in Gaza. Whether Israel assigns the responsibility of
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addressing foreign influence to an existing body or creates a new one, it is crucial
that this effort be based on a well-developed methodological foundation and draw
comprehensively o knowledge from various fields, including technology,
psychology, law, and more.

2. Raising public awareness of the threat of Russian influence

Two parallel processes should be carried out to raise public awareness of the
characteristics and dangers of Russian influence. In the public sphere, campaigns
should be launched that present citizens with the characteristics of the threat and
provide them with tools to identify fake posts on social media. During the war, the
National Cyber Directorate launched a public campaign that warned the public
about sharing fake information as a whole.[52] While the public sees the campaign
as important and beneficial, there is room to improve the way the public is warned
about the threat by explicitly presenting the threat of foreign influence operations
in general and the characteristics of Russian influence operations in particular. The
effectiveness of this method of immunizing the public to future influence threats
has been proven by research. A series of experiments performed by Cambridge
University and the tech incubator Jigsaw, which belongs to Google, found that user
exposure to short videos presenting types of false information they could
encounter (for example, information based on prejudices against certain groups
in society) improved their ability to identify false information.[53] Google used this
method to refute false information published about Ukrainian refugees who fled
to Slovakia, the Czech Republic, and Poland.[54]

At the same time, it is important to raise awareness among media outlets in Israel
about the fact that Russian agents could contact them and ask to conduct
interviews while hiding their true identity.[55] Such cooperation, which takes place
without proper disclosure regarding the individuals involved, could produce
content that contributes to strengthening Russia’s information war and weakening
Israel domestically and internationally.

3. Forming collaborations with Western organizations in the struggle against
Russian influence

Russian influence operations pose a strategic threat to the State of Israel as they
could exacerbate political instability and internal discord within Israel as well as
harm its international reputation during times of conflict. Given that Russia carries
out similar influence operations against other Western countries, it is
recommended that Israeli agencies involved in countering disinformation
collaborate with similar organizations in Europe to facilitate mutual learning about
influence threats, underlying intentions, and the most effective ways of addressing
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them. One example of a Western project in which Israel could participate is EU-
HYBNET,[56] a project funded under the EU’'s Horizon 2020 research program. EU-
HYBNET brings together experts from the private sector and civil society who
analyze emerging threats in hybrid warfare, the dissemination of false
information, foreign interference, and potential responses to them. The network
of experts collaborates with governmental and security bodies in Europe and
beyond,[57] including NATO’s Strategic Communications Center of Excellence
(StratCom COE).[58] Membership in the network is also open to countries
associated with the European Union, including Israel. This cooperation would
allow Israeli public sector agencies, private companies, academic institutions, and
civil society organizations to align with NATO's policy, which restricts the operation
of actors supported by Russia in the information domain.
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