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Israel’s scientificand technological posture and its military-technological advantage
are a result of strategy and force concentration over years. The continuance
and maintenance of this advantage depend on correct strategy and decisions.
Technological capability and technological edge are commonly assessed by budget
allocations or by academic research ranking, industrial R&D, and investments in
human capital. This essay addresses the subject from a different perspective, and
examines the place of technology as reflected in Israel’s official security strategies
published over the past two decades. This perspective reveals to what degree the
role of technology in future-oriented national strategic planning is understood.
Analyzing three central Israeli security strategies, the essay looks at the place of
technology ina normative understanding of how complete technological strategies
should be written; compares these strategies to one another in the context of the
technology component; and then compares them to the national security strategies
of the US and UK. Israel’s scientific-technological standing and its military-
technological edge are an outgrowth of many years of strategic effort. Nonetheless,
while the strategies explicitly discuss the technological edge as an objective (ends),
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they lack a comprehensive analysis
of how to achieve it (ways) and what
tools are needed to build technological
strength (means). The article concludes
with a discussion of the implications of
the lapse in these strategies.

Keywords: technology and security, national
strategy, national security, technological strategy,
Israel’s security doctrine

Introduction

The overarchingview in Israel among decision
makers, academics, and the lay public regarding
technology in general and military technology
in particular vis-a-vis national security and
military security are: Science and technology
are vital infrastructure for a developed nation
and a central component of Israel’s national
security in the broadest sense; technology
is considered a decisive element for every
military’s efforts to gain the upper hand on
the battlefield; because Israel suffers from
severe quantitative asymmetry against its
enemies, technology is particularly essential to
achieve the military superiority necessary for its
survival; Israel has had a decided technological
edge over its environment for many years;
it has an advanced technological posture
globally with leading science and technology
industries, and a particularly significant posture
in military technology based on excellent
independent R&D.

Indeed, over the years the understanding
that technological superiority and outstanding
scientific-technological human capital are
significant elements in maintaining the
edge over rivals has increased and become
a fundamental component of Israel’s security
strategy, in the broad sense and in the military-
security sense (Ben-Israel, 2013; Ben-Israel et al.,
2020, pp. 8-21; Matania, 2022; Finkel & Friedman,
2016; Eilam, 2009, pp. 497-508; Amidror, 2020).

Creating and maintaining a leading
technological posture requires steady,

long-term investments in academic
scientific infrastructure, technology
systems infrastructure, and human capital,
which constitute the foundation on which
technological force buildup is possible. Such
investments bear fruit only many years later,
sometimes only after a decade or more.
For example, investments in scientific and
technological human capital in Israel prior
to the establishment of the state were what
enabled independent R&D in the decades after
its establishment. Investments in human capital
in the first decades of the state’s existence were
the foundation on which it was possible to
achieve military and technological superiority
from the 1990s onward, and were one of the
components that allowed Israel to become
a hub of technological innovation (Matania,
2022).

Research Question and
Methodological Approach

The question addressed in this article is: To
what extent do Israel’s current strategic planners
understand the importance of science and
technology as a strategic component of the
state’s national security and a key component
of its regional military advantage, and to what
extent do they deliberately cultivate these fields
based on a strategic leadership vision. There
are several ways to address this question.
Two common ways to answer it are through
measurement and analysis of technology
budgets, and indices that measure the level and
breadth of R&D. The first focuses on analyzing
various budgets allocated to technology, from
general R&D budgets (such as for the Planning
and Budgeting Committee and the Innovation
Authority) to the allocation in the defense
budget for technological capacity building,
as well as R&D budgets in the business sector,
in comparison to previous years and to other
countries, in relative or absolute terms. The
advantage of this method is that there is typically
a high degree of correspondence between R&D
budgets and the breadth of R&D conducted, but
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the method is imperfect given that it does not
measure quality and is insensitive to focused
effort strategies or redundancies.

A second common method is comparative
measurements of R&D bodies in Israel, such as
universities, the tech industry, and security R&D,
in relation to other countries around the world,
on a per capita or absolute basis. Regarding
the civilian sector there are many statistics
and rankings that show that Israeli academia
is in a solid position in science and the Israeli
techindustryisin a good positioninanumber
of areas, such as cyber or data science. In the
security realm such measurement is more
complex, but possible. The advantages of this
method are the ease of comparison to the rest
of the world, and the use of relatively objective
measurements. Its disadvantages are that it
measures the current reality, which relies on
investments and efforts made decades ago, and
that rankings sometimes miss the real story of
R&D and may mislead those considering where
to go from here.

This paper takes a third approach, which
does not rely on budgets or statistics, but rather
on the state’s strategic declarative level, in order
to examine how and to what extent the issue
of technology figures in Israel’s core strategic
plans at the level of national security and the
level of military defense. There are obvious
drawbacks to this method: first, statements
are not the same as actions (“easier said than
done”). Some countries profess extensively but
in practice do little, due to inability by various
sectors to implement plans, or because budgets
are not delivered, notwithstanding promises
and planning. Second, this method relies on the
thought and writing of security strategies and
their authors, yet in the State of Israel thereis a
noticeable lack of written, authorized national
strategic plans; Israel is stronger in practice
than in theory.

At the same time, this method has several
advantages. First, when a certain subject
appears in a clear, orderly manner in national
security doctrine, this indicates awareness

and commitment among the top echelon of
strategic decision makers, who will therefore
presumably allocate the resources necessary
to addressit over time. Itis eminently possible
that this commitment will remain consistent
from one governing coalition to the next.
Furthermore, clear and committed statements
about strategic directions diffuses downward
to the professional and operational ranks in
a unified manner. They serve as a compass
for long-term action, because these formal
statements have practical implications for the
depth of comprehension in setting strategic
plans and targets, determining strategic
priorities, writing long-term and five-year plans,
allocating resources, and developing suitable
human resources. Likewise, an extremely
important advantage is that the contents of
strategies determine future outcomes, which
is at the heart of this study, rather than merely
take a still photo of the present reality, which
relies on what others built decades ago.

Furthermore, examining national strategies
reveals the motivation and vision they put
forward to the nation as a whole and those
who work in the field; these are often much
more significant than funding. Israel is a
good example of a country that in its early
decades lacked funding but made a concerted
national effort to allocate scarce resources to
science and technology, based on the clear
vision and strategy of its leadership. It thus
successfully built itself as a leader in security
technologies and later in overall tech, in a
manner disproportionate to its size. Budgets
and rankings did not measure or show this
clearly for decades.

Thus despite the inherent shortcomings,
this method is chosen for the purpose of
understanding the place of technology in the
state’s strategic agenda. Though incomplete,
it constitutes an important avenue to a
comprehensive view of the question. To this
end, itstudies Israel’s security strategies written
in latter decades and examines whether they
officially reflect the drive for technological
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advancement and the incorporation of the
technological element as a fundamental pillar
in Israel’s national security strategy for the
future; how technology is reflected in Israel’s
strategic security thinking; and whether the
official expression of this thinking matches
its importance.

This article analyzes the discussion of
technology in three central security strategy
documents writtenin Israelin the past twenty
years, which represent the place of technologyin
Israeli security thinking. The firstis a document
recommending a national security strategy
prepared by the Meridor Commission in 2006
and presented to the Olmert government.
Although it was not officially ratified, it is
considered one of the seminal documents
in the national security field in the past two
decades. The analysis of this article relies on
the reassessment in 2018 of the original version
(Meridor & Eldadi, 2019). The second is the
IDF Strategy in its unclassified version, which
was published in an updated version in 2018
(IDF Strategy, 2018), and reflects technological-
security thinking on the military-security level.
This IDF publication, first released in 2015, aimed
to explain its strategy from the comprehensive
viewpoint necessary for its national security
concept. The third is the Israeli cyber security
strategy (Israel Cyber Security Strategy, 2017)
which, although it relates to a particular issue
within the field of national security, discusses
it at both the level of overall national security
and at the specific defensive level.

In other words: The first strategy examined
is at the level of national security (narrowly
defined, not in the broad sense that includes
social and economic aspects, but rather classic
security alone); the second strategy is one level
below, i.e., defense in the broadest sense;
and the third is the cyber security strategy,
which is comparable to the previous two (i.e.,
it aims at two levels) but focuses only on the
specific issue of cyber. We thus gain a wide
view of national strategies from two directions
(overall and focused) at two levels (national

security and military defense), developed by
three different bodies (an appointed committee,
IDF General Staff, and a governmental body). To
the best of our knowledge, no other national or
quasi-national strategies have been issued in
recent decades regarding security or national
security, except for a confidential document of
former Prime Minister Netanyahu that cannot
be accessed. This article thus covers all existing
written and unclassified strategies in this field.

The methodology for analyzing and
comparing these strategies is an analysis of
ends, ways, and means. As defined by General
Lykke, strategy can be described as the link
between these three components (Cancian,
2017). This theory posits that balancing these
three components is necessary for creating a
successful strategy; conversely, when they are
not balanced the strategy will not be realized
successfully (Yarger, 2008).

Based on this methodology, the strategies
are analyzed in three different ways. Firstis an
analysis of the technological elements in these
strategies in relation to what is an expected
connection between ends, ways, and means.
This gives us aninitial normative view of what is
present and what is lacking from these strategies
regarding technology, in comparison to what
we would expect from each, given its scope
and focus, and in comparison to the extent to
which it addresses other, non-technological
issues. Second is a comparison between the
three strategies, not of their contents (which
discuss different subjects at different levels),
but in terms of their discussion of technology,
in accordance with the subject matter and
scale of each document. In other words, we
compare the way they discuss technology,
and the comprehensiveness and scope of
this discussion. Third, the Israeli strategic
discussion of technology is compared to that
of two counterparts, namely, security strategies
in Western countries—the United States and
the United Kingdom. This comparison allows
a comparative politics view of two security
and technology powers, which serve as a basis
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of comparison for the role of technology in
national strategy.

Nonetheless, a few caveats are in order
regarding this methodology. First, the American
and British strategies used as a basis for
comparison are at the highest level of national
strategy, and are thus primarily suitable for
comparison to the Meridor Committee report
on Israel’s national security doctrine. At the
same time, however, they give an excellent
perspective on how to relate comprehensively

strategy for maintaining a technological edge
in the future—a central and vital element
in national security—is particularly strong.
The analysis encompasses three inherently
different documents written by different authors
in different organizations, and the analysis
from three different directions based on a
comparative doctrinal basis allows an objective
overview of Israel’s strategic approach to the
place and role of technology in national security.

to technology, which is also relevant for the
lower levels of IDF strategy and Israel’s national
cybersecurity strategy. In addition, the US and
UK documents were approved formally on a
national level by state leaders. In contrast,
the Israeli documents were not formally
approved by the government and thus do not

Despite the centrality and importance of the
technological edge, and the degree to which

the Israeli strategic security establishment and
decision makers rely on this edge for both national
security and military defense, it is not addressed
in a comprehensive manner. Plainly put, this

necessarily reflect the security concepts of the
leadership—either when they were written or
today. This caveat is particularly important
regarding the National Security Doctrine (the
Meridor Committee): the team that wrote it was
established at the request of Prime Minister Ariel
Sharon and its conclusions were submitted to
Prime Minister Ehud Olmert for approval by the
government, but it was never approved or given
formal authorization. This caveat is also partially
relevant for the IDF Strategyand the Israel Cyber
Security Strategy. These are products of the IDF
and the National Cyber Directorate, respectively,
which were approved by their directors when
they were published, but which were never
adopted by the government.! Furthermore, the
discussion of technology in each document is
different, in accordance with the documents’
respective strategy levels and objectives.
The IDF Strategy, for example, which reflects
awareness of a national security strategy, does
so from the military strategic viewpoint of the
IDF Chief of Staff, which combines a concept
of IDF operations with organizational decisions
about the IDF.

Nonetheless, it appears that the method
chosen in this essay for analysis of Israeli

discussion is far from what would be expected from

a leading tech power such as Israel.

Thearticle’s primary claim is that despite the
centrality and importance of the technological
edge, and the degree to which the Israeli
strategic security establishment and decision
makers rely on this edge for both national
security and military defense, itis not discussed
and addressed in a sufficiently comprehensive
manner. Plainly put, this discussion is far from
what would be expected from a leading tech
power such as Israel. In other words, there is
a disparity between stating the importance
of technology and building a comprehensive
technology strategy for maintaining Israel’s
technological edge. This work examines the
three security strategies in order to confirm this
claim and show that it is especially relevant for
national security doctrine and IDF strategy; it
is partly relevant for cyber security strategy.
This disparity is emphasized by the comparison
to the foreign strategies (US and Britain) that
discuss this issue comprehensively. It then
addresses the reasons for this disparity and
the implications therein.
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Part I: Israel’s National Security
Strategies and the Role of
Technology

Israel’s Security Doctrine: The
Meridor Committee a Decade Later
General

Israel’s National Security Doctrine: The
Report of the Committee on the Formulation
of the National Security Doctrine (Meridor
Committee), Ten Years Later (Meridor &
Eldadi, 2019) examines the concluding report
of the committee headed by Dan Meridor on
formulating Israeli’s security doctrine, which
was submitted in April 2006 to then-Prime
Minister Ehud Olmert and then-Minister of
Defense Shaul Mofaz. The report aimed to
sketch insights and basic principles for the
national security doctrine of Israel, while
focusing on a narrow definition of the concept
of security. Itincluded almost no discussion of
the elements of national security in the wider
sense, except for briefly touching on central
nationalissues that interface with the security
realm, such as the idea of “the people’s army”
or the portion of the security budget in the
overall state budget. The document enjoyed
a wide consensus regarding both the need
for the document and its contents. Though
never formally approved by the government,
some of the report’s recommendations were
adopted in practice, such as the addition of a
“defensiveness leg” to Israel’s accepted security
triangle and its incorporation in IDF strategy.

The Role of Technology

The centrality of technology in the security
doctrineis already clear from the core principles,
with two out of nine principles (principles 4 and 8)
directly discussing the qualitative technological
edge: “Israel’s [security] power will be based
primarily on independent national strength,
which relies on maintaining its qualitative
edge”; and “promoting the qualitative edge
requires that relative advantages be exploited

on the national level. To that end, human capital
should be nurtured, technological opportunities
should be utilized, and organizational ability
should be developed” (Meridor & Eldadi, 2019,
pp. 22-23).

The former principle cited implies that the
lion’s share of Israeli security strength derives
fromits technological and human quality edge,
and the latter explains in general terms how
to further develop this qualitative edge. The
aspiration to maintain and strengthen this
qualitative edge relies on two key efforts,
which complement one another. The first is
the cultivation of human infrastructure and
creation of a technology base. The foundation
of the human and technology base comprises
the quality of human resources both in the
IDF and in industry, the groundwork of
advanced security R&D infrastructure, security
industries that develop and manufacture
advanced armaments, and international
cooperation. The second effort is translating
this foundation into military power, which
relies on the development and acquisition
of advanced armaments, the acquisition of
systemic capabilities based on operational
concepts, the cultivation of quality manpower
for command, operation, and maintenance of
weapons, and the creation of an organizational
infrastructure in the fields of management,
knowledge, and information.

The document then offers recommendations
for building military capacities (pp. 35-36),
contending that the approach to military
force buildup must balance force buildup for
countering specific threats, i.e., a responsive
approach—“force buildupis a kind of ‘response’
given to an anticipated ‘threat,” as described
by Isaac Ben-Israel (1997), with a generic
approach of versatile solutions that enable
relatively quick building of military capabilities.
This approach resembles that of Yoram Hamo
(2016), which relates to force buildup as a
two-sided war, whereas what is required is to
maintain the existing comparative advantage
overregulararmiesin the region. The document
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_________________________________________________________________________|
In practice, military defense for the State of Israel
relies on US security aid and cooperation to
maintain its technological military superiority.
_________________________________________________________________________|

also included concrete recommendations for
directions of technological development,
including advancing unmanned capabilities
(such as UAVs), advancing precision weapons,

developing the space field, developing anti-
rocket defensive capabilities, and more.

The document also expands on the need
to regulate a national decision making
structure regarding the qualitative edge from
an interdisciplinary and inter-organizational
perspective. It recommends designating
a single security body as responsible for
setting priorities, making central decisions,
and creating a regular binding coordination
mechanism among R&D systems that must,
in light of resource limitations, be focused and
relevant, work in a timely fashion, and have
the potential to translate ideas into effective
solutions that generate a substantial advantage
on the battlefield (pp. 44-45).

Analysis

Technology is clearly accorded a central
placein the overall national security doctrine.
In accordance with the classification of the
components of strategy, the technological
edgeis a central means to create Israeli security
strength, which is a way to achieve national
ends. There is a partial description of how to
maintain the qualitative technological edge
(ways), and an understanding that in order
to maintain it there is a need to cultivate
human capital that can build technological
infrastructure, which is a basis for building
advanced military capabilities. However, there
is anoticeable lack of discussion of how human
capital should be cultivated, and little discussion
of the concrete ways in which the qualitative
edge should be maintained (for example, the
scope of investment required in security R&D,
the connection between academia and human
capital, and more). This absence is especially
noticeable in comparison to the discussion of
otherissuesin the document that are addressed
extensively as to “what” and “how,” such as the
challenge of terror.

The IDF Strategy Document

General

The IDF Strategyis a comprehensive conceptual
document that was initially published for the
general public in 2015 and updated in 2018,
with the aim of constituting a theoretical and
practical framework for all IDF military activity
(IDF Strategy, 2018). This was the first time that
the IDF published such a document, which
aimed to explain its strategy from the broad
viewpoint necessary for the IDF’s national
security approach. It thus became a seminal
documentthat explains the concepts,emphases,
focus, and conclusions of the professional ranks
of the military. The document describes the
IDF’s strategy as a means for achieving national
interests, and relies on the foundations of
military thinking and action. It proceeds from
the general to the specific: it starts from the
strategic framework—national aims, strategic
environment, threatening actors and their
characteristics, and principles of the national
security concept and their link to the aims and
mission of the IDF (ends). It then discusses
principles and approaches to the use of force,
the concept of command and control, and
principles of force buildup in the short and long
terms (ways), and the capabilities needed by
the IDF (means). The strategy in the document
relies on four pillars, in accordance with the
recommendations of the report on Israel’s
security doctrine discussed above—deterrence,
warning, defensiveness, and clear and decisive
victory over the enemy, while implementing
them in a defensive security strategy and an
offensive operational military concept (p. 9).

The Role of Technology
Technology in the IDF Strategy appears in a
number of aspects. Regarding Israel’s strategic
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environment, the document shows that the
rapid pace of technological development, the
enhancement of technological capabilities
for military uses, and the information and
cyber revolution fundamentally influence the
strategic environment, thereby influencing
national security and the IDF in particular
(pp.10-11). With respect to the military aspect
of the IDF’s opponents (“the red side”), the
document presents a significant threat to the
IDF resulting from the trend of increasingly
wide distribution of technologically advanced
weapons and enemy buildup with offensive and
intelligence components that aim to disrupt IDF
capabilities and operational superiority in all
dimensions of combat (pp. 12-13). As part of the
IDF strategy, it is necessary to prevent, disrupt,
and negate the technological enhancement of
the state’s enemies, during both times of routine
and emergency, in order to maintain the gap
and the technological edge via prevention and
influence, which includes active steps to prevent
this enhancement during periods of calm (pp.
15-16). The IDF Strategy relates to intelligence
and particularly to technological intelligence
as afoundation for understanding the enemy,
its capabilities, and its intentions, as part of the
process and the learning competition between
the State of Israel and its enemies. This is a
central component in adapting solutions and
technological operational capabilities to negate
the enemy’s capabilities on the one hand, and
maintain the qualitative comparative edge on
the other hand (pp. 10, 17, 20).

The central purpose of the technology
aspect in the IDF Strategy is to maintain the
qualitative comparative edge and allow overall
deterrence vis-a-vis enemies in different arenas.
According to the document, Israel’s qualitative
comparative edge must be maintained
while continually studying the strategic and
operational environment and following the
enhancements of other militaries in the Middle
East as part of a competition of learning, in

orderto ensure preservation of the qualitative
edge (pp. 21, 26).

With respect to the use of force, the document
obligates the IDF to conduct force buildup
processes to maintain and strengthen Israel’s
military status and maintain its qualitative
comparative edge and military superiority in
alldimensions (land, air, sea, intelligence, and
cyber), while constantly meeting the challenges
of the rapid, frequent pace of technological
change and economic challenges. In particular,
the document specifies the need for advanced
technology adapted to operational needs and for
appropriate means and experienced manpower.
It places technological manpower in the Group
A priority list, alongside combat soldiers as a
high-quality force for combat missions on the
battlefield. It likewise describes the principles of
force buildup, including flexibility and versatility,
networking, interconnectivity, critical mass,
lethality, freedom of action, and strengthened
learning processes (pp. 25-30).

In contrast with force application,
technological force buildup is not presented
in the IDF Strategy through a clear strategy
and methodology that defines ends, ways
to achieve them, and necessary means, and
the reciprocal relations among them. The
document defines the ends of force buildup
as maintaining and strengthening Israel’s
military status while allowing the use of force
according to the responsive approach, but not
the core capabilities required for technological
force buildup. Beyond the general principles
of force buildup, the document does not deal
with ways and means for techno-operational
force buildup, for example, investment in R&D,
development and cultivation of human capital,
cooperation between industry, the Ministry of
Defense, and academia, make-or-buy decisions,
and more. This gap reflects inadequate strategic
thinking between operational approaches to
the use of force and processes of force buildup
from a holistic view, and this impairs the
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completeness of the overall strategic outlook
presented.

Analysis

The IDF Strategy reflects a theoretical and
practical framework for all military activity
as part of Israel’s national security concept. It
discusses implementing the strategy, with an
emphasis on the use of force, the challenges
of combat, and the definition of operational
needs, with the response relying inter alia on
advanced technology.

However, regarding the need to maintain the
qualitative comparative edge and technological
force buildup, the IDF Strategy lacks a discussion
of the processes of technological force buildup
(ways), construction of a strategic process to
thisend, includingimplementation, supportive
organization, required resource allocation,
prioritization, make-or-buy definitions, security-
technology cooperation, and especially a
strategic conceptual connection between the
needs and operational objectives (ends), the
ways to achieve them, and the resources and
technologies required to do so (means). It
is therefore clear that in contrast with other
aspects in the strategy, the technological
discussion is insufficient and does not depict
the centralrole that technology in allits aspects
(use of force, force buildup, organization, and
resources) must play.

An additional central component lackingin
the technology context is that of national and
international cooperation as a key component
inrealizing the strategy, and especially strategic-
security cooperation with the United States. In
practice, military defense for the State of Israel
relies on US security aid and cooperation to
maintain its technological military superiority,
especially for equipping itself with advanced
weaponry (such as the Adir F-35 planes) that
Israel has neither the desire nor the financial
capability to develop on its own (Rounds, 2019,
pp. 36-37—cancellation of the Lavi project). This
subject is also not discussed in the Strategy.

Israel Cyber Security Strategy
General

The National Cyber Directorate document (2017)
describes the mission of the national cyber
security strategy “to regulate all national efforts
inthefield of cyber defense, to create a‘common
language’ among all those working in this field,
and to ensure a stable and long-term solution”
(p. 8).2 The document comprises three sections.
Firstis a description of the operational concept
for cyber defense, which consists of three layers
of defense. Second is a description of the manner
of implementing the strategy based on three
overarching efforts: building cyber as a secure,
thriving space by implementing the three layers
of defense; establishing an operational arm of
the Cyber Directorate to lead efforts to defend
the Israeli economy from attack; and ensuring
research, development, and implementation of
defensive state technologies. The third section
is a description of scientific-technological force
buildup for cyber and strengthening Israeli’s
comparative edge in this field, along with the
importance of international partnerships for
shaping the cyber space.

The Role of Technology

Technology is discussed in the three main
sections of the strategy. In the first section,
which discusses the way (ways) to fulfill the aim
of defense, the technologies required for each
layer (means) are described as an essential part
of the defense layer. In the second part of the
document (pp. 37-38), technology is described
in an especially prominent manner as part
of the third effort—research, development,
and implementation of advanced defensive
state technologies, as well as a dedicated
state R&D unit (the Cyber Technology Unit),
which is entrusted with the technological
force buildup for national cyber defense and
mandated to provide solutions to operational
needs of the Cyber Security Authority. In other
words, according to the strategy proposed
in the document, an overarching R&D effort
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of advanced national defense technologies
is necessary, as one of the three principal
components of defense—evidence of the central
role technology commandsin this strategy. The
final section describes the supporting efforts for
consolidating national cyber capabilities, one of
which is scientific-technological force buildup
in cyber (pp. 42-46). The document discusses
the matter of force buildup and human capital
extensively, and addresses two additional areas:
incorporating academia in the cyber ecosystem,
along with industry and human capital; and
enhancing the quantity and quality of human
capital, starting from a young age (junior high
school and high school students), as a basis for
future human capital.

Analysis

Technology appearsin this document as both
a structured means for achieving the ways
of defense, in accordance with the model
of the three layers (the first section of the
document); as ways of achieving stable, long-
term defense in itself by building a dedicated
unit for technologies and R&D (the second
section); and as an end in itself in building
the complete cyber ecosystem in Israel (the
third section). The strategy presented in this
document is considered especially complete
and comprehensivein thefield of Israeli strategy.
It makes clear connections between ends, ways
and means, and technology is interwoven in
allits aspects and sections in a comprehensive
manner (Adamsky, 2017). Afundamental part of
this strategy is maintaining Israel’s technological
edge in this field.

The Role of Technology in the
Different Strategies: A Comparative
Analysis

In the three strategies examined, technology
appears as an essential component for Israel’s
strength in each of the fields with which the
strategies engage. In Israel’s Security Doctrine,
the technological qualitative edge appears in
two fundamental principles underlying the

doctrine. In the IDF Strategy, the technology
facet appears early in the document vis-a-vis
the comparative edge as a principle for strategic
strengthening of the State of Israel (and later,
the comparative edge is presented as a core
element of deterrence of enemies in different
arenas). In the Israeli cyber security strategy,
while technology does not appear as a core
principle, it is one of three overarching efforts
for implementing the overall strategy, that is,
one of the components of Israeli cyber defense
strength.

Furthermore, each of the three strategies
places a detailed emphasis on continuing force
buildup via technological R&D. The dedicated
description in each one of the strategies
highlights the central role that each document
ascribes to technology. Likewise, the three
strategies emphasize that the technological
advantage is based on appropriately trained
human capital.

At the same time, the essential difference
in the discussion of technology is that only
the cyber security strategy comprehensively
addresses “how” to maintain the technological
edge and not only “what” is necessary. In
the Israel Cyber Security Strategy, there are
overall strategic guidelines for maintaining the
technological edge, which is one of the means
forachievingthe overall ends, but given its deep
significance itis a sufficiently important means
to justify the description of a mini-strategy
of how to maintain it. This mini-strategy is
incorporated throughout the document and
stands out particularly in the supporting effort
for “national scientific-technological cyber
force buildup” (National Cyber Directorate,
2017, pp.42-46). The overall end is quality force
buildup for cyber defense, or in other words,
maintenance and enhancement of Israel’s
technological edge in cyber security, and
more. The discussion of cyber force buildup at
anational level relates to the aspect of national
security in its broad sense in the cyber world,
that is, force buildup at the level of a power
as a national-security tool and not only for
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the sake of cyber defense of the state. The
ways are efforts to translate human capital for
a technological edge, such as incorporating
academia and industry, or the efforts to enlarge
human capital and improve its quality; and the
means are the human capital itself, resources,
academia, industry, and so on.

Some may claim that the cyber security
strategy discusses a relatively specificissuein
depth in comparison to the two other security
strategies, and therefore there is room in this
strategy for further description and deep
discussion of specificissues. However, similar
strategies in other countries do not necessarily
relate to technology in this broad manner, and
only discuss direct cyber defense of the state. In
that sense this strategy is unique, both globally
and inIsrael, particularly in its discussion of the
technological aspect, which is the very element
that lies at the center of the qualitative edge
(Adamsky, 2017).

Part II: Foreign Security
Strategies

Therole of technology in Israeli strategies can
also be viewed against the role of technology
in two foreign security strategies: The National
Security Strategy of the United States of
America, published in December 2017 during
the administration of President Trump (White
House, 2017),* and the National Security Strategy
ofthe UK, published in 2015 (HM Government,
2015). The United States and United Kingdom
were chosen for this comparison as they
are indisputably leading global security and
technology powers. The two documents are
comprehensive and deal with a variety of
issues relating to the national security of these
countries at the widest scale, including, for
example, discussion of how to manage specific
threats such as terror and crime, global and
regional interests, international diplomacy,
and issues in the economic context; they also
discuss the scientific-technological subject
extensively.

The United States National Security
Strategy

The National Security Strategy of the United
States of America is published by each new
administration once every four years (the
first such document was published in 2002).
It describes the administration’s view of US
national security issues and how to address
them. The document analyzed in this article
was published in December 2017 during the
administration of President Trump (White
House, 2017).

Inthe 2017 document, technology figures on
anumber of levels. First, technology is presented
as a central component of strengthening and
furthering the prosperity of the US economy;
in other words, technology is discussed in
the national context as a tool for maintaining
a civilian-economic edge, in contrast to the
explicit military context in which it appears
in Israeli strategies. Later, the document
presents the security contexts of technology
and its role in maintaining the United States’
qualitative military edge over its rivals (ends),
which is eroding over time: “A belief emerged,
among many, that American power would be
unchallenged and self-sustaining. The United
States began to drift. We experienced a crisis of
confidence and surrendered our advantages in
key areas. As we took our political, economic,
and military advantages for granted, other
actors steadily implemented their long-term
plans to challenge America and to advance
agendas opposed to the United States, our
allies, and our partners” (p. 2). Regarding
both economy and security, the document
presents methods to maintain the technological
qualitative comparative edge (ways), which
in many senses overlap and rely on the same
building blocks—scientific and technological
manpower, innovation, entrepreneurialism
and prioritization of technologies, investment
in R&D, development of a scientific and
technological knowledge infrastructure, and
domestic and international cooperation. The
document discusses each of these subjects in



36

Strategic Assessment | Volume 25 | No. 3| November 2022

depth and describes the means to advance and
strengthen them.

On scientific and technological manpower,
the document presents the need to advance
scientific and technological education, and
especially to strengthen STEM subjects (Science,
Technology, Engineering, Mathematics), and to
cultivateacademicmanpowerwith technological
specialization and professionalization.
Specifically regarding the security sector, the
document suggests recruiting technologically-
trained, innovative, inventive human resources;
removing obstacles and offering incentives
for recruiting federal STEM employees; and
offering salaries that compete with the civilian
job market, in order to create easier paths of
entry for tech professionals, scientists, and
engineers into the public sector (pp. 19-20).

The documentincludes a section (pp. 20-22)
dedicated specifically to innovation and defines
the central purpose of this field as maintaining
global leadership in technology inventions and
innovations, in order to maintain the American
competitive edge. This section emphasizes
prioritizing essential technologies for economic
growth and security, particularly artificial
intelligence, and monitoring scientific and
technological development trends around the
world in order to understand how these are likely
to influence the United States or undermine
US programs and strategies. This section also
discusses how to leverage the private sector
and its expertise in building and innovation.
The document notes the need for regaining the
element of surprise in the technological field by
integrating new technologies on the battlefield
at the pace of modern civilian industry, while
promoting risk-taking.

The Strategy discusses the need to improve
R&D and invest in it from earlier stages, to
enhance effective use of R&D and the expertise
built by the private sector to meet national
economic and security needs, and to promote
and defend the National Security Innovation
Base.* The document particularly emphasizes
the need to defend American knowledge in

the security field, which typically grows out
of academia and various civil industries and
is essential for maintaining the qualitative
edge. It also addresses (pp. 22-23) the need to
investin energy technology in order to achieve
energy independence and address air pollution
and climate impact; this highlights the role of
technology in dealing with global problems
and creating energy independence, including
nuclear energy.

On the subject of cooperation, the National
Security Strategy repeatedly emphasizes
the importance of external technological
collaboration with allies and partners, and
domestic collaboration between the US
government, industry, and academia. Likewise,
it states the importance of strengthening the
connection between the security system and
civilian tech companies as a central point
of leverage for promoting technology at the
national security level. The document discusses
tech capabilities as a tool with hard and soft
power potential, and a tool to maintain and
create influence to counter global threats that
rely on technology (pp. 25-26). It discusses
technology in the hands of the superpower’s
enemies, which reduces and erodes the clear
American technological edge (p. 3).

However, the document also expresses
reservations about complete dependence on
technology and argues that the dependence
and complete faith in technology as the element
that can compensate for the balance of power
was mistaken: “We also incorrectly believed that
technology could compensate for our reduced
capacity—for the ability to field enough forces
to prevail militarily, consolidate our gains, and
achieve ourdesired political ends. We convinced
ourselves that all wars would be fought and
won quickly, from stand-off distances and with
minimal casualties” (p. 7). The Strategy insists
that alongside dependence on technology,
military capabilities must be renewed and
modernized, there must be massive acquisitions
of arms, and force sizes must be increased

(p. 29).
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The UK National Security Strategy
and Strategic Defence and Security
Review

The National Security Strategy and Strategic
Defence and Security Review of the United
Kingdom was first published in 2008; two
updated documents were published since then,
most recently in 2015 (HM Government, 2015).
Like the American document, this document
describes national aims for the UK in the field of
security, challenges to British national security,
and ways to address them.

This document likewise describes in a
highly comprehensive manner the centrality
of technology in national security. It shows
how technological advances around the world,
particularly in the fields of IT and cyber, impact
national security significantly and present both
an opportunity and a threat; it also illustrates
how technological progressin a variety of areas
has enormous potential in the economic and
security fields (p. 19). The document claims that
a security industry that promotes innovation
and competitiveness is a central element of
addressing threats to the UK’s national security.
Innovation in the products and services supplied
by the security industry allows the maintenance
of a competitive edge over opponents. The
document also discusses the scale of Ministry of
Defence investment in science and technology.

The UK Review describes what should
be mandatory investments in advanced
security capabilities—jets, cyber, space,
communications, counterterror, and more—
along with strategic cooperation with friendly
nations and partners, such as a collaboration
with France in developing unmanned aerial
vehicles. Regarding all these capabilities,
significant technological investments are
necessary to maintain a competitive relative
advantage, while consolidating scientific and
technological knowledge and R&D through
military-civilian-industrial partnership.

Like the American document, the Review
has a specific section dedicated to innovation
(pp. 73-75), which notes that innovation relies

on making use of scientific and technological
capabilities essential for UK economic power,
productivity, and competitiveness in the
global market. It also notes that in the world
of technology today, the private sector and not
the public sectoris the driving engine, and that
cooperation between the private technological
sector and the public oneis a key component
of the full use of technology for national
security. Forexample, the document presents
the launch of a national defense innovation
initiative that will work with universities, start-
ups, and small and medium-sized enterprises,
while making science and technology central
to national security thinking: “We will create a
new, cross-government Emerging Technology
and Innovation Analysis Cell, with close links
to the private sector and academia to ensure
that we identify these opportunities” (p.74).

The document also announces (p. 74)
investments in innovative technologies with the
potential to disrupt opponents—whichincludes
advanced research in the Ministry of Defence’s
Science and Technology Laboratory and the
Home Office’s Centre for Applied Science and
Technology, along with close work with industry
and academia. In this context, it discusses the
need to advance technology rapidly, explore
unconventional ideas, and be willing to take
risks and change traditional mindsets. The
document also relates to commercialization
of capabilities developed for security purposes,
to further economic growth in fields such as
cyber, and to establish a security accelerator to
assist all sectors in turning ideas into innovative
products and services more quickly and
delivering them to security users (p. 75).

The document addresses the need for the
government to define which technologies it must
develop by itself, and which it must purchase
externally or develop in cooperation with allies,
academia, and industry via shared investments
(make-or-buy) (p. 74). For example, it discusses
strategic technological collaboration between
the UK and the US as a central component of
national security, alongside cooperation in
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intelligence, nuclear, diplomatic, and military
capabilities, as part of the American “Third Offset
Strategy” (Shmuel, 2016), and cooperation with
France with technological initiatives in aviation,
sea, and space. The document specifically
discusses sharing technological knowledge as
an element of strengthening security relations
(p. 75).

In the context of technological manpower,
the document explains the necessity of
developing and cultivating technological
manpower (STEM and entrepreneurship); easing
mobility between academia, the private sector,
and the security sector and between countries;
advancing the security industry and security
exports; and positioning security industries
as advanced, innovative, and competitive,
including incorporating new and sometimes
small companies in the security field, and
including reducing limitations on sales and
exports (pp. 75, 78).

Technology has an extremely central place in the
national security doctrines of the two Western
national security strategies discussed here.

- _______________________________________________________|

The UK Review was preceded by National
Security through Technology, which the Ministry
of Defence published in 2012 (Ministry of
Defence, 2012). Over the course of 65 pages
the document describes the ways to achieve
a relative edge, while the end of the plan is to
provide the armed forces and security agencies
with the best means available given budgetary
limitations, over the short and long term, with
a proactive and initiative-taking approach.

Comparison between Foreign and
Israeli Security Strategies

Technology has an extremely central place
in the national security doctrines of the two
Western national security strategies discussed
here. They examine the technology field in a
comprehensive fundamental way with the three
components of strategy (ends, ways, means)—

technological targets and methods to achieve
them in order to meet national security targets,
and ways and means to achieve and maintain
the technological edge. The two strategies find
technology to be soimportant that they define
it as an end in itself and not only as a way to
achieve security; in other words, they define
it as a central component of national security
on its own, and discuss its importance for a
thriving economy as well as for a secure country.
In this manner they differ fundamentally from
Israel’s strategy, which, although it perceives
technology as animportant element of national
security, does not define it as an end in itself,
but rather as a way to achieve otherends. (The
exception to this is in the field of cyber, where
Israel has a significant global footprint.)

The two foreign strategies describe the
ways to promote national security technology,
such as strengthening relations between the
Ministry of Defense, industry, and academia;
collaborating domestically and internationally;
establishing innovation centers and security
tech accelerators; developing groundbreaking
tech knowledge and using it to strengthen
collaboration and security ties while preserving
unique advanced knowledge; advancing
security exports; and implementing make-or-
buy decisions. The two strategies also describe
the means to promote technology, such as
development, cultivation, and mobilization
of tech manpower and substantial financial
investments in science and technology. The
foreign strategies thus offer a broad look at
the role of technology along the entire value
chain (technology and science education,
technological manpower, R&D bodies) and
the complete ecosystem needed to create and
maintain it, and consider how to act in order
to maintain tech leadership over time.

In contrast, the Israeli strategies that
address the tiers of national security and
military defense present a very partial picture
of the ways to achieve technological targets
as part of overall strategic thinking, which
creates a conceptual and theoretical disparity
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between aims and means. This disparity leads
toincomplete,imbalanced strategies and flaws
in what is written about the central place of
technology within these strategies. The cyber
security strategy deals with ways to achieve the
technological edge, i.e., by addressing ends,
ways, and means and offering a broad overall
outlook although not in the same depth as in
the foreign strategies.

Furthermore, the foreign strategies deal
extensively with resources (budgets, manpower,
establishment of bodies, and frameworks)
for implementing the ways to strengthen the
technological edge. Such a discussion s lacking
from thefirst two Israeli strategies and appears
only partially in the cyber security strategy
(which does not mention budgets, for example).
The subject of scientific and technological
cooperation within these countries and with
alliesis also a central element of their strategic
outlook, butis lacking from the Israeli strategies
almost entirely.

The practical implication of the strategies
and therole of technology are also evident: from
the national security strategies come written
working documents about how to maintain
the technological edge, such as the “National
Security through Technology” in the UK and
the “Third Offset Strategy” in the US (Shmuel,
2016), and carried out by the Department of
Defense and other bodies.

Part Ill: Discussion

Technology has been one of the central
components of security concepts and modern
strategies over recent decades, particularly in
the West, and recognized as a central tool for
maintaining a qualitative comparative edge.
As such, it sometimes even appears not only
as a way to achieve various ends but also as
an end in itself.

In addition, an examination of security
strategies reveals that technology is, naturally,
one of the means to fulfilling security ends, but
in many senses can also have a fundamental

influence on the ways to achieve these aims.
Forexample, the Iron Dome system is not just a
means for addressing the rocket threat, but by
its very existence and successful interception
of a large proportion of rockets fired, changes
the combat strategy of the IDF to a defensive
strategy (ways).

Furthermore, technology can also
influence the ends themselves. For example,
as cyberspace, which is a fundamentally
technological space, became a security domain,
security ends changed, and not only the ways to
achieve them. Accordingly, a new security end
was born of defending vital infrastructure from
cyberattacks. When discussing the lower level
of technology strategy in itself, maintaining the
qualitative edge can be considered the end of
the tech that we want to develop or possess. We
must thus develop, prioritize, cooperate, and
take make-or-buy decisions about development
or purchase/import, and decide on additional
ways and means such as budgets, infrastructure,
and manpower.

Gaps in Israeli Security Strategies
Israeli strategic security concepts clearly
view technology as an important and central
component of creating and maintaining Israel’s
qualitative comparative security edge, which is
one of the essential elements of Israeli security
strength on the levels of national security and
direct defense, both in practice and in written
documents. They thus incorporate a detailed
description of “what” is necessary from such
technology, while relating to required tech
capabilities.

These strategies, however, and particularly
the IDF and national security strategies, do
not sufficiently deeply discuss “how” to
maintain a technological edge, as would be
expected from strategies that emphasize
the importance of technology. This is even
more clear in comparison to the strategies’
discussion of other issues. This shortcoming
is less pronounced in the cyber security
strategy, though not as detailed as the US
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and UK national strategies. The three Israeli
strategies, with their respective differences
and emphases, do not explore with sufficient
depth the most essential questions regarding
investments over the long term. These include
the correct policy for strengthening Israel’s
comparative advantage, and how to overcome
weaknesses in this field; when should policy
aim at independent development and when
should it rely on technologies produced abroad;
where should civilian technologies be relied
on and where should security establishment
R&D or military industry development be
strengthened—and what are the differences
between the latter two; and how should this
advantage be translated into military power.
In other words, missing is a deep examination
of national security force buildup processes.

With respect to the national security strategy,
there is a lack of discussion of the creation of
a complete ecosystem of cultivating scientific-
technological human capital, the place of
academia in this national force buildup, and
how it can be strengthened at a national level,
including from the perspective of national
security, R&D, and so forth, to create military
strength. Promoting civilian scientific and
technological research as a component of
national security, maintaining the civilian-
economic advantage and competitiveness
on the global market, and expanding and
easing movement between the public
and security sectors and the civilian sector
should also be addressed. These gaps are
especially pronounced in comparison to the
comprehensive discussions of technology in
the US and UK national security strategies. Itis
puzzling that the State of Israel, for which science
and technology are core pillars of its economy
and its military and political strength today,
does not have a comprehensive discussion
in the context of its national strategy, orin a
national technological strategy approved by
the government.

Is Practice More Important than
Theory?

One may argue that strategy is less important
than practice and what matters is action, based
on the claim that Israel managed to create its
scientific-technological strength without a clear
written strategy, just as its national security
outlook is also not formalized in any binding
document.

Nonetheless, various bodies bother to write
strategies because there is an importance to
written strategic documentsin general,and in
particular to formal security doctrines. First,
they constitute a shared framework for all those
who deal with operational planning and force
buildup, and for all partners in the security
effort, because they create a coherent and clear
outline of ends, ways, and means, so that all
involved know where to focus their efforts and
what part they play in the whole. Second, these
strategies are particularly important for decision
making, not only about what should be done
but also on what to exclude. The lack of any
of these elements in a strategy may lead to
overstretching, allocating resources and efforts
in an unfocused way, and making significantand
critical mistakes. Likewise, strategies influence
the practical allocation of resources, manpower,
and priorities on the basis of that which should
be done. Finally, the written content of strategies
reveals the way that senior state and security
system decision makers think and the depth
of their thought.

Thus, the importance of writing national
strategies s clear,and the element of technology
is no exception. From the manner in which
technology is discussed in Israel’s security
strategies it is clear that the technological
edge is perceived mainly as a means toward
deterrence of enemies and decisive victory
when needed, but not as a strategic end in
itself that requires building an underlying
strategy. Furthermore, it seems that there is
a hidden assumption that the cultivation and
maintenance of the technological edge can be
taken for granted and will occur as a byproduct
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regardless—particularly in the IDF Strategy. This
assumption among decision makers may result
from Israel’s being an advanced technological
state with a strong tech industry, in which the
civilian market produces and advances many
technologies, mainly for export, that also
influence the military framework that benefits
from the fruits of industry. This impression is
heightened by the fact that Israel’s security
doctrine omits the connection between
technology on the civilian market (as a means
to maintain a civilian-economic edge) and the
security technology edge. In contrast, the US
and UK national security doctrines address this
connection explicitly.

Strategic Civilian Leadership

Does the fact that senior Israeli security decision
makers usually come with an operations
background, and typically have no technological
or scientific training, have a direct impact on
the relative absence of technology from the

were noteworthy: Shimon Peres (i.e., in nuclear
research); Yitzhak Rabin (i.e., in promoting the
vision of satellites in spite of IDF opposition, due
to understanding the overall long-term political
implications of the field for national security);
Moshe Arens (particularly forindependent R&D);
and Benjamin Netanyahu (for example, in the
cyber realm, where he pushed for Israel to be
a world leader, not only in relative terms but
absolutely; it is the first technological field in
which Israel became such a leader [Matania &
Rapaport, 2021, p. 14], while sometimes being
perceived as obsessive). All had curiosity and
thirst to understand the technology realm,
had an affinity for technology, or developed
technologicalintuitions over the course of years
of contact with the tech field, which allowed
them to consider and make decisions about
security technology.

Israel’s first Prime Minister, David Ben Gurion, who

did not have a formal technological background,
saw science and technology as the basis for the

establishment of Israel and a central component
of its national security in both the broad and the

strategies? Perhaps, though not necessarily.
Israel’s first Prime Minister, David Ben Gurion,
who did not have a formal technological

background, saw science and technology as
the basis for the establishment of Israel and
a central component of its national security
in both the broad and the immediate military
senses. He worked ceaselessly to advance
them and expressed this clearly in both his
writings and his actions (Ben-Israel, 2013). The
central role he assigned scientists in the security
system and his personal involvement in the
establishment of the science headquarters
and the IDF Science Corps during the War of
Independence (Barel, 2009) was a central factor
in making technology an essential element of
Israel’s national security (Matania, 2022).

Ben Gurion was not the only proponent
of the view that scientific and technological
action are essential components of Israeli
strength. There were other decision makers and
strategic leaders whose affinity for science and
technology, comprehension of the importance
of these fields, and decisions on the subject

immediate military senses.

That said, most of these decisions were
decisions about a particularissue at a particular
pointin time, which required majorinvestments
and budgets at a national level, and thus
required a principled decision by senior leaders
of the government and security system. The
particularity of these decisions made them
the exception that proves the rule—thereis no
broad overall strategy for technology.

The Need for Leadership with
Technological Savvy

An additional surprising phenomenonin relation
to the future of technology in Israel—a country
where technology is a central component of the
economy and of national security—is the small
number and sometimes the complete absence
of tech specialists or people with a serious
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affinity for or understanding of technology in
strategic decision making forums. In the security
establishment in particular, this situation has
implications for the depth of strategic thinking
on this matter, on the ability to make critical
decisions about technological force buildup
and priorities, and on proper allocation of
resources. How many of those sitting at the
IDF General Staff table understand or have
knowledge of technology and how to use it
correctly in force buildup and application?
How can commanders of IDF forces who are
not technologically savvy or experienced
fully understand technological changes that
disrupt various combat capabilities and change
them fundamentally, and prepare the forces
they command for these changes, in which
manned platforms will no longer necessarily be
the primary ones? How many directors in the
Ministry of Defense, with the exception of the
head of the Directorate of Defense Research and
Development (DDR&D), are capable of making
decisions in the technology field? How many
in the government?

Thisis perhaps one of the conclusions that
should be drawn from this study. Itisimportant,
if not necessary, that those responsible for
Israeli’s strategic doctrine and national security
will develop technological knowledge and
intuition over the years, whether on their own
initiative or in accordance with a directive to
undergo training in this field.

Technological Strategy for Israel

The comparison to the national security
strategies of the United States and the United
Kingdom underscores that the Israeli strategic
environment must formulate a comprehensive
national security technology doctrine, as an
accompanying document to the existing strategy
documents. Formulating an overall strategy
will continue to strengthen the scientific-
technological component of national security
doctrine and maintain and cultivate Israel’s
qualitative technological comparative advantage,
as part of the state’s official security doctrine.

Such a strategy must be comprehensive,
relate to the central ends of how to maintain the
defensive and civilian technological edge, and
link them to ways and means to achieve them.
Such a strategy must relate to central dilemmas
regarding technology. These include how to
divide responsibility in the civilian and defense
technology ecosystem (e.g., who is responsible
for leading and making decisions regarding
technological manpower developmentin the
state); how a complete ecosystem looks; how to
cultivate both civilian and defensive manpower;
how to cultivate a scientific and technological
knowledge base; how to create collaboration
between the security establishment,
industry, and academia; how to translate the
technological edge into military power; what
are appropriate budgets forinvestment in R&D;
what s the correct balance between purchasing
Israeli and American arms; and so on. There
is a gaping lack of discussion of these issues
in the existing security strategies, yet they are
decisive in maintaining Israel’s technological
edge over time.

Conclusion

Since its establishment, the relative qualitative
edge of the State of Israel, including its
technological component, hasbeenacentraland
important elementin its security outlook. This
work examines how technology was formally
discussed in Israel’s security strategies over
the past two decades, and whether the formal
expression of this thinking corresponds with the
significance of technology in security doctrine.
Written strategies of this sort will significantly
influence the future of the field in the coming
decades: they create motivation among all
relevant parties, point toward strategic direction
and focus for decisions (what to do and what not
to do), highlight efforts, priorities, choices, and
resources, and outline a shared national vector
and consistent address of this vital component
in Israel’s national qualitative edge. Such a
perspective is not the only important or the
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complete one, butitenables drawing singular
critical conclusions.

Technology must be examined from a strategic

To this end we focused on three national  outlook as an aim and end in itself, and not only
strategies published over the pasttwo decades:  as a means to achieve other national and military
the National Security Doctrine (Meridor  ends.

Committee), which discussed the highest  m— ———————————————————————

tier of national security, even if it examined
security narrowly without relating to social
resilience or economic power; the IDF Strategy,
which examined the military-defense level, one
level below that of national security; and the
Israeli Cyber Security Strategy, which deals only
with one national issue but discusses it from
both a national security and a direct military-
defense perspective. These strategies were
examined from a number of directions: the role
oftechnology in the documents themselves was
compared to what would be expected from a
strategic document, particularly in comparison
to other issues they discussed (a normative
view); the role of technology was studied in a
comparative analysis; and these findings were
compared and analyzed against the US and UK
foreign national security strategies.

The central conclusion is clear: There is
a substantial disparity between the existing
formal discussion of technology as a prominent,
central, important factor in Israeli security
strength, and the formal discussion of ways
to achieve and maintain this end. Strategically
this disparity is most pronounced in the glaring
lack of acomprehensive strategy for maintaining
a comparative technological edge, enhancing
it, and translating it to defensive and security
strength in practice over time. Such a lack may
result from a number of factors, including the
view of technology as a means and notan end,
and a hidden assumption that technology can
be taken for granted, perhaps as a result of the
influence of the civilian advanced technology
marketin Israel or from a shallow understanding
of this issue among senior national security
establishment officials.

Technology, however, must be examined
from a strategic outlook as an aim and end in
itself,and not only as a means to achieve other

national and military ends. This is critical in
light of its centrality and importance to Israel’s
national security from a broad perspective,
including impact on the economy, and not only
direct security impact. Such an examination
requires formulating an overall strategy to
maintain and cultivate the Israeli qualitative
technological edge over time and to maintain
national security strength.
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Notes

1 Some parts of the Israel Cyber Security Strategy
that required Israeli government authorization for
establishment or operation were authorized by the
government at several points in time, particularly
Government Decisions 2443 and 2444 from February
15, 2015.

2 Full disclosure: Eviatar Matania, one of the authors
of this article, led the development and writing of
the Israeli cyber security strategy in the framework
of hisrole as the founder and director of the National
Cyber Directorate.

3 TheBiden administration published the latest National
Security Strategy of the United Statesin October 2022.
That document is beyond the scope of this study.

4 The National Security Innovation Base, an American
network of knowledge, capabilities, and people
that includes academia, national laboratories, and
the private sector, turns ideas into innovation and
discoveries into commercial products and companies.
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