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The supply of nuclear technology from North Korea to Syria, which
was discussed publicly following the Israeli Air Force operation in
September 2007 and in a recent discussion in the US Congress, is
just one facet of North Korea's multi-dimensional military export en-
terprise to the Middle East, and to Iran and Syria in particular. These
exports include the sale of missile technology, the transfer of chemi-
cals, nuclear technology, and even aid to Hizbollah. This situation is
not auspicious for Israel, as North Korea is wont to shirk international
arms control laws and does not desist from transferring WMD tech-
nology. The extreme and isolationist character of the North Korean
regime exacerbates the problem, as its considerations, decision mak-
ing processes, and other elements that need to be factored in to exert
any influence on Pyongyang are shrouded in great secrecy. This essay
aims to shed light on the transfers of arms and military technology
from North Korea to Iran and Syria, and provide the background for
discussion of Israel’s options in confronting the situation.

North Korea’s Military Involvement
in the Middle East

Arms exports from North Korea to the Mid-
dle East began in the 1980s, when the desti-
nation countries included — over different pe-
riods — Libya, Yemen, Egypt, Iran, and Syria.
Today, as a result of international pressure to
cut off military ties with North Korea,' Iran
and Syria remain its main partners, and this
partnership focuses global interest on North
Korea’s ties with the Middle East. Especially

with Iran and Syria viewed as Israel’s princi-
pal external threats, North Korea's relations
with these two countries are of particular
significance.

As far as is known, the most extensive co-
operation between North Korea and Middle
East countries is in the area of ballistic mis-
siles. The ties started toward the end of the
Iran-Iraq War, when Iran sought to acquire
missiles in response to the Iraqi missile at-
tacks. North Korea, the main supplier, sup-
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plied during and after the war hundreds of
Scud B missiles (280-320 km range). Iran,
which adopted a policy of self-reliance, de-
cided to attain the ability to develop its own
missiles in view of their strategic impor-
tance. Once again, North Korea, along with
China and the USSR, provided assistance
and played a central role in establishing an
industrial infrastructure to manufacture
Scud B missiles (the Shehab-1), followed by
the Scud C (Shehab-2, 500-600 km range).
The missiles became operational but Iran
remained dependent on imports of critical
components critical for the manufacture of
the missiles. The cooperation between the
two countries continued with the develop-
ment of the Shehab-3 missile based on the
North Korean Nodong-1 missile (range of
about 1,300 km). Over the last decade, Iran
has been helped by North Korea in the devel-
opment of the Shehab-4 missile, based on the
North Korean Taepodong-1 missile (range of
about 2,000 km) or the Taepodong-2 missile
(range of about 10,000 km), whose develop-
ment was reportedly funded partly by Iran.?
In addition, the two countries are cooper-
ating on the development of an advanced
version of the Chinese C-802 cruise missile.
Meanwhile, North Korea has continued to
sell advanced missiles to Iran; in 2006, for
example, it transferred to Iran 18 BM-25 mis-
siles with a range of 2,000 km.?

Syria followed a similar route to acquir-
ing an arsenal and the ability to manufac-
ture ballistic missiles. In 1990 Damascus and
Pyongyang signed a contract for the sale of
150-200 Scud C missiles and 12-18 launch-
ers. The agreement also involved the transfer
from North Korea to Syria of an assembly
and production line that produced some of
the missiles. In 2000 there were reports that
the two countries signed a transaction for the
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sale of Scud D missiles, with Syria receiving
several dozen missiles.* Finally, North Korea
also helps Syria and Iran build underground
storage facilities for the missile systems and
maintain the missile base, and shares with
them the know how it accumulates from its
own missile testing.® Ultimately, with North
Korea's help Iran and Syria developed man-
ufacturing abilities and the most significant
stockpiles of ballistic missiles in the Middle
East, except for Israel.®

Another area in which these countries are
apparently cooperating is nuclear weapons.
What this cooperation involves, its scope,
and how long it has been going on is much
more elusive.” What is known is that even
though the nuclear programs of North Ko-
rea and Iran are seemingly advancing along
different routes — North Korea’s program is
based on plutonium and Iran’s is based on
uranium — there is nonetheless technological
cooperation between them. First, the coun-
tries’ nuclear programs are partly based on
know how and components from the illegal
distribution network of Abdul Qadeer Khan,
the driver behind the Pakistani nuclear pro-
gram. Second, in addition to the plutonium
program, North Korea is suspected of hav-
ing secretly run a program based on uranium
enrichment.® These factors, and the fact that
the other suppliers of the Iranian nuclear
program (principally Russia and China)
have greatly downscaled their cooperation
due to international pressure, raise the sus-
picion that the two military partners are also
maintaining ties in the nuclear area. Indeed,
there have been assessments regarding the
possibility that North Korea is transferring
nuclear materials and know how to Iran.’

According to the information revealed in
the United States last April, it appears that
nuclear cooperation with Syria began back in
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1997 and has involved the supply by North
Korea of technological expertise for the con-
struction of a reactor for the manufacture of
plutonium. This expertise included plans for
construction of the reactor, expert advice,
and transfer of equipment and materials. Ac-
cording to the same assessments, when the
reactor was bombed by Israel it was close to
completion, and could have been activated
within a short space of time.!

Finally, there is military cooperation be-
tween North Korea and Syria in the areas of
conventional weapons and terrorism. For ex-
ample, a shipment of aerial defense systems
sent from North Korea to Syria and seized
by Cyprus in September 2006 reportedly
contained components that can be used for
missile launchers." In addition, a report pre-
pared for the US Congress highlighted the
military aid given by North Korea to Hizbol-
lah, which operates under Iranian and Syrian
auspices.'> According to the report, relations
between them started in the late eighties
when senior Hizbollah members underwent
several months of training and preparation
in North Korea. This cooperation grew after
2000, and experts from North Korea went to
Lebanon to instruct Hizbollah activists in the
construction of trenches and underground
bunkers. As became clear in the Second Leb-
anon War, these subterranean systems (“na-
ture reserves” in IDF lingo) played an impor-
tant role in Hizbollah combat.

Also attributed to North Korea is assis-
tance with constructing a missile force for
Hizbollah. According to the report, the mis-
siles launched on Israel by Hizbollah during
the Second Lebanon War were assembled in
Iran with components that came from North
Korea. In this case the North Korea link is
not direct, as in the previous example, and
one could argue that North Korea was not

aware of this. However, in view of the close
ties between the three parties and the impor-
tance countries attach to the identity of the
end user of weapon systems they export, it is
hard to assume that the missiles were trans-
ferred to Hizbollah without North Korean
consent.

North Korean Interests

The varied objectives and considerations
that guide North Korea's decisions regarding
arms supply to Iran and Syria fall into two
main groups: obtaining financial resources
and advancing military development pro-
grams.

Although official figures are not publi-
cized, the North Korean economy is known
as among the most centralized and insular
economies in the world, and certainly one
of the weakest. The GDP there is $1,800, the
public expenditure is estimated at around $3
billion (for the sake of comparison, expendi-
ture in Israel, whose population is about one
third of North Korea's, is about $60 billion),
and its foreign trade is estimated at about $5
billion a year (Israel — $100 billion).” Due to
the weakness of its industry and agriculture
North Korea finds it difficult to increase its
revenue, while at the same time political
changes in the Soviet Union/Russia and
China have reduced their economic sup-
port of North Korea and their willingness to
provide it with subsidized energy sources.
These circumstances endanger the regime of
Kim Jong-il, whose survival depends on en-
suring the lifestyle of the elite and providing
the population’s basic needs.™

Therefore, Pyongyang has developed
unconventional sources of income (includ-
ing circulating counterfeit dollars, drug traf-
ficking, manufacturing forged cigarettes and
pharmaceuticals, produced under the aus-
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Table 1: Arms Exports from North Korea to the Middle East,

1996-2006 ($ m.)

‘90 | “91 | ‘92 | “93 | ‘94 | “95 | “96 | “97 | “98 | “99 | “00 | ‘01 | “02 | “03 | ‘04 | “05 | ‘06 | Total
Iran | 4 |111|132(|148| 9 | 9 | 4 | 4 | 2 424
Syria 96 | 96 | 53 | 43 | 43 | 21 13|13 |13 |13 |13 415
Total | 4 207 (228|201 | 52 |52 |25 | 4 | 2 13 (13 | 13 | 13 | 13

Source: SIPRI Arms Transfers Database, in: http:/ /armstrade.sipri.org

pices of the government and in conjunction
with regional crime organizations),’® and
sought alternative suppliers of energy sourc-
es. The military cooperation with Iran, and
(probably) through it with Syria and Hizbol-
lah, serves these objectives. Arms exports
bring in on average at least tens of millions
of dollars a year (table 1; it is probable that
revenue from arms exports is higher than in-
dicated, as the figures include only the trans-
fer of conventional arms and missiles and
not sale of know how, transfer of parts, coop-
eration in non-conventional areas, disguised
weapons shipments, and so on), ensure oil
supplies from Iran, and allow North Korea
to erase its debts to Tehran and in part pay
for the oil it buys from it.’¢

The second benefit gained by Pyongyang
from its military cooperation with Iran and
Syria is advancement of its arms programs.
There is some narrow historic, ideological,
and cultural common ground between North
Korea and Iran and Syria, but the political
and strategic circumstances in the interna-
tional system since the 1990s have generated
a common denominator between them. Po-
litically, the resistance of the three countries
to the US-led world order has positioned
them as the most centralized and isolationist
countries in the world. In fact, Syria has ap-
parently replaced Iraq as the third member of
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the axis of evil that was announced by Presi-
dent Bush in 2002 and considered one of the
main threats to the international arena, with
its members — particularly North Korea and
Iran — subject to intense international pres-
sure to change the nature of their regimes
and modus operandi. These regimes perceive
the international demands as a threat to their
very survival, a danger to their aspirations
and regional standings, and in the case of
North Korea, a danger to the very existence
of the country as a sovereign political entity.

These political circumstances also bring
the countries closer in strategic terms. In view
of their hard line political stances, the three
experience stiff military rivalry with other
countries in their regions and are threatened
implicitly by the United States. Given their
meager economic and technological resourc-
es, they have limited ability to accommodate
these threats and cannot build up a stand-
ing military to counter the armies that might
potentially overcome them. Under these cir-
cumstances the three countries have adopted
the strategy of developing an asymmetric
deterrent force based at least in part on tar-
geting the enemy’s weak points. The main
components of this strategy include attaining
military means that can damage the enemy’s
rear (including non-conventional warheads)
and surface-to-surface missiles for delivery.
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The
considerations
that guide
North Korea’s
decisions
regarding
arms supply to
Iran and Syria
fall into two
main groups:
obtaining
financial
resources and
advancing
military
development
programs.

The development of this range of means is
itself complicated, but it spares the three
countries a quantitative and qualitative sym-
metrical arms race with their enemies, which
none are capable of maintaining.

Adopting a similar military strategy gen-
erates a basis for cooperation between the
three countries. While fear for its survival —
particularly concern over a US attack — mo-
tivated the North Korean regime to develop
a nuclear program and missiles, the inter-
national pressure exerted makes it difficult
for it to advance these programs. The tests
it conducts incur international censure and
sanctions that limit its ability to import the
components and materials it needs for these
programs.'” Here the cooperation with Iran
and Syria is quite valuable. In technologi-
cal terms, the operational use made by Iran
of the missiles it received from North Korea
during the war with Iraq, its willingness to
allow testing of North Korean missiles at its
test sites, and provision of data it obtained
from the missile tests it itself conducted has
provided Pyongyang with much valuable
information. In addition, the military coop-
eration with Iran helped to fund its military
development programs, and the large num-
ber of missiles purchased by Iran and Syria
allowed North Korea’s production capability
to move on to a new, larger phase.'® Second,
according to reports in the press, there is the
possibility that North Korea is clandestinely
selling to Iran and Syria nuclear facilities
and materials that it undertook to destroy
as part of its negotiations with the United
States in the Six-Party Talks (with South Ko-
rea, China, Japan, and Russia), ongoing since
2002, about dismantlement of its nuclear
program.” Nonetheless, it is clear to North
Korea that cooperation with Iran and Syria
should be pursued with extreme caution as

its exposure as a supplier of non-convention-
al weapons may harm the fragile talks. With
the tightrope tactics it is using, such expo-
sure is liable to be one pull too many on the
slender thread that binds the whole process
together, and the achievements reached to
date — particularly direct talks with the Unit-
ed States — might evaporate. This dilemma is
clear both to North Korea and Iran. Thus in
addition to the shared fate thrust on them by
circumstances, they examine their steps very
carefully and are highly suspicious of one
other.

Assessment

The current situation has generated a certain
shared fate between North Korea, Iran, and
Syria. The three countries face US-led inter-
national pressure, but compliance threat-
ens the survival of their regimes. On the
other hand, maintaining the confrontation
is wearing them down. Complicating mat-
ters further is that the United States, which
plays a central role in both East Asia and
Middle East arenas, employs different strate-
gies with Iran and with North Korea: while
the United States is conducting open nego-
tiations with North Korea, it has adopted a
harder line with Tehran, refusing to hold di-
rect talks as long as Iran continues with its
uranium enrichment program, and has not
ruled out the possibility of a military op-
tion.?! Possible reasons for this disparity in
strategies are: (a) due to its control of oil re-
serves and its standing in the Persian Gulf,
Iran is viewed by Washington as the greatest
danger to American interests; (b) it appears
that Iran’s commitment to its nuclear pro-
gram is greater than North Korea’s; and (c)
using a military force against North Korea is
expected to exact too high a price, given both
the concern that North Korea has already
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attained nuclear weapons, and the opposi-
tion among the US' partners in the Six-Party
Talks.?? On the other hand, from the point of
view of nuclear weapons proliferation in the
world, North Korea is considered as a more
dangerous country than Iran, with the sus-
picion that North Korea is less inhibited and
for financial gain would not be deterred even
from transferring nuclear bombs,” which is
probably without precedent.

This shifts the spotlight to the United
States, which plays a central role in all the rel-
evant arenas. Proliferation of nuclear weap-
ons from North Korea to the Middle East
is a secondary result of two more extensive
related processes. The first is the struggle
for survival of the North Korean leadership,
a fight that includes the last vestiges of the
Cold War. The second process is Iran’s strug-
gle to preserve the leadership’s values and to
consolidate its regional standing, a struggle
that has also engulfed Syria. The similarity
between the two processes is only partial, as
each is underway within a particular matrix.
Nevertheless, their basic outlines cast the
three main players facing the United States
within the same framework, which places
them under the most intense pressure and
ultimately pushes them into highly risky co-
operation that in other circumstances might
have been too dangerous to undertake. The
United States has to maneuver in this do-
main while taking into account how activ-
ity in and pressures on eastern Asia impact
on efforts in the Middle East, and vice versa.
Because of the complex matrix of pressures,
risks, and constraints on each area, this pro-
cess is far from easy.

The immediate casualty of the coopera-
tion between Pyongyang and Tehran and
Damascus is Israel, which is identified, di-
rectly or indirectly, with the confrontations

that spawned this cooperation. Other than
the direct and strong hostility that exists be-
tween Israel and Iran and Syria against an
ideological and territorial backdrop, Israel is
also identified as a close ally of the US. This
generates a value basis for military coopera-
tion between North Korea, Iran, and Syria,

which arouses faint memories of the sup-
port of the Soviet bloc for the Arab struggle
against Israel during the Cold War, though

this is certainly not the main factor underly-
ing their cooperation. On the other hand, this
factor should not be dismissed entirely since
it helps explain, for instance, North Korea’s
assistance to Hizbollah. Thus, Israel would
do well not to make do with monitoring the
end stage of arms proliferation from North
Korea to the Middle East —i.e., actual transfer
of arms — but should also take a close look at
the processes that lie at the root of the matter.
This analysis, which focuses on the East Asia
situation and the Six-Party talks, is one of the
conditions for understanding and forecast-
ing the dynamics of relations between North
Korea, Iran, and Syria, and defining the pos-
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sibilities of taking action in this area. Fur-
thermore, Israel should labor to ensure that
North Korea's Middle East connections are
on the agenda of international parties, espe-
cially the United States, for example through
documenting how the cooperation between
Pyongyang and Tehran, and perhaps Damas-
cus as well, advances North Korea's arma-
ment program. In other words, proliferation
of military technology from North Korea to
Iran and Syria is not a one-way street that
impacts only on the Middle East, rather a cir-
cular process that influences North Korea's
neighbors and adversaries as well.
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