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Cyber Attacks Are Escalating Israel’s ‘Campaign Between Wars’
The confrontation between Israel and Iran in the cyber dimension is heightening.
by David Siman-Tov / July 1, 2022

The Israel Defense Forces (IDF) used to have two basic systemic situations: fighting in
war and preparing for war. These dynamics existed for decades, but the situation began
to change after the Second Lebanon War (2006). A few years later, a third dimension
in IDF strategy appeared, as formulated by former IDF chief of general staff Gadi
Eisenkot: “the Campaign Between the Wars” (CBW). Among the objectives of the
CBW is to postpone war, disrupt the opponent’s initiatives, give Israel a dimension of
initiative, and design the strategic arena.

At CBW, the IDF operates all the tools and methods, both overt and covert, including
the cyber dimension. As early as 2009, the IDF defined cyber as a strategic and
operational combat space and started preliminary organizational changes. The former
commander of Unit 8200, the IDF’s cyber intelligence unit, addressed the need to create
cyber superiority and the need for constant friction in order to turn the theory into
practical capabilities. He also proposed establishing cyber offensive capabilities as part
of Israel’s combat concept.
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