STUDIES ON AIR AND SPACE POWER

H°3 - June eleec
Air Power and New Technologies




Publication Director :
GBA (OF-6) Julien Sabéné, CESA director

Deputy Publication Director :
COL (OF-5) Richard Gros

Editor-in-Chief :
Jean-Christophe Noél

Assistant Editor :

CNE (OF-2) Ivan Sand
SLT (OF-1) Pierre Vallée

Editorial Assistant :

Amy Yanan Zhang

Editorial Staff :

Patrick Bouhet
LCL (OF-4) Romain Desjars de Keranroue
Philippe Gros
Laurent Henninger
Thomas Hippler
Jean-Baptiste Jeangene-Vilmer
COL (OF-5) Anne Labadie
COL (OF-5) Jean-Patrice Le Saint
COL (OF-5) David Pappalardo
Stephen Rookes
Olivier Schmitt
GCA (OF-8) Philippe Steininger
Elie Tenenbaum
Olivier Zajec

Reading :
Valentin Breniaux
Eileen Dautry
Joaquim Gaignard
Alexis Martineau
CNE (OF-2) Louise Matz
LTT (OF-1) Anne Maurin
Thomas Médard
Valentin Nicod
Guénolé Reucheron
Marie Socasau
Mathilde Toussaint

Translation :

Joaquim Gaignard
Jere Hamilton
Christopher Hyde
Amy Yanan Zhang

Design and layout :

Emmanuel Batisse
Philippe Bucher
SGT (OR-5) Nadir Bouras

Distribution :
Claude Donavin
CLC (OR-4) Mathieu Cornu

Correspondence address :
CESA

1 place Joffre — 75700 Paris SP 07 — BP 43

Phone : +33 1 44 42 83 96

Photoengraving and printing :
EDIACA printery

French Forces Commissariat printing,
distribution and archiving facilities

Contact :

vortexlarevue@gmail.com

Print run: 500 copies

ISSN 2803-855X



Air Power and New Technologies

Has Artificial Intelligence Triumphed

over Terrorism?

Lessons learned from the IDF’s use of advanced
technology in Operation Guardian of the Walls

Dr. Liran Antebi

Dr: Liran Antebi is the director of the Advanced Technologies and National Se-
curity Program at the Institute for National Security Studies (INSS), a lecturer in the
Israeli Air Force Academia, and a Major (in reserve service) of the Israeli Air Force.!

Introduction

Operation Guardian of the Walls (GW) took place during May 2021 as ano-
ther ongoing round of the armed conflict between the Israel Defense Forces
(IDF) and the Hamas terrorist organization in the Gaza Strip.? The operation
was characterized by Hamas’ heavy fire on Israeli civilians and territory. Ne-
vertheless, the IDF’s air defense system was able to defend Israel during the
operation, intercepting 90% of the rockets launched at its populated areas. The
IDF also succeeded in foiling further attempts by Hamas to strike Israel, inclu-
ding the use of explosive unmanned aerial vehicles (UAVs) and strikes from
both the land and sea.

During the operation, Israel took action to inflict considerable damage on
Hamas and to restore peace to the country. The IDF attacked more than 1,500
targets in the Gaza Strip and achieved exceptional results by hitting complex
targets, including Hamas’ offensive tunnels, all while maintaining a low rate of

1. Dr. Antebi would like to thank Miss Yuval Knafo, a student in the Diplomacy and Security
Studies M.A. program, at Tel Aviv University and an intern at INSS, for her great assistance in
producing this article.

2. Other organizations that took part in the operation are the Palestinian Islamic Jihad, the Popular
Front for the Liberation of Palestine, as well as other terrorist organizations in Judea and Samaria,
Gaza and Lebanon.
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Has Artificial Intelligence Triumphed over Terrorism?...

harm to civilians in Gaza. This operation — which mostly combined advanced
technology in the fields of air defense systems, standoff weapons, and many
other intelligence systems — earned itself the nickname of “the first artificial in-
telligence war”. In light of the high-intensity use of such a large number of inno-
vative technology, the question arises as to what their impact was on the IDF’s
success during the operation.

This article will thus define the operation from a technological perspective.
It will open with a general description on the course of the operation and its out-
comes, including a comparison with the IDF’s previous operations in the Gaza
Strip. It will then outline how advanced technology was incorporated into the
operation by both the terrorist organizations involved and the IDF. Among them
notably are artificial intelligence (Al), air defense systems, UAVs, and various
digital technology put into service by ground forces. Finally, prominent cases of
success and failure will be examined in an effort to decipher their impact on the
level of success achieved by the IDF against Hamas.

General Background on the Operation

Operation GW lasted twelve days (from May 10 to May 21) and was extre-
mely powerful in the indices of rocket fire towards Israel and the IDF’s opera-
tional response.® In contrast to previous operations, this one began without any
security escalation in Gaza and was initiated and planned by Hamas. Increasing
tensions in the preceding weeks, centered on Jerusalem between the city’s Arab
and Jewish population, was what led to this operation.* Following ongoing cla-
shes, Hamas announced that “Jerusalem Day” was an important milestone in the
history of Isracl and Hamas’ confrontation. With that, it launched the first rocket
attack on Israel the same evening on May 10, 2021.°

During the entire operation, Hamas fired more than 4,360 rockets and mor-
tar shells at Israel. The highest firing intensity was measured on the second
day of the operation, with 480 rockets directed to Israeli territory. The mis-
sile range was extensive reaching as far as Jerusalem.® The “Iron Dome” air
defense system successfully intercepted 90% of launches towards populated
areas. Despite its relative success, 11 people were killed by rocket fire with
hundreds wounded, an IDF soldier killed by anti-tank fire, as well as much
property in various cities destroyed.

Besides heavy rocket fire, the Palestinians also fired anti-tank missiles. Ad-
ditionally, at least one attempt was made to penetrate Israeli territory via un-

3. U. Rubin, “Israel’s Air Defense in Test During Operation Guardian of the Walls,” The Jerusa-
lem Institute for Strategy and Security, 8 July 2021.

4. M. Milstein, “The Guardian of the Walls: A Strategic Balance, A Look to the Future and Policy
Recommendations,” Reichman University Institute for Policy and Strategy, 27 May 2021.

5. Ibidem.

6. U. Rubin, art. cit.
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