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Executive Summary

Many countries in the West, including Israel, have realized that their national 
security depends in part on the resilience of the home front. This resilience 
relies largely on the reasonable and continuous functioning of the various 
systems that serve it, first and foremost the orderly provision of the basic 
products of the critical national infrastructures. The electrical system has a 
major place among these infrastructures because of the potential risk of a 
protracted blackout over large parts of the country and the paralysis of its 
vital systems.

This research, the first of its kind, examines the major external threats 
facing Israel’s electrical system and the current responses to these threats. 
This analysis provides a basis for our recommendations regarding what 
should be done in order to improve the preparedness of the electrical system 
to cope with significant risks to Israeli national security. 

The security of the electrical system during emergencies and a reduction 
in the risk of an excessive and protracted blackout are critical issues that 
demand national attention and response. We maintain that the current systemic 
responses to threats against the electrical system are inadequate in light of 
the unique geostrategic characteristics of the State of Israel. Hence, they 
demand a broad and integrated approach by the government and the industry 
in order to improve the level of preparedness and the capability to cope 
with these threats.

The security of the electrical system depends ultimately on the existence 
and operation of a comprehensive systemic strategy for the various components 
of the national infrastructure in general and the secure supply of cheap and 
available energy to meet Israel’s civilian and military needs in particular. 
Such a strategy does not currently exist in Israel, but should be formulated 
as soon as possible. This is the responsibility of the Israeli government 
and the ministries associated with electricity: the Ministry of National 
Infrastructures, Energy, and Water and the Ministry of Defense (through 
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the National Emergency Management Authority). The systemic response to 
emergencies must be based, as much as possible, on the response in routine 
conditions and on the capacity for flexible and rapid transition from routine 
to emergency conditions.



Preface

This research was conducted as part of the Institute for National Security 
Studies program for homeland security research. It reflects a first attempt 
to address in depth a major issue in the field of Israel’s essential national 
infrastructures and to present overall conclusions and recommendations. 
The decision to conduct research on the security of Israel’s electrical system 
reflects the understanding of the importance of the subject of national 
infrastructures and their degrees of resilience to relevant threats. Such 
investigation is needed to provide a basis for both public debate and decision 
making in the area of government and industry.

It is widely recognized that the electrical system, more than any other 
infrastructure, is central to the general operational continuity of Israel’s 
economy. Major damage to this system is liable to cause not only significant 
disruptions to the electricity supply but also to other essential systems and 
subsequently to the economy, the state, and the functioning of the Israel 
Defense Forces (IDF).

The current research is based solely on open sources. We adopted a systemic 
and strategic approach. We did not examine or check the degree of resilience 
of each and every sub-component of the electrical system, their importance 
notwithstanding. We made the assumption that those responsible for electricity 
in Israel – both the companies engaged in this and state regulators – are more 
qualified to address these components professionally. However, during our 
research, it became clear that this subject is not addressed in an adequate, 
professional, continuous, or integrated manner from either a strategic or a 
comprehensive systemic perspective. Such perspectives would examine 
the various threats in light of the existing responses, check whether there 
are inappropriate gaps between them, and subsequently devise the course 
of action necessary to minimize these critical differences in the shortest 
amount of time possible.
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The main contribution of our research includes a thorough evaluation 
of the subject and its major elements, increased awareness of its essential 
nature, and a presentation of our conclusions to the interested public and 
decision makers. We submit our recommendations in order to improve the 
existing situation.

This paper is limited to an evaluation of the security of Israel’s electrical 
system within the context of Israel’s ability to withstand external threats in 
two areas: man-made hazards and natural hazards. Man-made hazards in 
the military field include kinetic damage, damage during cyber attacks, and 
malicious man-made damage by means of electromagnetic pulse (EMP) 
systems. We chose not to address the subject of possible malfunctions inside 
the system, assuming (and hoping) that those responsible know how to locate 
and deal with them in good time. Natural hazards include earthquakes, 
climate change, and tsunamis. Although the electricity supply systems in 
Israel are strongly associated with economic, organizational, and political 
systems and considerations, we have been careful not to delve into these 
areas; at most, we refer indirectly to their influence during the formulation 
of protection strategy against the threats examined.

Due to the complexity of the subject and the need for professionalism, we 
chose a relatively broad team of researchers to address the various aspects 
of the field in question. In addition, we consulted with leading experts in 
Israel and abroad. Our examination included a comparison of the situation 
in Israel regarding electricity with the situation abroad, mainly in the US. 
We found that despite the differences between the various countries and the 
uniqueness of Israel’s situation – regarding both the size of the system and 
the fact that Israel is “an energy island” – it was possible to learn a great 
deal from the approach and activities of other countries seeking ways to 
improve the security and resilience of their electrical systems. There is also 
much existing academic literature from which Israel can learn. We refer to 
this research in Chapter 4. 

We would especially like to thank our colleagues who collaborated with us 
on this research. Before publication we consulted senior experts in the field of 
electricity who took the trouble to read the various drafts and make important 
comments that contributed considerably to the professional quality of this 
paper. We express our particular thanks and appreciation to the following 
people: Nurit Gal, deputy director-general of the Regulation and Electricity 
Division of the Electricity Authority; Moshe Ben Yair, head of the Engineering 
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Department of the Electricity Authority; Prof. Abraham Alexandrovitz 
and Prof. Yoash Levron from the Faculty of Electrical Engineering at the 
Technion; Amos Laskar, former CEO of the Israel Electric Corporation; 
Sa’ar Shapir, deputy director of the Alternative Fuels Administration at the 
Prime Minister’s Office; Nissan Caspi, CEO of Global Power; Shlomi Angi, 
CTO of Alcatel-Lucent; Yossi Cohen, head of the Energy Group at Alcatel-
Lucent; Dr. Erez Sverdlov, head of the Strategic Consulting Department of 
the Security Division at Matrix; Dr. Peter Vincent Pry, executive director 
of the American EMP Task Force on National and Homeland Security; and 
Robin Manning, former executive vice president of transmission electric 
power at the Tennessee Valley Authority.





Major Points from the Research

Data from the World Bank indicate that Israel’s electricity consumption in 
2011 was approximately 7000 kWh per capita.1 This rate of consumption 
was higher than in most countries, including European countries such as the 
Czech Republic, Denmark, Italy, and Spain; similar to France, Germany, and 
Holland; and less than Australia, Canada, South Korea, and the United States.

In most countries in the developed world, it is the industrial sector that 
consumes the greatest amount of electricity, totaling about 40 percent or 
more. In Israel, however, industry consumes less than 25 percent, while 
the domestic sector consumes about 30 percent, similar to the share of the 
public and commercial sector. This implies especially high dependency on 
the supply of electricity by the domestic sector, which represents the heart 
of the Israeli home front, and is characterized by a lack of any alternative 
means of supply. 

The increasing dependence of the Israeli economy on electricity supply may 
be described with the economic term “the cost of non-supply of electricity,” 
which refers to the price in NIS/kWh that a person is prepared to pay for 
electricity during a shortage. The higher this cost, the greater the economy’s 
dependence on the continuous supply of electricity. (The cost of non-supply of 
electricity in New York or in London is, of course, far greater than the cost of 
non-supply in Rwanda.) For many years the cost of non-supply of electricity 
in Israel, generally fixed by the Ministry of Energy, was approximately 25 
NIS/KWh. According to research conducted by the Ministry of Energy and 
published in late 2011,2 the updated cost of non-supply of electricity was 
111 NIS/KWh, indicating the very high dependence of the Israeli economy 
on the continuous supply of electricity.

This paper is composed of five chapters. Chapter 1 maps the major 
threats to the security of Israel’s electrical system, identifying and analyzing 
four major threats: attacks by missiles and rockets; natural disasters and 
climate change; cyber attacks; and electromagnetic pulse disruptions. We 
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do not deal with the risk of internal malfunctions in the system that do 
not originate in external factors, although this field also deserves serious 
consideration. Chapter 2 gives a brief presentation of lessons that may 
be learned from different countries about the protection of the electricity 
infrastructure. As background to our analysis and for the benefit of those 
not familiar with the laws of electricity, Chapter 3 introduces a number of 
basic concepts in the professional field of the national electrical system 
and gives a concise review of the structure of the Israeli system that has, in 
recent years, undergone rapid development and transformation. Chapter 4 
addresses possible responses – some already exist and some are yet to be 
implemented – to the threats outlined in Chapter 1. We show that some of 
the threats can be prevented or their damage limited; others, however, are 
unavoidable, but their damage can certainly be reduced and the period of 
recovery and subsequent return to routine functioning shortened. Chapter 
5 includes recommendations for improving the security of the electrical 
system and boosting its resilience during emergencies.

What follows are some of the salient points that emerge from the research.
Those responsible for the security of Israel’s electrical system must 

draw a balanced map of threats based on the unique characteristics of the 
country (i.e., “an energy island” with limited flexibility), its needs (i.e., high 
dependence on the electricity supply), and its limitations (i.e., surrounded 
by enemies). This map should also address in an appropriate and balanced 
manner new hazards emerging mainly as a result of climate change – even 
if their prospects are relatively low. Evaluation of these threats must take 
into account a combination of the various risks at a single point in time (for 
example, simultaneous kinetic and cyber attacks). 

We estimate that the major threats in the specific context of the electrical 
system comprise:
1.	 Missiles and rockets: This is the largest, most immediate, and most 

foreseeable threat. Improvements in the accuracy of the systems held 
both currently and in the future by the enemy (mainly Hezbollah, north 
of Israel in southern Lebanon, but also Hamas in Gaza, southwest of 
Israel, and other possible future organizations); the potential for launching 
(also salvos); and the size of warheads will magnify the threats, mainly 
against power stations and switching stations.

2.	 Cyber threats: These will increase with development of the adversary’s 
capabilities and with expansion of computerization and telecommunications 
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in the electrical system.3 The major damage expected from these threats 
will affect vital components of command and control.

3.	 Electromagnetic pulse (EMP) disruptions: This threat will damage 
transformers, switching stations, and substations, as well as control 
rooms that are not protected from an electromagnetic threat.

4.	 Natural disasters: Although these are less likely in the short term than 
man-made threats, they could nonetheless cause very serious damage 
to the overall electrical system, including the distribution segment.4

The level of preparedness in Israel to counter these different threats is 
not uniform. For example:
1.	 While the Israel Electric Corporation (IEC) has made many preparations 

for emergencies, they remain inadequate. The IEC should also not be 
working alone; preparation for emergencies requires close cooperation 
between the government and the various industries. A great deal of work 
is still necessary in order to ensure proper levels of security.

2.	 The electrical system is reasonably prepared for earthquakes. The 
probability of damage by earthquakes to the core installations of the 
system is relatively low.

3.	 The electrical system is not sufficiently prepared for other natural 
disasters, particularly extreme climatic events such as a tsunami or a 
rise in sea level.

4.	 The electrical system is only partially prepared for accurate and 
concentrated missile attacks and for wide scale cyber attacks.

5.	 The electrical system is not prepared for the electromagnetic pulse threat, 
although there is growing awareness of this risk and the beginnings of 
some professional evaluation of how to counter it.
Every response to threats against critical infrastructures in general and 

the electrical system in particular must be based on a strategic and systemic 
approach. Various questions must be asked. Most importantly, who has the 
responsibility and authority to manage the electricity sector prior to, during, 
and after an emergency? Other questions include: Who is responsible for 
determining the balance of threats versus responses and, in particular, for 
evaluating the cost effectiveness? Who is responsible for the integration of 
the national infrastructures in general and for the security of the electrical 
system in particular? Who formulates the comprehensive policy before 
disasters, and who is responsible for the systems and the integration needed 
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with other systems during the incident so as to ensure the minimum necessary 
degree of operational continuity?

There are no clear regulations in Israel regarding the security of the 
critical national infrastructures, just as there are no regulations regarding 
defense of the home front in general. This is mainly due to political and 
bureaucratic limitations that make it difficult to design and implement a 
balanced and systemic response. As long as there are no such regulations in 
place, the system will struggle to achieve the level of preparedness necessary 
for emergencies.

A grand strategy is required for the security of the national infrastructures, 
including the security of the electrical system.5 Such a comprehensive strategy 
should include reference to the action necessary both before and after the 
crisis occurs: what has to be done in terms of prevention and protection on 
the one hand, and manifestation of the necessary skills to ensure the system’s 
rapid recovery after the disruption on the other. 

The formulation of such a strategy should be the government’s responsibility, 
and should form the consensual basis for the long term work plan of all 
parts of the electricity industry concerning preparedness for emergencies. To 
date, this vital subject has not been dealt with successfully,6 and the system 
therefore continues in an ill-advised fashion; electricity supply standards 
lack familiarity and transparency, and there is no framework demanding 
action within a defined time period. There is a need for a common language 
between the different providers of national infrastructure sectors and the 
electricity industry, if only to promote a minimal level of preparedness based 
on planning scenarios (that have not yet been completed) and the formulation 
of a concept that will measure the level of operation of the various providers. 
While the National Emergency Management Authority has begun laying 
the ground work, we are still only in the very early stages.7

Another issue that must be addressed relates to the budget needed for 
the maximum security of Israel’s electrical system. There is no limit to the 
protection and security of the system or to the costs, which are likely to be 
totally unrealistic. Consequently, there is a need to set very clear priorities 
distinguishing between what is really needed and what is just nice to have; 
between what is needed now and what can wait until later. These priorities 
must be based on the level of damage that could stem from a continuous 
disruption of the electricity supply.
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The holistic strategy for the security of the national infrastructures must 
also focus on foreseeable future developments in the management of the 
electrical grid. Methods for storing energy and of maximizing the use of 
energy in urban areas are rapidly developing all over the world. The future 
electrical grid is expected to have numerous varied interfaces for external 
systems, be it for local energy storage installations in urban areas or for 
domestic electrical appliances. The complexity of this future system requires 
preparation for the smart management and monitoring of the electrical grid. 
Such advanced management will need to introduce optimization of the energy 
system as well as the availability of energy during emergencies, including 
in an environment of cyber attacks.

Special importance should be attached to a number of basic and essential 
responses regarding the security of the electricity infrastructure:
1.	 Command and control security of the electrical system, both at the national 

and other levels of this system and of all the systems feeding it, with 
careful attention to the interdependence between the relevant systems.

2.	 Cooperation and maximum integration within the electrical system, 
both among its various elements and between the electrical system and 
the interfacing systems.

3.	 Cooperation with the community, the various customers, and the first 
response teams.

4.	 High overall preparedness in the area of risk management, one of the 
important responses to all the threats. There is a substantial delay in 
this essential area, and it has, in fact, still not been determined how to 
achieve appropriate risk management.8

Following are several central proposals for systemic techno-operational 
handling of the electrical grid in terms of risk:
1.	 One of the problems in Israel’s electrical system is its growing dependence 

on the supply of natural gas and the gas transportation system. Israel’s 
electricity production is currently largely dependent on a single pipeline 
that transports natural gas. Any interference with the orderly supply 
of gas (or its substitute, fuel oil) would pose a grave challenge to the 
production system.9

2.	 Dispersion of the production sites could improve the survivability and 
resiliency of the electrical grid and strengthen the security of the system 
as a whole. More specifically, regulations must be implemented to 
support the decentralization of the electricity supply to allow for local 
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production at times of natural disruptions, emergencies, or the absence 
of power from the main electrical grid. A distributed power grid makes 
efficient use of the resources of the electrical grid and significantly 
minimizes the significance of a natural disaster or an emergency to the 
level of a local incident.

3.	 With the means of production increasingly based on fossil fuels, such as 
gas, coal, diesel oil, and fuel oil, renewable energy has an important role 
to play in the diversification of production sources and the dispersion of 
production sites. Management of an electrical system that is connected 
to solar energy, wind energy, and pumped storage plants may improve 
its chances of survival and strengthen the system’s overall security. 
Israel is, therefore, advised to advance and accelerate its development 
of renewable energy and to amend the current regulations that forbid 
small domestic photovoltaic systems from producing electricity in the 
absence of power from the electrical grid.

4.	 The current regulations concerning pumped storage plants set the quota 
at the capacity level of 800 MW. However, since these regulations were 
issued, the total capacity has increased, as have the number of production 
installations using renewable energy that require storage capability. It 
would now seem appropriate to expand the quota allocated to pumped 
storage facilities, because of both their high level of protection from 
various threats and their contribution to the increased potential to build 
power plants that use renewable energy.

5.	 The threat of the electromagnetic pulse on the one hand, and the relatively 
low cost of protection against it on the other, justifies the immediate 
allocation of the financial resources needed for a thorough evaluation 
prior to suitable preparation.

6.	 Any discussion of building electrical grids underground must also 
take into account the contribution to the security of the system and the 
resilience to damage from weather and missile and rocket attacks. This 
consideration is currently absent from the discussion. 

7.	 As part of the efforts to improve weather forecasting capabilities, funds 
must be invested in the better assessment of severe weather conditions 
that have the potential to damage the electricity infrastructure.

8.	 A mapping of the shortage of accessibility is needed, which should also 
include a cost assessment for the procurement of the necessary means. 
An evaluation of cost-benefit and the feasibility of procuring special 
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machinery by the ECI versus using military equipment in times of crises 
is also called for. 
There are already encouraging signs concerning the onset of quite a 

few processes aimed at developing suitable integrated responses to the 
security and safety risks facing the electricity system. These processes 
must be formulated and consolidated by means of a joint initiative between 
government and industry, increased awareness, public debate, government 
level decision making, methodical planning, and controlled implementation.





Chapter 1

The Threats to the Electrical System and  
Their Significance

Background
The traditional distinction between natural disasters and man-made 
emergencies raises numerous questions in today’s reality. Should damage to 
buildings and infrastructures – including the electrical system – as a result of 
a major earthquake be classified as “man-made disasters”? The usual answer 
to this question attributes a great deal of responsibility to individuals and 
to the various organizations and government institutions, since they were 
“unprepared” and did not “prevent” or “foresee” the scenario that actually 
took place, nor did they take all the necessary steps to prevent the damage 
to people and property.

Modern technology enables better preparedness than in the past for coping 
with the various risk factors regarding both prevention and post-disaster 
treatment. While we might ask what are the priorities and the allocation of 
resources on the organizational, local, and national levels for dealing with 
these risk factors, there is no one definitive answer to this question; rather it 
is a question that involves values, beliefs, past experience, and the interests 
of various parties. Views vary among decision makers, professionals, and 
the general public regarding these issues that are dynamic in nature due to 
the different influences, processes, and events and the interpretations given 
to them.

It seems almost universally agreed that it is neither economically nor 
politically feasible to achieve absolute disaster preparedness, since this can 
only come at the expense of other equally pressing needs. However, there is 
growing recognition that “burying one’s head in the sand,” “hoping for the 
best,” “praying it won’t happen to me,” or “it won’t happen during my term 
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of office” are not real options. Instead, a dynamic and intelligent balance is 
required that will be determined from time to time according to an analysis 
of changes in the risk factors (assuming such information is available). This 
balance should be achieved with the delicate use of a scalpel and not the 
arbitrary blow of an ax. The Israel Electric Corporation, in fact, seems to 
be striving for rational preparedness for both wars and earthquakes in the 
areas of its jurisdiction.10

Both natural disasters and man-made emergencies constitute a challenge 
that is not just local but is global, complex, protracted, and multi-dimensional.11 
According to data from the World Bank,12 the extent of damage to people 
and property as a result of disaster is on the rise. During 1980-2011 natural 
disasters were responsible for the deaths of over 2.5 million people worldwide, 
and the ensuing financial damage was estimated to be more than 3.5 trillion 
dollars. The accelerated urbanization and economic development of regions 
threatened by natural disasters increase their exposure to potential disasters 
and their dependence on a regular supply of energy. These risks are further 
heightened by the effects of global climate change. In addition to natural 
disasters and technological disasters, there is also the global and regional 
threat of terrorism. Similarly, there are certain regions, such as the Middle 
East, where long term instability leads to violent conflicts and wars. In such 
circumstances, it is particularly important to examine the significance and the 
ramifications of these risks to the major national infrastructures; without their 
continual strong protection it would be impossible to conduct a reasonably 
functional normal life. Most significant is the interdependence of essential 
infrastructures, headed by the electricity industry, which is critical for any 
national or international efforts to protect systems against the various threats.13 
This is why the security of the electrical system has become so important 
in the study of mass disasters; research in this area is currently led by the 
US, a country that has experienced numerous disruptions and that is greatly 
dependent on the regular supply of electricity.14 In Israel, there have been 
some early attempts to conduct research into this vital issue.15

The Kinetic Threat: Missiles and Rockets
Wars and military confrontations are not uncommon in Israel and cause harm 
to the civilian population.16 The potential risk to Israel’s infrastructures, the 
electrical system among them, will grow over the years due to improvements 
in missile accuracy17 and increases in the stockpiles of missiles held by Israel’s 
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enemies. There were reminders of these risks during the Second Lebanon 
War and the confrontation with Hezbollah in the summer of 2006.18 In more 
recent years, the focus of the confrontation has been with Hamas in the 
Gaza Strip as reflected in the rounds of fighting in the winter of 2008-2009 
(Operation Cast Lead), November 2012 (Operation Pillar of Defense), and 
the summer of 2014 (Operation Protective Edge).

In a lecture at the annual international conference of the Institute for 
National Security Studies on January 29, 2014, Maj. Gen. Aviv Kochavi, 
head of the Intelligence Branch of the IDF, stated that about 170,000 missiles 
and rockets were currently threatening Israel.19 This leads directly to the 
question: what is the significance of this threat for the State of Israel? The 
increasing accuracy of the missiles possessed by Hezbollah and soon, most 
likely, by Hamas (not to mention Syria and Iran) is likely to cause great 
harm to Israel’s civilian population and infrastructure.20 It should be stressed 
that currently most of the stockpiles of high trajectory weapons held by 
Israel’s enemies comprise unguided and inaccurate rockets whose range is 
limited to under 80 km. These rockets are, therefore, able to hit mainly the 
north and south of the country. Israel’s enemies do, however, possess a not 
insignificant number of long range missiles with high accuracy. The major 
threat remains Hezbollah with its significant arsenal, which includes large 
quantities, a growing capacity of precision guided accurate weapons, and 
larger warheads. These capacities are likely to represent a higher level of 
risk than ever before, which may be reflected mainly in large scale salvos 
directed either at single strategic targets (such as major cities or essential 
installations like those located near the Haifa Bay) or at a limited number of 
priority targets at short range. These salvos are expected to cause significant 
damage to persons, property, and essential infrastructure installations, 
including the electrical system.

In the face of these threats, it is important to mention Israel’s active defense 
systems: the Iron Dome and Arrow systems, as well as Magic Wand and 
Iron Beam, which are in advanced stages of development.21 These systems 
contribute to a significant reduction in the likelihood of missiles and rockets 
hitting Israel’s civilian population and infrastructure, but the current order 
of battle of the active defense systems is not adequate for counteracting 
possible confrontations with Hezbollah. The dilemma that emerges in such 
confrontations is whether to make use of the existing yet insufficient systems 
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to protect population concentrations or to protect IDF installations, mainly 
IAF bases, or critical infrastructures.

Israel has not, as yet, faced a threat of this kind, but it must prepare for it – 
and the sooner the better. The intensified damage sustained during Operation 
Protective Edge,22 reflected mainly in the length of the confrontation, provides 
additional testimony to the inherent limitations of any preparations for a 
threat and to the intentions and courses of action of the various parties in 
the turbulent and ever-changing Middle East.

A possible massive attack by accurate missiles against production, 
transmission, and transformation installations of the electrical system will not 
necessarily cause a prolonged disruption of the electricity supply. However, 
this scenario must be considered a significant risk that warrants a serious 
response. For example, according to Maj. Gen. (res.) Giora Eiland, former 
head of the National Security Council of the Prime Minister’s Office, there 
is a scenario in which a missile attack on the Hadera power station could 
leave Israel without electricity for up to six months.23 Eiland added that 
in war time, numerous sensitive installations remain unprotected and that 
government ministries simply pass budgetary responsibility for this issue 
from one to another. He stated that: “It is not only that there is no financial 
investment in this, but the discussion concerning who will decide has not 
yet started.” Indeed, at that time (2011) there was no agreement about who 
would bear the cost of the various electrical installations. The view that 
the essential factories will themselves be responsible for the budget is not 
realistic, as was proved in the case of protecting the natural gas installations 
in the Mediterranean Sea. This question demands serious attention that should 
include an estimation of the extent of economic damage expected from both 
significant damage to the electricity supply and a long power disruption.

Natural Disasters and Climate Change
In the area of natural disasters, the most significant challenge facing Israel is 
the possibility of a major earthquake, especially if accompanied by a tsunami. 
Israel could be exposed to other natural disasters due to the impact of climate 
change, such as the December 2013 snowstorm and cases of extreme heat 
intensity. While the problem of a power failure that lasts several days and 
affects many people is clear, it is not necessarily on the level of a national 
emergency, which is more likely to be caused by a devastating earthquake. 
The current trend of climate change and global warming could lead to an 
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increase in the frequency and intensity of extreme weather events harming 
both the welfare of the population and the country’s essential systems. 
Extreme weather events are expected to significantly increase the demand and 
consumption of energy, posing a risk of grave damage to all infrastructures 
as a result of floods, gales, and the expected rise in the sea level.24

A Destructive Earthquake
A major earthquake is expected to cause a serious national emergency. 
In addition to a corresponding tsunami, it is likely to bring in its wake 
technological disruptions and severe damage to numerous infrastructures. The 
Dead Sea depression (the Syrian-African rift), which separates the Arabian 
tectonic plate from the African plate, passes through Israeli territory25 and is 
regarded as seismically very active.26 The last major earthquake in the region 
occurred in 1927, and while the timing, location, and intensity of earthquakes 
cannot be currently forecast using seismological and geo-physical means, 
research literature concurs that over the last few centuries, major earthquakes 
have occurred approximately every eighty to one hundred years.27 Since it 
is impossible to predict the timing of a major earthquake, the exact areas it 
will harm, and the extent of the damage, the Israeli government has, over 
the years, adopted various approaches in order to determine the “possible 
scenario” of such an earthquake. This is intended to define a common basis 
whereby all the involved organs are required to analyze the implications of 
the deployment necessary in their field of activities. A stringent reference 
scenario was formulated in 2004 that was intended to reflect all the possible 
ramifications of a major earthquake.28

In 2012 the government adopted a different approach; it maintained that 
it was impossible to select a single specific scenario and instead numerous 
scenarios were likely. However, for the purpose of preparedness of the various 
relevant bodies, a new concept was coined and adopted by the government: 
“a preparedness framework for an event whose probability is 5 percent over 
a period of 50 years.” This framework specifies that preparations must be 
made for a situation in which a major earthquake could cause the deaths of 
7,000 people, medium or serious injury to 8,600 people, and mild injury 
to 37,000 people with 28,600 buildings likely to be totally destroyed or 
seriously damaged and 170,000 people left homeless.29

A major earthquake will undoubtedly present the State of Israel with 
a hitherto untried complex and large scale challenge that apart from the 
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more obvious practical trials, also entails awareness, from the level of the 
individual through the levels of the family, the community, and the relevant 
agencies right up to the state.30 The working assumption of the inter-ministerial 
committee for preparedness for earthquakes is that “great differences are 
expected in the ability to provide services to the population in all fields. It 
is impossible to eliminate these differences using routine courses of action. 
The operational concept must be changed and standards of service fixed 
that are inferior to those customary during times of peace or war.”31 It is 
unclear whether this directive has been totally implemented by the bodies 
authorized to handle Israel’s electricity supply in the event of an earthquake.

An earthquake is likely to be accompanied by significant destruction to 
the electricity infrastructures, leaving thousands without electricity for an 
extended period, even if their homes have not been destroyed and it is possible 
to continue living in them. Israel Standard 413 addresses regulations for 
earthquake-resistant buildings.32 The second part of this standard specifies 
general requirements for the survivability of structures in case of an earthquake, 
including systems such as road bridges, railway bridges, dams, nuclear 
reactors, and offshore rigs. Subsection 2.1 focuses on systems of steel storage 
shelves; 2.2 on aboveground tanks for the storage of liquids; 2.3 on raised 
tanks for liquids and gases; and 2.4 on aboveground pipelines in industrial 
installations. These standards are not official and numerous electricity 
installations still exist that do not comply with the published standards.

The following is a summary of the damage estimation to electricity 
infrastructures as a result of an earthquake in northern Israel in the region 
of the Syrian-African Rift.33 The major electricity production infrastructures 
that are expected to be damaged are the steam-driven power stations in 
Haifa and Hadera and the gas turbines in the power stations of Hagit, Alon 
Tavor, and Caesarea.
1.	 The Haifa power station is steam-driven, relatively old, and located near 

the port. It is assumed that it will absorb a relatively high impact and thus 
suffer significant damage that will prevent it from producing electricity 
for a number of months. The Hadera power station is further away from 
the projected epicenter of the earthquake. Based on estimates made by 
the Geophysical Institute of Israel, the intensity of the earthquake in the 
area surrounding the power station could be 7 on the Richter scale, and 
most of its components should be capable of withstanding an earthquake 
of this, or even greater, intensity. Even if the Hadera power station suffers 
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damage, it is safe to assume that it will resume production within a few 
hours or days.

2.	 The intensity of the earthquake in the gas turbines in Alon Tavor, Hagit, 
and Caesarea is predicted to be 8 on the Richter scale, an intensity that 
they should be capable of withstanding. The damage they sustain is likely 
to shut down the gas turbines for a few days or weeks but is not expected 
to affect components that will halt their operation for a longer period.
The major substations and switching stations in the projected region of 

the earthquake are:
1.	 Zevulun substation (very close to the predicted epicenter of the earthquake);
2.	 Eleven substations / switching stations in Haifa and the Krayot;
3.	 Fifteen additional substations / switching stations at a radius of 30 km 

from the predicted epicenter of the earthquake.
The 400 KV line in the northern region passes between the Yagur junction 

(Zevulun substation), Yokneam, the Hagit gas turbine, and the Caesarea 
substation (a total of about 40 km in this segment). From the Caesarea 
substation the line splits into two: one leading to the Hadera power station 
and the other toward the center of the country. Except for the 400 KV line, 
there are about 300-350 km of high voltage lines (161 KV) at a radius of 
30 km around the projected epicenter of the earthquake, and in addition, 
hundreds of kilometers of medium voltage lines are deployed over the length 
and breadth of the region.

Electricity lines have, in general, a fairly high resistance to earthquakes, 
since both the pylons and the lines themselves have a certain degree of 
movement (partly because of the need to withstand strong winds). As a 
result, their movement following an earthquake is not expected to cause the 
electricity pylons to fall or the lines to break. It is, rather, the possible sliding 
of the ground that is more likely to bring down the pylons, for example, in 
the lower regions of the Carmel or the falling of external objects that could 
cut the electricity lines. Of most concern are the distribution lines that pass 
through towns and between buildings.

The reference scenario of earthquakes adopted by the Israeli government 
includes the following elements:
1.	 The shutdown of the Haifa power station for a number of months.
2.	 Damage to the gas turbines in Hagit, Alon Tavor, and Caesarea that will 

cause closure for a period of days or weeks.
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3.	 The falling of four pylons on the 400 KV line between the Zevulun 
substation and the Yokneam region, and two pylons on the 400 KV line 
between Yokneam and the Caesarea substation.

4.	 Heavy damage to the Zevulun substation (building and equipment) that 
will shut it down for a number of months.

5.	 Heavy damage to equipment in one substation and one switching 
station in Haifa that will shut each down for a number of weeks, and 
various kinds of damage to equipment in another three substations and 
three switching stations at a radius of 30 km from the epicenter of the 
earthquake that will shut each down for a number of days.

6.	 The falling of 10 medium voltage pylons on the lower slopes of the 
Carmel and 10 high voltage pylons at a radius of 30 km from Yagur, 
and the breaking of the lines passing over them.

7.	 The breaking of about 100 medium voltage lines within the city of Haifa, 
50 medium voltage lines in the Krayot, and 50 medium voltage lines in 
settlements between Haifa and Nazareth.

8.	 The breaking of up to 20 medium voltage lines in the Lower Galilee 
and the Zevulun Valley and up to 30 medium voltage lines in the area 
between Haifa and Tel Aviv.
Some of the supply of diesel fuel for the gas turbines involves pipelines, 

some of which are likely to suffer damage in an earthquake. Therefore, the 
supply of fuel for the gas turbines – even those that have not been damaged – 
is likely to be disrupted.

Climate Change
Climate change as a result of global warming is expected to influence 
climatic, environmental, social, economic, and geopolitical systems, both 
cumulatively and as a result of extreme events. The Fifth Estimation Report 
of the Intergovernmental Panel for Climate Change (IPCC) declared that 
“the warming of the climatic systems is unequivocal,” 34 adding that events 
have been observed since 1950 that did not occur in previous centuries: an 
increase in the temperature of the atmosphere and of the oceans, a reduction 
in the quantity of snow, a rise in the sea level, and a greater concentration 
of greenhouse gases.

In each of the last three decades the surface of the earth has been hotter 
than in any previous decade since 1850. In the northern hemisphere, the 30-
year period between 1983 and 2012 was hotter than in any of the preceding 
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1400 years. Since the middle of the nineteenth century, the sea level has 
risen at a greater speed than the average rate during the previous 2000 years. 
Human influence on the climate is extremely clear; the increase in the level 
of greenhouse gases in the atmosphere is indisputable.

According to all forecasts, by the end of the twenty-first century the 
earth’s surface temperature is expected to rise by 1.5°C or even 2°C more 
than the period between 1850 and 1900. This rise in temperature is expected 
to continue beyond the year 2100. The influences of climate change are not 
expected to be uniform over the earth’s surface; significant differences in 
precipitation are already discernible between humid and dry regions and 
between wet and dry seasons.

According to reports written by researchers from the Israel Climate 
Change Information Center (ICCIC), temperatures in Israel indicated a 
trend of temperature decrease (minimum, maximum, and average) from 
the 1950s until the 1970s followed by temperature increase from the 1970s 
until the beginning of the 2000s and stability in the last decade.35 It should 
be noted, however, that temperatures throughout the last decade have been 
higher even in comparison to those of the 1950s.

Global scenarios (that have not yet been empirically substantiated) 
predict an ongoing increase in Israeli temperatures at an average rate of 0.3-
0.5°C per decade depending on season and location. There is also a trend 
of increasing uncertainty concerning the temperature regime. It has been 
found that for most of the parameters reviewed (temperature regime, rainfall 
regime, and extreme weather events such as heat waves and air pollutant 
concentrations), there are stricter scenarios such as a rise in temperatures, a 
decrease in rainfall, and increases in the frequency and intensity of specific 
types of extreme weather. Not all these trends, however, have been found 
statistically significant. If these scenarios do, in fact, occur, they are most 
likely to influence various geostrategic fields including water, agriculture 
and food, public health, beach preservation, energy, and ecological systems. 
Many studies, including the IPCC report, have indicated the various influences 
of climate change on socioeconomic and demographic pressures and on 
regional conflicts, including the issue of migration and its ramifications.36

Not surprisingly, levels of vulnerability and public exposure to the threats 
of climate change vary greatly according to socioeconomic conditions and 
constraints, the proximity of residences and property to forests, beaches 
or rivers, the absence of drainage or failures of drainage maintenance, and 
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limited means of preparedness. Climate-related hazards are an additional 
burden on these vulnerable populations, particularly people who live in 
poverty, serving to increase the threat and negatively influencing their lives. 
There is broad agreement that violent confrontations may even be expected 
among people living in regions influenced by climate change. The possibility 
of such threats should be taken into consideration in our region as well.

Tsunami
Information on tsunami events that have hit Israeli shores is limited, making 
predictions of future risks difficult. According to a study by the Geological 
Survey of Israel, the seismic-tectonics of the Hellenic and Cyprus arc have 
been defined as the major sources of earthquakes that generate tsunamis on 
the eastern shore of the Mediterranean.37

An examination of tsunami scenarios as a result of earthquakes in more 
remote regions, such as southern Italy and the edges of the continent in 
North-West Africa, indicates that they do not constitute a serious threat to 
the Israeli coastline. According to the same research, a significant risk lies 
in earthquakes originating in the Dead Sea faults. The risk of such events 
lies in their potential to indirectly cause large submarine landslides in the 
eastern Mediterranean that will result in a tsunami hitting the Israeli coast. 
Historically speaking, nearly 80 percent of all tsunami events in the land 
of Israel occurred in this way.

The study Geological Survey of Israel, which specified the areas liable 
to flood as a result of a given scenario, stated that considerable flexibility 
exists in the selection of the parameters causing a tsunami that determine 
the gravity of the scenario. The tsunami in the Indian Ocean in 2004, which 
was significantly graver than was forecast, emphasized the importance of a 
conservative approach during risk estimation. In the absence of solid data 
for the Mediterranean Sea, thorough judgment is called for when building 
conservative scenarios with risk maps providing relatively extreme scenarios. 
In a seminar held in May 2011 on the subject of Israel’s preparedness for a 
tsunami event, the Israel Electric Corporation presented an initial estimation 
of possible damage to its installations as a result of a tsunami event.38

The global phenomenon of climate change, as reviewed here, has both direct 
and indirect influence on the level of resilience of the critical infrastructure 
systems. All plans for strengthening the security of the electrical system 
and increasing its ability to withstand natural disasters must also be based 
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on the understanding that climate change constitutes a major element in the 
survivability of the system. This consequently demands a suitable response 
also in this broad context.

Cyber Threats
Definitions, Characteristics, and Trends
The cyber threat has become a global problem in recent years. The 
understanding that damage to computer networks is liable to cause serious 
damage and even to disrupt and shut down a country has led to attempts to 
find one uniform formula for confronting cyber threats. One of the notable 
documents in this field (not yet approved by NATO) is the Tallinn Manual, 
which contains a list of rules addressing the aspects of cyber attacks and an 
interpretation of these rules.39

For the foreseeable future, cyber warfare is expected to be a major medium 
of combat for both states and non-state terrorist organizations. The modern 
world’s reliance on computer networks connected to the internet accelerates 
the trends of advancing and developing offensive capabilities that override 
the huge efforts invested in defense. In time, cyberspace will dominate the 
struggle against extremist regimes and terrorist organizations.40

The Cyber Threat against the State of Israel 
In the last ten years the cyber threat against the State of Israel has become 
both continual and increasingly significant.41 The Israeli government’s decision 
to set up the National Cybernetic Taskforce,42 alongside the establishment 
of a cyber campus in Beer Sheva43 and budgetary support for various state 
entities such as the National Information Security Authority (NISA), testifies 
to action in the field of long term strategic planning for the development of 
technologies and human capital to protect Israel’s cyberspace. The promotion 
of national preparedness44 and of national regulations and government 
leadership in the field of cyber protection45 were two decisions with great 
significance for increasing Israel’s preparedness and management of the 
cyber field. It has been acknowledged by all stakeholders that the cyber 
threat is a real threat to the security and resilience of the state, and that 
numerous resources, including budgets, manpower, and the advancement 
of regulations, must be allocated in order to meet its future challenges.

The struggle against cyber threats in Israel has become an integral part of 
the covert and overt fight against enemy countries, terrorist organizations, 
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and criminal organizations.46 As a result of its capabilities in this never-
ending war, Israel has become one of the leading countries in the field of 
cyber protection and information security. Evidence of this can be seen in 
the number of Israeli start-up companies, such as CyberArk and Trusteer, 
that have established an international reputation.

In Israel, as in many other countries, a major fear regarding cyber threats 
relates to the critical national infrastructures. Many countries currently rely 
almost completely on computerized infrastructure systems that serve the 
vital life-support systems – electricity and water, banking, transportation, 
telecommunications, and health. Any damage to these infrastructures in 
Israel is likely to cause damage totaling hundreds of millions of shekels, 
and in certain cases, lead to human casualties.

Cyber Threats against Israel’s Electrical System 
The rapid development of cyberspace, together with the motivation of 
enemy countries and terrorist organizations to harm Israel, strengthens the 
assumption that the critical and sensitive infrastructures of the state, such as 
the electrical system, constitute a major target for cyber attacks. The cyber 
threat has in recent years become a major problem for the Israel Electric 
Corporation, which faces a significant number of the attacks by countries 
that have an interest in harming Israel and its national infrastructures, such 
as Iran, and terrorist organizations, such as Hezbollah. 

The routine battle of the Israel Electric Corporation against cyber attacks 
changes according to the regional political situation. When there are specific 
plans by terrorist groups and their supporters to attack Israel, the number of 
cyber attacks on the IEC is significantly greater than during “quieter” periods. 
The IEC is sometimes forced to cope with as many as 10,000 cyber attacks 
in an hour. During many months of 2014 alone, the number of attempted 
cyber attacks on the company’s systems ranged from 183,000 to 293,000 a 
day. From July-September 2014, at the time of Operation Protective Edge, 
there was a significant increase, with attempted cyber attacks reaching an 
average of about 865,000 a day (approximately 36,000 attempts an hour).47

The types of cyber threats and attacks against the IEC include:
1.	 DDOS (Distributed Denial of Service) attacks – denial of service for 

legitimate users of the computer due to an overload on the server.
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2.	 Gaining control from afar (“backdoor attacks”) – breaking into a computer 
that allows remote connection and thus enabling access to information 
in that specific computer or others.

3.	 Spear phishing/ Phishing – theft of information by impersonation on 
the internet.

4.	 Viruses of various kinds – such as viruses directed at the SCADA 
(industrial automation control) system used for the command and control 
of electrical systems.48

Cyber attacks can cause various kinds of damage to the Israel Electric 
Company: leaks of classified information, leaks of business information, 
and damage to the company’s reputation (from defacing to denying service 
to customers). This can be done, for example, by inserting images of flags 
of a terrorist organization and thus changing the visual structure of the 
company’s website.

In recent years there has been a significant increase in awareness and 
preparedness by European countries and, in particular, the US for combating 
cyber attacks against critical infrastructures. The major cyber attack Stuxnet 
caused the shutdown of a nuclear reactor in Iran in 2010. This sharpened 
the sense of complexity and difficulty in protecting against cyber attacks, 
some of which are aimed at the SCADA controllers.49 The potential risk 
of the capability of cyber attacks to shut down the supply of electricity 
to civilians and to critical systems has led the US to invest significant 
resources in the improvement of the security of the control services. The 
establishment of a recovery body, such as the North American Electric 
Reliability Corporation (NERC),50 and the compilation of standards and 
documents, such as the National Infrastructure Protection Plan (NIPP) of 
the Department of Homeland Security, were intended to aid the country in 
combating the growing threats. Analysis of the cyber threats against Israel’s 
civilian sector and critical infrastructures was conducted in 2013 as part of 
the Institute for National Security Studies cyber security research program. 
This provided comprehensive recommendations for the organization of civil 
defense systems, including critical infrastructures.51

In recent years, changes have occurred in the electrical system characterized 
by automation and advanced telecommunications infrastructures – necessary 
infrastructures without which it is impossible to set up, maintain, and manage 
a smart electrical grid. These components increase the exposure of the 
electrical system to cyber attacks, especially those directed at the critical 
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network infrastructures and at the future advanced management measures 
for the electricity supply. Theoretically, it will even be possible to gain 
malicious access to private domestic electricity installations. The IEC will 
be forced to seek a secure solution that will enable advanced management 
of the electrical grid while providing suitable, sophisticated, and up-to-date 
protection of this grid.

In addition, in the Israel Electric Corporation, as in other large organizations, 
there is increasing exposure to the theft of confidential information via 
mobile devices used by company employees: mobile phones, laptops, and 
the like. Such penetration into employees’ mobile devices is generally 
done by means of innocent applications (such as downloaded games). The 
employees’ information security is then compromised and a Trojan horse 
is implanted through a loophole in the device which can be exploited by 
the hacker to extract any private information stored in the device such as 
contacts and emails. Organizations throughout the world are working hard 
to overcome this loophole that endangers some of their resources.

The solutions available today mainly address unauthorized penetrations 
from the outside and provide a significant but not hermetic response. The 
current discussion, however, refers to penetration of private devices as result 
of the user’s approval (i.e., permissions granted during the installation of 
a game) – an issue that should not be treated lightly. The hacker can fairly 
easily:
1.	 Extract private information located in the device (e.g., passwords, images).
2.	 Locate the worker on the map (exploiting vulnerabilities in the geographic 

deployment).
3.	 Remotely and covertly operate the microphone of the device to record 

closed meetings.
4.	 Remotely operate the camera in the device to photograph secret 

installations, access codes to safes and doors, and so on.
5.	 Hide the existence of the Trojan horse and simultaneously operate all 

the “horses” concealed in a large number of devices in order to execute 
a combined attack.

These dangers require a comprehensive approach that will supply protection 
at least as long as the device is connected to a controlled network (the cellular 
or WIFI network inside the organization). This protection must immediately 
identify a break-in as a result of suspicious network behavior (and not by 
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identification of a virus signature as in conventional anti-virus software that 
can sometimes take up to 180 days).

Electromagnetic Pulse (EMP)
Electromagnetic interference constitutes a threat against the current operation 
of Israel’s electrical system. Such interference has two major sources: the 
first arises from space weather that affects the electromagnetic field of Earth 
and produces a long electromagnetic pulse (known as E3); the second is a 
malicious, man-made action that can create a long electromagnetic pulse 
(High Altitude EMP = HEMP) by means of a nuclear explosion at high 
altitude or a short electromagnetic pulse (E1) as a result of use of a weapon 
(IEMI) that creates electromagnetic interference within a small radius.

The first official report on the subject of electromagnetic interference 
and the security of the electrical system was published by the American 
administration in 2004.52 Since then, the subject has gained traction and 
started attracting many researchers who believe that this threat has far 
reaching ramifications for the functioning of modern society as a result of 
either space weather or a malicious source.53

The rapid development of the electrical system in terms of size, technical 
structure, and dependence has been accompanied by a significant increase 
in the sensitivity to electromagnetic influence.54 Modern societies comprise 
a network of national and private entities that allow for development and 
growth. These are also responsible for the functioning of critical systems such 
as food, drinking water, sewage, transportation, telecommunications, and 
others, all of which are totally dependent on a functioning electrical system.

A major difficulty when combating the threats of electromagnetic 
interference is the ongoing behavior of private and institutional bodies. 
Recently, the subject of advance preparation to deal with this threat has 
received considerable attention, calling for management and investment 
before the implementation of any work programs. It acknowledges the 
need for the involvement of numerous bodies in all countries. In Israel this 
includes: the Prime Minister’s Office, the Ministry of Defense, the Ministry 
of Finance, the Ministry of National Infrastructures, Energy, and Water, the 
Israel Electric Corporation, and the Ministry of Internal Security. In the case 
of an electromagnetic disruptive event, the ability to restart the activity of the 
electrical grid is largely dependent on the refunctioning of the transformers 
in switching stations and substations. Without adequate protection and the 



36  I  Securing the Electrical System in Israel: Proposing a Grand Strategy

hardening of these systems, the chance for a rapid restart of the electrical 
system is significantly reduced.

Electromagnetic interference represents a threat against the current 
operation of the electrical system in Israel. Its probability is regarded as low, 
but should it happen, it would have a destructive effect on infrastructures and 
on contemporary Israeli society. The extensive impact of such an occurrence 
validates the need to take responsibility and create a high level of synergy 
between the various bodies responsible for the ongoing functioning of the 
relevant systems.



Chapter 2

The Electrical System in Israel

Chapter 2 reviews the major components of Israel’s electrical system as a 
basis for analyzing the significance and ramifications of the threats.

Components of the Electrical System
Production 
The technologies used by the electricity production units in Israel include:55

1.	 Steam units – These units are located along the Mediterranean coast 
because of the need to cool them using sea water. They are located in 
Haifa, Hadera, Tel Aviv, Ashdod, and Ashkelon and are characterized 
by high capacity (the largest unit has a capacity of 575 MW) and a 
long start-up time of a number of hours. Consequently, they are used to 
provide the base load of the electrical system. Due to their location, these 
power stations are exposed to the threat of a tsunami. Their exposure to 
earthquakes, however, is very low, especially those located in the south. 

2.	 Combined cycle units – This technology is characterized by high 
efficiency of up to about 60 percent. New production units, both of the 
Israel Electric Corporation and of private electricity producers, generally 
employ this technology.

3.	 Jet gas turbines – The term gas turbine does not refer to natural gas but 
to the operating principle of these turbines based on exhaust gases. A gas 
turbine can run on natural gas as well as diesel fuel. These units have a 
relatively low capacity, low electrical efficiency, and short start-up times, 
and consequently are mainly used when the demand for electricity is 
high and cannot be supplied using only steam and combined cycle units.

4.	 Industrial gas turbines – These units have a higher electrical efficiency 
than jet gas turbines but their start-up time is longer.
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5.	 Photovoltaic systems – These are systems that convert solar radiation into 
electrical energy. There are thousands of photovoltaic systems, most of 
which are connected to the low voltage grid. A few tens of photovoltaic 
systems are connected to the medium voltage grid, and a number (some 
currently under construction) are connected to the high voltage grid. 
Additional production technologies that may be employed in Israel in 

the future include:
1.	 Pumped storage – There are a number of significant projects in construction 

in the private sector. A pumped storage power station comprises two 
water reservoirs, one upper and one lower. In stage one of operation 
(generally when the electricity tariffs are low), water is pumped from 
the lower to the upper reservoir; in another stage of operation (generally 
when the electricity tariffs are high), the water falls from the upper to 
the lower reservoir and generates electricity. The critical elements of 
the power station – the generators that also serve as the pumps – are 
located underground and are not exposed to critical damage (by missiles 
or rockets). These power stations can react to external damage and 
recommence operation very rapidly.

2.	 Wind – The extent of existing wind farms is negligible – a capacity of less 
than 10 MW – but 10-year plans exist for private sector construction of 
wind farms on a significant scale of about 800 MW, mainly in the north.

3.	 Thermo-solar units – Similar to the photovoltaic systems, these units also 
exploit solar radiation but convert it into heat energy from which electrical 
energy is produced. Two such units are presently under construction on 
the Ashalim site. These units are also capable of producing electricity 
using natural gas when there is no solar radiation.

4.	 Motors – These units are powered by natural gas and are generally located 
on the premises of the energy consumer. The motors can run on natural 
gas as well as diesel fuel and fuel oil. These units have a low capacity, 
a high electrical efficiency, and a very short start-up time.

5.	 Nuclear power station – There is a statutorily reserved site in the region 
of Shivta in the Negev that is intended for the construction of a nuclear 
power station. The Israel Electric Corporation safeguards specific 
professional knowledge regarding nuclear energy for the production of 
electricity, and many government experts support the construction of a 
nuclear power station. Due to geopolitical reasons and public opposition, 
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however, it seems that a nuclear power station for the production of 
electricity will not be constructed in Israel in the near future.
Most of Israel’s electricity production capacity is concentrated in only 

20 sites; in other words, there is a relatively low degree of geographical 
dispersion. This, of course, increases the exposure to various, particularly 
man-made, threats, since an efficient targeted attack against a relatively small 
number of sites could cause significant damage to the electricity production 
system. The vulnerability of these sites to security is, therefore, fairly high. 
In addition to the interdependence of the installations in the electricity 
industry, as well as in the accompanying industries that supply it and are 
supplied by it, the system can be quite easily challenged in the kinetic and 
cyber fields. Threats from natural disasters can also have a significant impact 
on a relatively small, densely populated area, such as the State of Israel.

Israel’s electricity production sector is currently mainly based on steam 
units (especially coal-driven) and combined cycle units. Damage to these 
units is expected to have significant ramifications for the country’s capability 
to supply electricity. Damage to jet gas turbines, industrial turbines, motors, 
or the photovoltaic system will not be so severe.

The main types of fuel used for the production of electricity in Israel 
include natural gas, coal, diesel fuel, biogas, and solar radiation. There is a 
difference between the nominal capacity of the production units driven by a 
specific fuel and the contribution of the said units to the annual production of 
electricity. For example, the nominal capacity of the two coal-driven power 
stations is 4,840 MW, which in 2013 constituted only about 36 percent of 
the overall production capability. In contrast, the actual share of these two 
power stations in the overall production in the same year was almost 57 
percent. The nominal capacity of the diesel fuel-driven production units is 
1,046 MW, which in 2013 constituted about 8 percent of the production 
capacity. In contrast, the actual share of these two power stations in the 
overall production in the same year was less than 3 percent.

The difference between the nominal capacity and the actual electricity 
production results from the number of working hours. The coal-driven units 
operate about 8,000 hours a year and are shut down only for maintenance and 
treatment of malfunctions. The diesel fuel-driven units are mainly used for 
backup and consequently operate only a few tens or hundreds of hours a year.

Damage to the supply of fuel used for the production of electricity is 
likely to have the following repercussions:
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1.	 Damage to the supply of coal will have a medium impact. On the one 
hand, coal is still a very high component in the production of electricity 
in Israel; stocks will, however, suffice for a few months of production 
under full load.

2.	 Damage to the supply of natural gas will have a very high impact due to 
the growing and increased component of natural gas in the production of 
electricity in recent years and the increasing dependence in the coming 
years. At present, there is no site for the storage of natural gas except 
for the pipeline between the reservoirs and the shore and a reliance on 
a single developed gas reservoir and a single marine pipeline.

		  To the best of our knowledge, there is no country in which the 
percentage of electricity production from natural gas is so high while 
the natural gas transportation system from the reservoirs is so fragile. 
This is a very dangerous situation, since the repair of a malfunction in 
an underwater section of the natural gas system could take a long time. 
For example, the oil giant BP needed no less than 87 days just to seal off 
(not even repair) the leak in its oil well in the Gulf of Mexico in 2010. 
It goes without saying that BP had at its disposal resources that Israel 
is unlikely to have.

3.	 Damage to the supply of diesel fuel will have a medium impact. Diesel 
fuel has little weight in the production of electricity in Israel, but it also 
serves as a backup fuel for most of the electricity production units.

4.	 Cyber damage to the system management unit will disrupt the activities of 
the power stations, especially those that are unmanned and are dependent 
on the maintenance of reliable and serviceable telecommunications.

Delivery
Most of the significant blackouts around the world are the result of defects 
in the supply system and not necessarily in the production. The delivery 
sector includes two major elements: the transmission system and the 
transformation system.

Transmission System
The electrical capacity is produced in the power station at a voltage of between 
11 and 22 KV, but such voltages cannot be transmitted over significant 
distances. Thus as early as the 1960s, a 161 KV transmission system was 
constructed in Israel. With the construction of the large production units 
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at the beginning of the 1980s, the need for a higher voltage transmission 
system of 400 KV emerged. Some of the production sites are connected to 
the 400 KV system and others to the 161 KV system. The 400 KV system 
is, in fact, still in various stages of construction. Progress is extremely slow 
due to regulatory issues, and it seems likely that it will take at least another 
20 years to complete.

Table 1. The 161 KV and 400 KV transmission systems

400 KV 161 KV 
Height of pylon (m) 60 33
Width of corridor (m) 70 40
Number of pylons per km 2-3 3-4
Width of the base of the pylon (m) 2-7 1.5-4
Power transmission capability 1,800 300
Overall length (km) 735 (approx.) 4,400 (approx.)

On both sides of the transmission lines there is a corridor in which 
construction is forbidden for reasons of safety, including prevention of 
electrification and exposure to electromagnetic fields. In order to reduce 
the number of corridors and the construction costs of the transmission 
lines, it is customary to construct two-circuit lines. In some special cases 
the pylons support three or four circuits, a practice that increases exposure 
in the event of physical damage to the transmissions, since the collapse of 
a pylon carrying three circuits will cause greater damage than one with a 
single circuit. 

In dense urban areas, such as Tel Aviv, Jerusalem, and Haifa, where a 
surface power line transmission grid cannot be constructed, underground 
transmission cables are laid. An underground transmission grid is up to 
10 times more expensive and has a smaller transmission capacity (about 
30 percent) than a surface elevated grid. In Israel there are only 161 KV 
underground transmission lines.

Transformation System
Switching stations constitute junctions for routing the transmitted electricity 
and usually connect 400 KV systems to 161 KV systems. There are ten 
switching stations in Israel. Substations connect the 161 KV transmission 
system to the distribution system. There are about 200 permanent substations 
in Israel, most belonging to the Israel Electric Corporation with a few 
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belonging to large private consumers. There are also mobile and temporary 
substations that serve the short term system demands.

There are two switching station and substation configurations: open and 
closed. A closed station is better protected, but its repair following damage 
tends to take considerable time due to the special equipment it needs.

Possible forms of damage in the transmission segment include physical 
damage to the super high voltage pylons, physical damage to a substation, 
physical damage to high voltage pylons, and cyber damage to the system 
management unit. Some experts have suggested that damage to switching 
stations and substations is not as significant as damage to the production 
units or their fuel supply. This opinion is based on the short time needed to 
repair the typical damage to a switching station or a substation compared 
to the long time needed to repair damage to a production facility.

We believe that this approach is flawed for two principal reasons. First, 
the time needed to repair a malfunction or serious damage to a switching 
station is not short and can, in fact, take several days. Second, damage 
to specific switching stations might cause a significant imbalance in the 
electrical system and serious disruption to its operation. The Israeli Ministry 
of National Infrastructures defines “a special situation in the electricity sector” 
as an event in which 25,000 consumers (1 percent of all the consumers in 
Israel) are cut off from the supply for eight hours or more. We believe that 
certain damage to switching stations may have far reaching ramifications. 
Damage to production units is linear. For example, damage to a specific 
percentage of the electricity production capability will allow for the continued 
functioning of the entire system; at most, it will be necessary to organize a 
blackout on a forced or voluntary basis. There is often no alternative other 
than to repair damage (even if just temporarily) to critical junctions of the 
transfer of energy.

Distribution
The distribution system is composed of medium voltage electricity lines, 
distribution transformers, and low voltage lines. The medium voltage electricity 
lines leave the substations and feed distribution transformers from which 
low voltage lines leave to be connected to the clients. Low voltage is 400V 
between phases and 230V between a phase and the ground.

There are three levels of medium voltage:
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1.	 12.6 KV in certain parts of the Tel Aviv metropolitan area, Jerusalem, 
and Haifa.

2.	 22 KV in most other regions in the country.
3.	 33 KV from Beer Sheva southwards and on the other side of the Green 

Line (the Palestinian territories).
Transition from medium voltage to low voltage takes place using 

distribution transformers that are fitted to pylons or installed in internal 
stations or small transformation stations. There are approximately 50,000 
distribution transformers, 25,000 km of medium voltage lines, and 20,000 
km of low voltage lines.

Until a few years ago the distribution system was almost entirely non-
automated. On completion of the wide scale distribution management system 
(DMS), there will be improved control capability over the distribution 
system, mainly in the medium voltage grid. While this system will allow 
for swifter repair of the grid in the event of malfunctions, it is also likely to 
be subject to cyber attacks.

The nature of the distribution grid is changing. In the past it was mostly 
client oriented, with barely any connection to production units. The only 
exceptions were the generators fed by diesel or fuel oil. These generators 
usually served as backup during emergencies and provided supply to nearby 
consumers. Today, however, numerous production systems are connected to 
the distribution grids, mainly photovoltaic production systems. These will 
be joined in the future by production units with a low nominal capacity that 
will be connected to the distribution grid. When the low or medium voltage 
line to which these systems are connected is disconnected for reasons of 
safety, the convertors of the photovoltaic systems are disconnected and 
the systems cannot feed electricity into the grid. There seems no obvious 
reason why these systems should not provide electricity to the consumers 
connected to them – assuming such consumers exist.

While it is generally thought that physical damage to the distribution 
system is not as significant as damage to the transmission grid, due to the 
relatively few consumers who would be affected by a single incident, we 
have a number of reservations: 
1.	 Wide scale damage to the distribution grid, such as following an earthquake 

or a cyber attack on the automatic distribution system, should also be 
considered.
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2.	 Although the number of consumers in the distribution grid is fairly 
small (approximately 3,000), they constitute about 40 percent of the 
total consumption of electricity in Israel. Damage to the distribution grid 
would, therefore, cause damage to a significant part of total consumption.

3.	 In contrast to the transmission grid, which contains many backup options, 
the distribution grid, and especially the low voltage distribution grid, has 
limited backup options. Consequently, any damage to the distribution 
grid, even if it affects only a few consumers, is likely to last for many 
hours in the event of local malfunctions and several days in the event 
of system malfunctions.

The Current and Future Electrical System
The structure of the electrical system changed very little in the last century.56 
Today, however, it is facing significant changes. The current system can be 
characterized by the following main features:
1.	 There are very few production units (a few dozen in the case of Israel, 

the photovoltaic systems notwithstanding); each is large (several tens 
or hundreds of MW). In addition, they are all concentrated in a small 
number of sites.

2.	 The flow of the electricity output is uni-directional: from the power 
stations, via the transmission and distribution systems, to the consumers.

3.	 Interfaces between the electrical system and external systems – mainly 
command and control systems – are limited. This is true even in the 
case of the Israeli electricity system, which is advanced and extensively 
computerized.
The new structure of the electrical systems, known as the “Smart Grid,” 

will be expressed in the following ways:
1.	 There will be more production units (thousands or even tens of thousands). 

Most will be small (a few KV or tens of KV) and will be located in close 
proximity to consumption sites.

2.	 The flow of the electricity output will be two-directional; sometimes 
from the large power stations to the consumers and sometimes from 
the small production systems located at the consumption sites to the 
electrical grid, and from there to other consumers via the grid.

3.	 There will be more interfaces between the electrical system and the 
external systems, even on the level of a single domestic electrical 
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appliance. These home appliances will be fitted with a component that 
enables intercommunication.
These predicted changes will have many implications for the security of 

the electrical system, some favorable and some detrimental. For example, it 
can be assumed that malicious damage to a very large number of production 
units will be far more serious than the damage to a small number of power 
stations. In addition, while the large number of interfaces will enable relatively 
rapid indications of malfunctions in the electrical system, it will also increase 
the system’s exposure to cyber attacks.





Chapter 3

The Current Response to the Threats to the  
Electrical System

Chapter 3 reviews the responses of the electrical system in Israel and its 
surrounding areas to the threats presented in Chapter 1.57 The discussion 
does not include technical malfunctions within the system, which are also 
capable of causing long blackouts and demand meticulous attention by those 
responsible for Israel’s electrical system.

Preparedness for Kinetic Attacks: Missiles and Rockets
Protection
In July 2012 there were reports of the initiation of a special project for 
strengthening the protection of ten strategic installations around the country 
defined as top priority due to the risk of a missile attack.58 The major aim of 
the project, launched by Prime Minister Netanyahu in 2010, was to allow for 
the swift recovery of critical infrastructure supply capabilities following their 
disruption by an external attack designed to hamper the supply of electricity 
or other essential services. It was further reported that the project, to be 
financed by industries such as the Israel Electric Company, would include 
the reinforcements of the installations by concrete a few meters thick and 
other physical defenses. The project was supposed to be managed by the 
national infrastructures branch established previously within the Home Front 
Command. This branch was at the time carrying out staff work, selecting the 
ten sites that urgently required protection against missiles. The Home Front 
Command was also planning to extend the project to some fifteen additional 
installations in the realm of water, fuel, oil refining, and telecommunications 
sectors in order to include protection against cyber threats.
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In a discussion held in the Knesset State Control Committee on August 
26, 2013, the senior member of the National Security Council responsible 
for the subject said:

The Prime Minister has allocated NIS 20 million…for the Home 
Front Command. The National Security Council, together with 
the Ministry of Home Front Defense [since dismantled with 
its powers restored to the Ministry of Defense], the Home 
Front Command, and other ministries, has selected the ten 
installations….The Home Front Command, currently responsible 
for protection, will implement the programs and supervise the 
construction….Some of the ten installations have already been 
protected. The installations of oil and fuel infrastructures have 
already been protected. In fact, only yesterday, NIS 25 million 
were transferred from the Israel Electric Corporation to the 
Ministry of Defense to the Home Front Command in order to 
protect what we decided for them. In other words, this process 
is being implemented. 59

Later in the discussion, Gilad Erdan (then Minister for the Home Front) 
referred to the budget for infrastructure protection: 

Someone has to make decisions, and at present…there is a 
problem in the decision making process, since every ministry is 
responsible for ensuring that its affiliates will function (properly) 
in times of emergency. But the ministries justifiably say…that 
the Ministry of Energy, for example, has private electricity 
producers; and if there is no law that empowers the Ministry 
of Energy…to instruct private industry in how to construct the 
power plants in a different way which is more expensive, then 
by virtue of what will they construct them?

As much as is known, hardening was constructed for two power plants and 
two switching stations, damage to which would, it was calculated, endanger 
the functionality of the electricity supply. This strengthening was not part 
of the original construction of the sites, and was added subsequently. This 
prompts the following questions:
1.	 Does the protection meet all or only some of the currently known threats?
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2.	 Does the fact that damage to the other sites does not endanger the 
survivability of the system justify the absence of any protection at these 
sites?

3.	 Will the protection of future sites during their construction significantly 
reduce their costs?

4.	 Does the benefit from the addition of hardening justify the investment?

Active Defense
The majority of the large electricity installations, including power plants and 
switching stations, are located outside urban centers. According to threat 
estimation, there is a need to create a parallel response of active protection 
for both the population and the critical infrastructure installations, such as 
essential electricity installations that are highly vulnerable to kinetic weapons. 
A consideration of the need for reasonable active defense for IDF bases, 
particularly for IAF airfields, makes it apparent that there is no alternative 
other than to increase the number of anti-missile batteries significantly 
and prepare for their operational deployment during emergencies, so as to 
provide adequate defense for the infrastructure installations within the range 
of these batteries as well.60

In an interview in Haaretz on March 29, 2013, the commander of the Home 
Front Command stated: “For years there has been a controversy within the 
defense establishment about the correct deployment of the batteries during a 
war.” He went on to claim that the position of the Home Front Command is: 

To protect the functional continuity of the state and the capability 
of the IDF to maintain an ongoing offensive effort until victory 
has been achieved. This implies the protection of power stations 
and IAF bases before the protection of the large cities. It is 
possible that in the future we will be able to protect both, but 
currently, with the number of batteries and interceptor missiles at 
our disposal, we have to designate an order of priorities for the 
deployment of our assets. We have to make a difficult, painful, 
and clear-cut decision.61
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Preparedness for Natural Disasters and Climate Change
Earthquakes 
There has been growing awareness in Israel in recent years of the possibility 
of an earthquake.62 Management of this threat has become part of the national 
agenda, and preparations have intensified: for example, the Home Front 
Command’s national exercise Turning Point 6, which took place in 2012, 
addressed the scenario of a serious earthquake.63 Prior to the exercise, the 
Geological Survey of Israel prepared a document detailing the different 
levels of damage expected in the event of an earthquake. Accordingly, 
the most significant damage to infrastructure installations is expected to 
be concentrated in northern Israel in regions around the epicenter of the 
earthquake and the tectonic fault that causes the earthquake. The closer the 
infrastructure installation is to the epicenter and the lower its resilience, the 
greater the expected damage.

Geological and historical evidence indicates that most tsunami events 
affecting the Mediterranean coastline occurred following a ground earthquake 
with an epicenter located to the east of the impacted region (as far as it is 
possible to estimate the location of the epicenter). A tsunami of this kind 
occurs as result of a slide in the slope of the continent to the west of the 
earthquake’s epicenter. In most cases, the damage was limited to one area, but 
there is a possibility that a tsunami could occur to the north or the south of 
the epicenter, producing waves that could affect a wider area. Consequently, 
if the epicenter of an earthquake were in the Hula Valley, Israel’s northern 
coast would, it seems, be more susceptible to damage from a tsunami.64

According to the Home Front Command website, due to the extent of 
damage expected from a destructive earthquake, “citizens must be prepared 
for an earthquake, assuming that in the first few days they will be forced 
to cope with the destruction and its consequences by themselves.”65 This 
directive is presumably also relevant to the electrical system; in other words, 
the population should be prepared for blackouts.

Tzvi Harpak, senior vice president of the Organization, Logistics, Security, 
and Emergency Division of the Israel Electric Corporation, said in an 
interview with Calcalist on July 21, 2011: 

Israel has defined three national scenarios for earthquakes, and 
for each of them we have conducted a simulation of cases and 
responses….The Israel Electric Corporation has mapped all of its 
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production sites and transmission lines, including voltage lines, 
substations and switching stations, with the aim of examining 
the various effects of an earthquake on the population….In 
the last decade, the Israel Electric Corporation has held three 
large exercises in which every scenario was examined. A full 
war game was also conducted in which certain sites were shut 
down virtually.

He added that: 

The Israel Electric Corporation possesses a number of 
technologies for the supply of electricity, such as bypasses 
of high voltage lines, mobile substations, and a further set of 
solutions. However, in the event of an unusual event, there will 
undoubtedly be blackouts of undetermined length.

On the subject of the existing alternatives, namely redundancies, Harpak said: 

If a power plant is affected and there are others as backups, then 
the electricity supply will be affected in a relatively minor way. 
If the system redundancy is not high – and this is the current 
situation [2011] – the State of Israel must examine whether we 
are organized for such situations.

He could not rule out the possibility that the Israel Electric Corporation 
would shift the various demands between Israel’s cities, so that “some of 
the unharmed places will not receive electricity for some hours of the day.” 
An additional question raised in the interview concerned the restoration 
of the system after damage. According to Harpak: “This is liable to take 
between half a year and a number of years, depending on the damage….If 
an entire power station is shut down, the generators in operation will not 
meet the demand.”66

Presumably the Israel Electric Corporation’s activity over the years 
regarding earthquakes has, in general, been effective. Their power stations 
and switching stations should therefore be expected to function reasonably, 
albeit not fully, in the aftermath of an earthquake.

A significant part of Israel’s electricity production capacity – the five 
power stations of the Israel Electric Corporation (Haifa, Hadera, Tel Aviv, 
Ashdod, and Ashkelon) and the private power station run by Dorad – are 
located on the Mediterranean coast. A tsunami in the Mediterranean Sea is 
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liable to cause extensive damage to the production capacity of these power 
stations. We propose installing generators and water pumps in the perimeters 
of the power plants, which would start operating automatically in the event 
of flooding, and the construction of levies.

There is an ongoing debate regarding the probability of a tsunami in the 
Mediterranean Sea. According to the head of the reference scenarios division 
of the Ministry of Defense, 25 percent of all known cases of tsunami have 
taken place in the Mediterranean. The Israel Electric Corporation, on the 
other hand, claims that the probability of a tsunami in the Mediterranean is 
very small. In our opinion, this issue should be examined by a professional 
consulting organization such as the Geological Survey of Israel.

Questions to be asked regarding the occurrence of an earthquake and its 
ramifications on the electrical system in Israel include:
1.	 Is the Israel Electric Corporation doing its best to protect its installations 

and to ensure rapid recovery after an earthquake? Presuming that the 
professional establishment has the necessary knowledge for maintaining 
appropriate levels of preparation for earthquakes, this is mainly a 
conceptual and budget-related question. Conceptually speaking and from 
the perspective of cost effectiveness, how justifiable is it to protect the 
system, cognizant of the not so high probability of an earthquake in the 
foreseeable future (a dilemma that demands a decision at the highest 
governmental level). And from the budgetary point of view, who will 
bear the high costs of the level of preparedness regarded as appropriate, 
and who will determine what this level of preparedness is – the industry 
itself, including the small suppliers, or the government?

2.	 Since it is ultimately the consumers who bear the cost, it should also be 
asked whether there is a full and open dialogue between the government 
and the industry about these important issues, and why, as of now, there 
are no full and transparent answers to this question.

3.	 Do the manufacturers of private electricity, both current and future, engage 
in reasonable protection of their electricity production installations in 
order to ensure their continued functioning in the event of an earthquake?

Other Weather Hazards
While earthquakes are particularly serious natural disasters, there are other 
weather phenomena that could cause damage and disruption to the electrical 
system. Weather hazards cannot be avoided, but it is possible to improve 
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both preparedness and recovery time. Attention should, therefore, be paid to 
the overall level of systemic preparedness as well as to local and individual 
levels of preparedness. The ability of citizens to cope with disruptions is 
marginal, and the capacities of the local government authorities in this field 
vary greatly. In all cases, however, such an event will be limited to a few days.

Building Underground Electrical Grids 
A Ministry of National Infrastructures directive from the early 2000s stated 
that all new medium voltage and low voltage grids that pass through urban 
regions will be built underground. Due to the current rate of replacement 
of the grids, it will be many decades until all the medium voltage and low 
voltage grids in urban regions move underground. The current situation is 
as follows: an extra high voltage 400 KV grid is completely aboveground; 
and a high voltage 161 KV grid is mainly aboveground, except for certain 
segments in urban regions that are underground and whose overall length 
is about 3 percent of the length of the grid.

The advantages of building electrical grids underground include:
1.	 Extremely high resistance to weather hazards (strong winds in winter, 

fires in summer).
2.	 Space saving, since the safety margins of underground electricity 

infrastructures are significantly smaller than those required aboveground.
3.	 Higher reliability of the electricity supply.
4.	 Improvement of environmental aspects thanks to reduced scenic damage 

and better aesthetic appearance.
5.	 Reduction of public concern regarding electromagnetic radiation 

(regardless of whether these fears are justified).
The disadvantages of building electrical grids underground include higher 

initial costs and the fact that location of malfunctions in underground grids 
and their repair often takes longer than in aboveground grids.

Any discussion of building electrical grids underground must also include 
a consideration of its contribution to the security of the grid and its resistance 
to weather hazards. These considerations are currently absent from the 
discussion.

The Level of Preparedness for Cyber Attacks 
Cyber threats against the State of Israel in general and the Israel Electric 
Corporation in particular force decision makers to take steps to minimize 
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or eliminate these threats. The Israel Electric Corporation and additional 
national infrastructure companies are under the supervision of the National 
Authority for Information Security and act according to regulation and 
directives that attempt to create standardization in coping with cyber threats.

The Israel Electric Corporation attaches great importance to the subject 
of cyber security and the protection of the electrical system infrastructure. 
As such, the chairman, the CEO, and designated committees of the board 
of directors are personally involved in this challenge. This importance is 
reflected in a number of ways: allocation of resources and participation in 
international programs addressing cyber, European research (FP7),67 and 
the follow-up European program (Horizon 2020).68

In the cyber field the Israel Electric Corporation is active in the following 
ways:69

1.	 The Advanced Cyber Center (ACC) serves as a command and control 
center 24 hours a day and is based on a predefined model of defense 
against cyber threats. The ACC is staffed by cyber experts and analysts 
who respond immediately to every incident.

2.	 The IEC partners with CyberGym, a company that offers a training arena 
and simulation in the field of cyber defense. Since 2013 the company 
has operated in the Israel Electric Corporation’s Hefziba Training Center 
and serves a wide variety of customers in Israel and abroad.

3.	 The IEC cooperates with mPrest Systems in establishing Sarig Meda, 
a system for the management and overall monitoring of the physical 
security of energy installations and organizations, which forms a major, 
additional layer in protection against the cyber threats.
The Israel Electric Corporation is run and managed in accordance with 

recognized standards, including ISO standards, hygiene standards, and the 
COBIT standards (control objectives for information and related technology) 
which provide a framework for the development, implementation, monitoring, 
and improvement of information technologies. The practices of management 
based on the COBIT standards assist meeting the challenges of computer 
risks in accordance with the ISACA (Information Systems Audit and Control 
Association) standards and with other different regulations. By meeting the 
various standards of information security, the Israel Electric Corporation 
is able to purchase and implement new systems in accordance with clear 
criteria and thus achieve standardization in this field. Every implementation 
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of a new system or its work with suppliers is approved by the National 
Authority for Information Security.

The Israel Electric Corporation also engages in the hardening of critical 
systems, including the separation between critical and administrative networks. 
It conducts numerous training programs in the field of cyber security; 
conducts periodic drills and national exercises; and employs its own hackers 
to test penetrability, preparedness, and response capability in the event 
of an attack. Information security is an integral part of the Israel Electric 
Corporation’s organizational culture, and substantial financial investments 
are made in campaigns and in internal communications on this issue. Senior 
directors are also very involved in enforcing the requirements and standards 
for information security. In addition, the company periodically conducts a 
strategic risks management exercise on information security.

The following elements can thus be highlighted in the Israel Electric 
Corporation’s approach to cyber threats: a strategic (rather than tactical) 
approach to the problem, increased awareness of the threats, and a deepened 
understanding that it is those who feel protected against cyber attacks who 
are, in fact, most at risk. Several major questions remain open, however. 
For example, to what extent is the Israel Electric Corporation maximizing 
its capacities in the field of cyber security and making optimal efforts to be 
adequately prepared for future extreme threats? How aware are the other 
companies that engage in the production and supply of electricity in the 
electrical grid (whose share of the supply of electricity to the Israeli market 
is increasing) of the various risks and threats, including in the field of cyber, 
and to what extent are they investing in the necessary preparedness? As we 
do not possess enough information to answer these questions, suffice it to 
say that the function of the regulator is to ensure proper preparedness by 
all suppliers in Israel’s electrical system for confrontation with all threats 
to the production and supply of electricity.

The Level of Preparedness in the Face of EMP Threats
Coping with the threats of electromagnetic disruptions is a unique challenge. 
The large number of systems and organs that are dependent on the current 
functioning of the electrical system demand a high level of prioritization in the 
allocation of resources, a hardening of critical systems, and the formulation 
of rehabilitation programs. In order to fully understand the ramifications 
of coping with electromagnetic incidents, it is important to distinguish 
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between the sources of the threat and the different types of the threats. This 
is because pulses at various levels and frequencies will affect different parts 
of the electrical system. The numerous research papers published in this field 
have defined three levels of protection: full protection, partial protection and 
rapid recovery, and partial protection and gradual recovery. The aim of this 
categorization is to improve the ability to deal with the threat in accordance 
with its severity.

Defense against Electromagnetic Interference
The first thought in the process of coping with any threat tends to be whether 
it can, in fact, be prevented. Currently, it is often suggested that this approach 
has very limited practical significance. Electromagnetic interference as a 
result of space weather cannot be precisely predicted; and even when it is 
predicted, the ability to defend existing systems from its impact is fairly 
limited.70 In the event of malicious electromagnetic interference, it is still 
impossible to state categorically that any attempts to cause harm could be 
prevented. As of 2003, over 20 countries possessed or were engaged in 
the development of electromagnetic weapons capable of creating a high 
altitude electromagnetic pulse (HEMP).71 Consequently, there is now 
greater availability of weapons capable of hitting targets than previously. 
There are companies that are currently developing “EMP suitcases” that 
while intended for the testing of equipment only, can, it seems, be used as 
weapons in every respect.

There are currently a wide range of technical responses and work procedures 
that can significantly reduce the influence of electromagnetic incidents, 
including, for example, the mapping of sensitive areas. The training of 
response teams and the upkeep of a limited stock of critical parts can be 
decisive factors in the restoration of affected electrical activity. Raising 
awareness of electromagnetic threats and emphasizing their importance can 
encourage the rapid development of the means of protection and prediction 
that will improve the level of defense.

At present, the electrical system in Israel is very far from integrating 
meaningful protection measures against electromagnetic hazards. Note 
that the implementation and integration of such measures have significant 
added value: the use of protection systems and work procedures in the area 
of EMP might create a systemic synergy that enhances the resilience of any 
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potentially threatened infrastructure to other risks, particularly those in the 
cyber domain.

Computerized simulation, conducted by leading companies in the 
electromagnetic field,72 has examined the possible influences of former 
electromagnetic storms over the electrical system today. The results indicated 
a collapse of the electrical system. The simulation also proved that the use 
of means of hardening has a dramatic effect on the extent of the damage 
and can even prevent the system’s collapse.

A large number of electricity companies in the US and elsewhere have 
embarked on the development of programs for the protection of their grids 
against electromagnetic incidents at levels E1 and E3. The steps currently 
taken by these electricity companies include:
1.	 Hardening the transformers in switching stations and substations.
2.	 Developing means of identification for short electromagnetic pulses – E1.
3.	 Developing current blocks for transformers in switching stations and 

substations.
4.	 Establishing control centers and command and control systems that are 

protected against short electromagnetic pulses – E1.
5.	 Developing an internal telecommunications infrastructure protected 

against E1.
6.	 Using control cables that are protected against E1.
7.	 Maintaining reserve transformers for switching stations and substations 

in protected areas.
8.	 Developing recovery training programs.

Much of the material written about preparedness for electromagnetic threats 
addresses the development of means of analysis and modeling in an attempt 
to formulate an ultimate response. Although these stages are very important, 
the existing knowledge and understanding of electromagnetic interference 
resulting from space weather are still limited. We are, it seems, still far 
from developing technological capabilities for forecasting electromagnetic 
interference; nor can analysis of the probability of a malicious electromagnetic 
event be modeled precisely. The development of analysis capabilities and 
the formulation of precise models demand in-depth mapping and analysis 
of all the transformers in the electrical system – a process that requires 
considerable time and resources – while the contribution of such a solution 
is not certain.
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The absence of sufficient development and reinforcement of the protection 
measures is not, however, the main reason for the lack of protection against 
electromagnetic threats; rather, it is the lack of awareness of these threats. 
Raising awareness among elected representatives of the public, regulatory 
bodies, and private companies will pave the way to increased protection of 
the electrical system against electromagnetic threats. Cooperation between all 
relevant bodies is critical due also to the specific structure of the electricity 
market. In the US, for example, there are more than 3,300 different electricity 
suppliers, making the creation of a uniform standard very difficult and 
significantly increasing the time required for the implementation of any 
potential defense mechanisms. In this respect, the situation in Israel is far 
easier. The almost complete control of electricity by the Israel Electric 
Corporation is a clear advantage in the implementation of a defense program 
against electromagnetic threats.

Stages in the Development of the Defense Program
In 2013, Dr. Peter Pry, former director of the US EMP Task Force on 
National and Homeland Security, published a book that presents three 
different approaches for the defense and preparedness of the electrical 
system against electromagnetic events.73 In 2011, similar research was 
conducted in Israel by the Unit of the Chief Scientist in the Ministry of 
National Infrastructures, Energy, and Water Resources in cooperation with 
the Electric Infrastructure Security Council (EIS)74 with the aim of assessing 
the sensitivity and repercussions of electromagnetic interference on Israel’s 
electrical system. These two studies should form the basis for the next stage 
in which strategies will be presented for tackling the threat, taking into 
account its source and character, according to three levels of defense. These 
strategies will establish the principles for the management of priorities for 
each part of the electrical system, in accordance with its importance, its 
public functioning, and its contribution to the continued functioning and 
restart after a crash. Such a program will be required to include clear and 
detailed standards for work procedures and technical details for all regional 
levels of the electrical system.

The Three Levels of Defense against Electromagnetic Threats
Level A – Full Protection. Use of the most advanced measures in order to 
harden the existing infrastructure and ensure continuation of its ongoing 
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operation during and after an electromagnetic event. This level is intended 
for the electrical system’s command and control centers and also for systems 
and entities in which their functioning and the security of their digital 
information is of primary importance.
Level B – Rapid Recovery. Use of measures to ensure the rehabilitation and 
rapid return to routine after an electromagnetic event.
Level C – Gradual Recovery. Minimum use of protection measures 
while concentrating on the planning of rehabilitation procedures after an 
electromagnetic event.

Matching the Levels of Protection to the Source and Type of Threats
In the case of an electromagnetic episode, maximum importance is attached 
to the type of interference created, since electromagnetic pulses at various 
frequencies and intensities affect the elements of the electrical system in 
different ways. The standard division is:
1.	 Long electromagnetic pulse (E3) – This interference is created following 

a geomagnetically induced current (GIC) that is the natural result of 
severe space weather events or the result of a nuclear explosion at high 
altitude. A long electromagnetic pulse affects an extensive area and, in 
some cases, an entire hemisphere. Its major outcomes include damage 
to power stations and transformers in switching stations and substations, 
the melting of underground electricity cables, the burning of overhead 
electricity cables, and damage to electronic equipment and telephone 
line infrastructures.

2.	 Short electromagnetic pulse (E1) – This interference is commonly 
of a malicious nature and may be caused by a nuclear or non-nuclear 
electromagnetic pulse. The major threats from a short electromagnetic 
pulse include damage to the command and control centers used for 
supervision, control, and data acquisition75 and to relays, central distribution 
units, and end units.

Strategies for Protection against Electromagnetic Pulses 
The development of strategies for protection against electromagnetic pulses 
is based on matching the source and type of the influence to the three levels 
of protection:
1.	 Level A protection (full protection) and level B protection (rapid 

recovery) against a long electromagnetic pulse – The extensive influence 
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of a long electromagnetic pulse constitutes the major difficulty for the 
development of level A and level B capabilities of protection. In other 
words, the possibility of damage to a large number of critical elements 
(such as transformers) necessitates an approach based on an automatic 
mechanism that will prevent the entry of GIC into the systems. The first 
approach is based on early identification and an automatic system that 
disconnects the transformer. However, transformers today consist of 
protective measures, which make the disconnection approach efficient 
only at a certain range. The second approach calls for the prevention of 
the arrival of the geomagnetic current at the transformer by introducing 
a current limiter within the basis of the transformers of the switching 
stations and substations. A number of designs exist for these current 
limiters, some of which have already passed the stages of trials and tests. 
An additional method of preventing the entry of the geomagnetic current 
to the system is by inserting a series of electrical cables on the medium 
voltage lines. This method proved very successful when implemented in 
Quebec after the electromagnetic storm in 1989 and later in California.76

2.	 Level C protection (gradual recovery) against a long electromagnetic 
pulse – The structure of the electrical system and its active elements 
increase the risk of a long electromagnetic pulse. At present, protection 
of the electrical system against these effects is minimal. In the US most 
of the large electrical systems have adopted work procedures and ways of 
coping with the excessive loads created by such electromagnetic pulses. 
These work procedures include the reduction of electricity production, 
the formulation of standards for the construction of installations, and 
the training of crews in supplementing alternative transformers.

3.	 Level A protection against a short electromagnetic pulse – This level 
of protection is intended for sensitive installations and for command 
and control systems that are critical to the functioning, control, and 
initialization of the electrical system. This requires the installation of 
protective devices in designated containers. Research conducted in this 
field has also emphasized the importance of the selection of building 
materials for the installations as a factor strengthening their protection.77 
In order to provide full protection, the technical design of the electronic 
devices in the installations defined for this level of protection should 
also be examined. Additional protection options include means that are 
specifically adapted to protect against short electromagnetic pulses.
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4.	 Level B protection against a short electromagnetic pulse – This level of 
protection is intended for a limited number of installations in the electrical 
system. It includes existing preventive elements of level A protection 
as well as spare parts (including transformers in switching stations and 
substations) that can replace the damaged parts in the electrical system. 
An important component of this level of protection is the training of 
response teams.

5.	 Level C protection against a short electromagnetic pulse – This level of 
protection is intended for all parts of the electrical system not covered 
by the requirements of levels A or B. Level C protection is mainly based 
on the replacement of non-functioning parts and the advance preparation 
of teams and detailed work procedures with the aim of optimizing the 
means of rehabilitation. Since a short electromagnetic pulse has a limited 
region of influence, the cost of protection and rehabilitation is expected 
to be minimal.

Costs
The estimated cost of the protection of Israel’s electrical system against the 
effects of electromagnetic interference is $30-40 million for level A protection 
and about $200 million for level C protection. The project is expected to 
take three to five years. These estimates are based on research conducted 
in 2013 that addressed the strategy of combating and protecting against 
electromagnetic interference directed at Edison’s Electric system in southern 
California,78 in-depth research studies conducted in Israel in 2011 by the 
Ministry of National Infrastructures, Energy, and Water in cooperation with 
the Chief Scientist’s Office and the Council for the Security of the Energy 
Infrastructure, and a number of additional projects. Given that the electrical 
system operates as a single unit, the preliminary design of its protection will 
allow a reduction in costs. According to the research cited above, the design 
of electronic systems that are protected from electromagnetic interference 
would cost only an additional one to five percent of the total planning 
expenditures of these systems.





Chapter 4

What Can Be Learned from International Experience?

The security of the electrical grid and other critical infrastructures constitutes a 
major contemporary global issue. Two events that emphasized the importance 
of this subject are the damage caused to Pakistan’s electrical grid in 2015, 
which left 80 percent of the country without electricity,79 and the mass 
blackout in 45 of Turkey’s 81 provinces in March 2015.80

As the global leader on the subject of security of the electrical grid, the 
US is the main source of information in the field. In 2013, the Department of 
Homeland Security published the latest version of its National Infrastructure 
Protection Plan (NIPP 2013),81 which details how government and private 
sector participants in the US should act together in order to manage risks. 
NIPP 2013 evolved from an earlier version that was released in 2006. 
This updated version meets the requirements of the Presidential Policy 
Directive on Critical Infrastructure Security and Resilience (PPD-21)82 that 
was published in February 2013 and was prepared in cooperation with 16 
critical infrastructure sectors in 50 states at all levels of government and 
industry.

This integrated program for the protection of infrastructures specified 
three guiding principles for the major spheres of activity:
1.	 Identification, deterrence, detection, and preparation for major risks to 

critical infrastructures.
2.	 Mitigation of the level of vulnerability of systems, assets, and vital 

networks.
3.	 Reduction of the potential ramifications of accidents and hostile acts on 

the functioning of vital infrastructures.
The US program for the protection of national infrastructure emphasizes 

that the optimal implementation of the guidelines and the promotion of the 
most effective decision making processes are conditional on the greatest 
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use of the inputs, capacities, and expertise of the relevant stakeholders: the 
public, the private sector, and the nonprofit organizations. In addition, the 
program claims that joint activity by the relevant stakeholders regarding 
the resilience of essential infrastructures should be advanced proactively by 
means of the establishment of partnerships, the advancement of innovation 
in the field of risk management, and the focus on outputs.

One of the most up-to-date and comprehensive studies on electrical grid 
security was published in the US in October 2014 by the Center for the Study 
of the Presidency and Congress (CSPC).83 This research project continued for 
about a year and included ongoing collaboration work and mutual learning 
between government officials, legislators, and representatives of the private 
sector. Its main aim was to understand all the threats facing the US electrical 
system and to find the most effective ways to strengthen its resilience. The 
research expands on the following subjects:
1.	 Characteristics of the US electrical system.
2.	 Analysis of various attacks against the electrical grid, mainly over the last 

decade. For example, cyber attacks, physical attacks, extreme weather 
events, and electromagnetic events.

3.	 Review of the elements threatening the US electrical system: countries 
(Russia, China, Iran, North Korea), non-state organizations, and private 
entities.

4.	 Analysis of possible responses to various threats: physical protection, 
cybernetic protection, preparedness for electromagnetic pulse and extreme 
weather, and recovery from various attacks.

5.	 Actions that must be performed by the various US bodies (federal, state, 
and industrial).

6.	 Economic incentives and insurance-related aspects.
7.	 Future structure of the US electrical grid.

The major insight that emerged from this research is that the subject 
of security of the electrical system must be addressed using a structured 
and strategic approach based on risk analysis. The electrical system faces 
a large variety of threats. A focus on one specific threat is liable to prevent 
management of the others. It is not, however, possible to provide a perfect 
response to all the different threats.

Among the insights relating to the short term: 
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1.	 It is crucial that the US administration continue to take steps to increase 
the security of critical infrastructures in general and of the electrical 
system in particular.

2.	 It is recommended that Congress set up a legislative infrastructure for 
the sharing of cyber security information.

3.	 It is recommended that this information sharing of cyber security be 
conducted via automatic processes as much as possible.

4.	 It is important to develop programs that will permit relevant public 
sector employees to work for a limited period of time in the private 
electricity companies and vice versa for the purpose of comprehensive 
mutual learning.

5.	 It is important that the business plan for the continuation of investment 
in the security of the electrical system include most of the relevant 
private sector parties.
Among the insights relating to the short term:

1.	 The report recommends that the US Department of Energy continue to 
coordinate the overall management of security of the electrical system 
with the private electricity industry. The Department of Homeland 
Security should be the major agency for dealing with the subject of 
cyber in close cooperation with the American intelligence community.

2.	 It is important to deepen analysis of the influence of security of the 
electrical system on other critical infrastructures.

3.	 The report also proposes that Congress establish and expand the legislative 
infrastructure in order to increase the coordination and cooperation 
between all parties involved in the electrical system. It is, at the same 
time, important to form and strengthen partnerships between government 
officials and the electricity industry in order to improve the security of 
the electrical system.

4.	 Major national bodies, such as the National Guard, should be mobilized 
to increase the security of the electrical system.

5.	 It is of utmost importance that all issues concerning the smart networks, 
local networks, and renewable energy be thoroughly examined, including 
the security and credibility of the electrical system.
In May 2015, the US Department of Housing and Urban Development 

published a memorandum focusing on the planning aspects of the national 
infrastructure.84 This report emphasizes the importance of the planning 
stage in the context of infrastructure resilience. It examines the various risk 
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scenarios, attaching special significance to disruptions caused by climate 
change. In order to supply real incentives for the correct execution of the 
planning processes, the memorandum lists the various sources of financing 
and technical consultation that various US government bodies may supply 
for infrastructure projects. The document also emphasizes the importance 
of ongoing cooperation between all the relevant parties at the federal, state, 
and local levels in order to increase resilience.

An additional important and pertinent study analyzes the ramifications 
and significance of Hurricane Sandy in 2012 for infrastructure resilience. 
It was conducted by a team of researchers from various American research 
institutes, led by Prof. Stephen Flynn from Northeastern University.85 Its 
conclusions emphasize the need to 1) reinforce integration (regarding both 
inter-organizational mechanisms and technological aspects) between the 
various stakeholders and the various infrastructures before, during, and after 
emergencies; 2) fortify the various building standards for infrastructures in 
order to increase their resilience; and 3) provide economic incentives for 
extensive advanced preparedness.

In addition to this study, a comprehensive multiyear process has been 
underway in the US for the past few years. It is led by the federal agency 
the National Institute of Standards and Technology (NIST) in cooperation 
with various stakeholders and, by means of a dialogue with relevant bodies 
and foreign experts, aims to formulate comprehensive planning standards 
regarding infrastructures. A series of documents have, in fact, already been 
published for comments by the public and stakeholders. The last document 
in this series was published in April 2015.86 The process aims to determine 
standards that will increase infrastructure resilience, identify differences that 
may affect this resilience, and reduce them, thus addressing both theoretical 
aspects and practical organizational aspects. The next planned stage is the 
establishment of an official advisory committee on the subject of resilience 
of infrastructures, the Disaster Resilience Standards Panel (DRSP), which 
will represent all the relevant parties and will aid in the development and 
integration of standards for strengthening the resilience of infrastructures.

The recommendations and the insights of the above studies were formulated 
for the needs of the American arena. Still, they seem in essence to be applicable 
to Israel and other countries. The core issues are quite similar, and therefore 
the US guidelines can be used in a flexible and rational way in Israel.



Chapter 5

Conclusions

General
In the State Comptroller’s Annual Report 65(b) from December 2014 it 
was stated that: 

A central and important subject in the report is the protection of 
Israel’s sensitive installations against the relevant threats. This 
report includes references to the corrections of defects that were 
raised in a previous report in 2010. It has been found that there 
has been no real progress in providing a response to the threats 
nor have attempts to provide partial protection of the sensitive 
civilian installations, in accordance with the Prime Minister’s 
instructions, yet been completed.87 

Two main insights emerge from the current study. First, a general national 
overview to address the security of Israel’s electrical system is necessary. 
This calls for a qualified and balanced professional evaluation based on cost 
effectiveness (or, alternatively, on the expected damage to the economy and 
to national security) and its translation into a long range national binding 
plan. Second, the government, as regulator, must, as soon as possible, take 
a principled decision regarding the central question of who is responsible 
for the operability of the electrical system in Israel, and who will therefore 
bear the high costs required to meet the standards ensuring the functional 
continuity of the system in the case of emergency. The question of who will 
bear these costs – the government or industry – is less critical than the fact 
that the current situation is preserved, whereby no decision is taken and 
hence the necessary preparedness is not achieved. 

The following recommendations focus on four major areas: the selection 
of a comprehensive strategy; technological and operational guidelines; 



68  I  Securing the Electrical System in Israel: Proposing a Grand Strategy

organizational and structural aspects; and political and community-based 
issues.

Selecting a Comprehensive Strategy
The leading (almost default) common approach to various types of mass 
disasters can be characterized by denial. It is reflected in the political 
echelons by the saying: “not in my term of office (NIMTO).”88 The active 
management of mass disasters demands extremely difficult decisions. There 
is a natural tendency to avoid taking the necessary difficult decisions, as 
many of them might incur a very high political and/or financial price. Such 
critical decisions can often contradict or interfere with other interests or 
more immediate needs. In many cases, decision makers at all levels prefer 
to prioritize the urgent over the essential, which impairs their ability to 
act in time in order to present comprehensive responses and solutions to 
the severe challenges of mass disasters. This is true concerning expected 
scenarios and all the more so, less expected novel scenarios. 

Decision makers have increasingly been pressured to abandon this simplistic 
strategy of denial and deferral and confront seriously the growing risks of 
mass disasters in a more resolute and comprehensive manner. The processes 
of globalization and urbanization that characterize the world intensify the 
risks of such disasters or serious disruptions, and create extremely high 
exposure to their potentially severe damage. In addition, there is growing 
international awareness that the adequate strategy for coping with mass 
disasters is to implement the “all hazards approach.”89 This relatively new 
paradigm advises against distinguishing between natural and man-made 
disasters; rather, it suggests that when addressing different hazards, it is 
more appropriate to focus on their consequences and severe implications 
than on their causes.

An approach of resistance is gradually replacing the former approach 
of denial and deferral. The prevailing focus among most decision makers 
centers on taking tangible steps to thwart, prevent, postpone, and as far as 
possible, provide concrete protection or mitigate the damage of the expected 
hazard, be it natural or man-made. This resistance approach is based on the 
assumption that it is possible to forecast the disruption and its dimensions, 
including its location, its timing, its trajectory, and perhaps even the extent 
of its damage, and that it should therefore be possible to prevent its very 
occurrence or at least mitigate its damage. The practical expression of this 
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strategy is the construction of “fortified walls” of various kinds, which are 
becoming more prevalent and more technologically sophisticated with the 
aim of protecting the systems, the public, and the critical infrastructures 
against all imminent disruptions.

The increasingly popular resistance approach has led many nations 
to invest huge amounts of taxpayers’ money in constructing technology-
based systems in the hope of preventing disruptions and mitigating their 
consequences. It has been widely suggested that the larger the investment 
in physical protection of the public and the infrastructures, the better the 
level of preparedness. Advanced and expensive systems, which are based on 
lessons learned from previous mass disasters, can in fact usually provide an 
adequate solution for disruptions that have already occurred or their like. A 
good example is the ongoing vast investment in the protection of international 
flights against terrorism and hijacking all over the world, years after this 
real threat has long diminished – precisely, according to some, due to these 
extreme means of protection. The fight against terror attacks has imposed 
a heavy financial burden on the civil aviation industry. The demand for 
flights is fairly flexible, and the airlines realized that in order to minimize 
a reduction in this demand and thus the risk to their business they would 
have to absorb a major share of the costs of the protection measures against 
attacks. In contrast to the aviation industry, the demand for electricity is 
generally fixed and unlikely to be affected by the threat of terrorism. 

Herein lies the fundamental weakness of the resistance strategy. It is 
a predicted strategy which, to a great extent, provides adequate solutions 
for the need to cope with various kinds of expected mass disasters. At the 
same time, however, it does not answer all the unexpected and new hazards 
that characterize many of the disasters that cause extensive damage. There 
is no resistance solution, no matter how sophisticated or expensive, that 
will provide hermetic protection or serve as an absolute response to the 
challenges of mass disasters.

The problem is that the proven successes of advanced defense systems, 
such as the very impressive achievements of the Iron Dome active defense 
system against rockets and missiles, give an exaggerated sense of preventive 
capacity, which leads quickly to blind reliance on such defensive systems in 
expected and known scenarios, and all the more so to unexpected risks. This 
drawback is neither known nor understood by the general public or by most 
of the decision makers. Even those dealing rationally with the limitations 
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of the defense systems tend to seek solutions in the realm of qualitative 
improvements and quantitative expansion of the existing systems. “Out of 
the box” solutions, crucial for unexpected disasters scenarios, are rarely 
sought. It is thus reasonable to suggest that the resistance strategy does not 
provide a full response to such unexpected hazards, and this highlights the 
need for another supplementary, if not alternative, strategy.

The frequent resounding failures in recent years to cope with large scale 
mass disasters, be they natural or man-made,90 have inspired an alternative 
strategy that is currently gaining momentum. This is the resilience strategy 
that proposes ways of thinking and preparing that complement the resistance 
strategy. The extensive literature has proposed various definitions of the 
term “resilience” that has become prevalent in the official documents of 
leading countries, particularly the US and the UK.91 The definition is often 
broad and contains different components from the field of preparedness for 
mass disasters, such as the definitive wording introduced by the US National 
Academy of Sciences in 2012 in the comprehensive study entitled: “Disaster 
Resilience: A National Imperative.”92

In order to simplify and clarify the picture, we propose that resilience 
be used to express the capacity of any system – be it infrastructure, human, 
community, economic, or national – to cope successfully with natural or 
man-made disasters, to contain the impact of the disaster in accordance 
with its magnitude and severity, to accept flexibly the expected diminishing 
functionality (“bend rather than break”), and to bounce back rapidly and 
return to normal systemic functioning at a level permitting preservation of 
the original identity and functioning of the system or even its improvement.

Several essential elements regarding resilience should be emphasized:
1.	 Resilience will always be manifested in the context of a disaster93 or a 

severe disruption that threatens the functionality and possibly the core 
identity of the impacted system, or at least significantly harms the central 
functions that define it.

2.	 The resilience concept assumes that there will always be a functional 
degradation of the system following a major hazardous episode. If there 
are no indications of a functional degradation, then no real damage has 
taken place, which means that no disaster actually occurred.

3.	 The key feature for resilience is the phenomenon of bouncing back 
following the degradation phase. The length of time it takes the system 
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to bounce back to the original level of functioning, or possibly to a higher 
level, signifies the rate of its resilience.
The leading idea in the resilience concept is the need to create or intensify 

the ability of the system in question to recover rapidly from a significant 
disruption and return to normal functioning.94 This functioning does not have 
to be identical to the original level, provided that it manifests the core values 
or goals of the system. A system with a high degree of resilience will return 
to normative functioning more rapidly than a system that is characterized 
by medium or low resilience. The crucial benchmark can be gauged by the 
length of time needed for the return of the affected system to its original 
functioning level. 

Another important notion holds that the generic level of resilience of 
a given system is neither constant nor guaranteed. In order to sustain the 
required level of resilience, there is need for rational, well planned, proactive, 
and continuous action to promote the effective functioning of the impacted 
system after the failure of the protective walls that were set up to prevent the 
disaster or minimize its damage. One of the difficult tasks in the resilience 
concept is the creation of tools, processes, and mechanisms that will guarantee 
the necessary level of system recovery after the disaster has occurred. From 
this perspective, the resilience theory offers a broad conceptual basis; it 
calls, however, for differentiation in the selection of the tools necessary for 
boosting the capabilities of the system in accordance with the relevant risks 
on the one hand, and the characteristics of all the systems, on the other.

The generic resilience strategy is supposed to supplement and reinforce 
the resistance strategy by focusing on the stage after the breakdown of the 
defensive barriers and ensure rapid recovery and the return to systemic 
functioning. The wide range of systems necessitates a wide range of means 
and their adjustment to the characteristics of the system. For example, 
the societal/community resilience approach requires the use of tools of 
preparedness and reinforcement, which are different in nature from those 
used to enhance infrastructure resilience. Likewise, within the realm of 
infrastructure, different measures should be adopted in order to promote 
the resilience of the various critical infrastructures, including the energy 
sector, in accordance with their particular specifications.95

What follows are a number of overall approaches, methods, and tools 
that are relevant for the enhancement of the resilience strategy in connection 
with the strengthening of the security of Israel’s electrical grid.
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Technological and Operational Guidelines
Deployment for Climate Change
In addition to global and local efforts to improve energy efficiency and the 
reduction of emissions, the most realistic response to the ramifications of 
climate change lies in promoting the resilience of the systems that might 
be affected by it. This can be enhanced by central and local governments, 
as well as by the public at large. 

The Israel Electric Corporation’s system management unit currently has 
excellent capabilities to forecast the weather, in particular the parameters (such 
as temperature and heat load) that influence the consumption of electricity 
as well as the conventional production of electricity. However, synergy 
must be created with affiliated systems in order to expand the practice of 
analyzing long term trends. Adaptation activities are already underway in 
many places throughout the world by means of planning with consideration 
for different time periods and levels of decentralization, and for the size and 
variety of the sources of production and the infrastructures (for example, in 
the electricity market in France after the protracted heat wave in 2003). In 
the coming years, with the increase in production capacity that is based on 
renewable energy, the Israel Electric Corporation’s system management unit 
will improve its capabilities regarding weather parameters that are related to 
electricity production, such as solar radiation, wind velocity, and so forth.

Great importance is attached to the estimation and management of risks 
according to the various scenarios of climate change: incremental climate 
change (rise of sea level, frequency and intensity of storms and their influence 
on the location of coastal energy infrastructures) and extreme climatic events 
(heat/cold waves) that will influence both the functioning of infrastructure 
networks and critical services in the national energy supply system and the 
functioning of critical infrastructure systems that are supported by energy 
supply systems.

With regard to the planning contexts, it is important that the deployment 
and preparedness of the energy industry for different climate scenarios be 
adapted to every geographic region and its particular demands; there is no 
single, tailor-made solution for risk reduction. Each stakeholder, at every 
level, has a complementary role in planning and implementation of the 
adaptation design. All interested partners should strive to achieve synergy 
in the steps taken to reduce risks. In these processes the cost factor must 
also be considered, so as to moderate the financial burden on the customers. 
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One important way to ensure the effectiveness of risk reduction is to take 
an inclusive approach regarding other risk factors such as earthquakes and 
security threats. Various constraints are liable to lead to harmful adaptation 
actions that might be caused by lack of awareness, limitations of resources, 
inadequate integration, or over-emphasis on short term results.

It is possible to insure a localized system against the ramifications of a 
disaster. Damage at a national level, on the other hand, is usually insured 
by the state, which is capable of assuming responsibility for the damage. 
For example, the Israeli government knew how to create one of the most 
advanced insurance systems in the world for agriculture (a joint company 
of the government and the farmers called the Insurance Fund for Natural 
Risks in Agriculture [KANAT]). This company set up a mechanism for 
insuring against natural disasters while distinguishing between a “local” 
and “national” natural disaster, which enables management of the financial 
damage of a large natural disaster.

We recommend that the Ministry of National Infrastructures, Energy, and 
Water promote the recommencement of the writing of standards for additional 
sections of Standard 413 (which addresses the construction of earthquake-
resistant buildings and houses), emphasizing the electrical installations that 
are not currently covered by the Standard and requiring critical electrical 
installations to comply with these standards. Furthermore, we propose the 
installation of transformers and water pumps around power stations near the 
coast that will automatically start working in the event of flooding.

Decentralized Conventional Production Facilities
The development of a distribution network for natural gas enables the 
establishment of local units for the production of electricity and thermal 
energy that are connected to the medium voltage electrical grid with a 
capacity of up to about 16 MW. These production units allow for the continual 
functioning of the specified area (kibbutz, university campus, commercial 
shopping center, etc.) even in the absence of supply from the electrical grid 
(although they are dependent on a regular supply of gas and are exposed 
to the risk of non-supply or partial supply depending on the nature of the 
backup installations to be constructed on every site).

The decentralized private production of electricity, with a capacity of up 
to 16 MV, will primarily serve the medium voltage consumers connected to 
the substations. No use, therefore, will be made of the high voltage electrical 
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grid, which is more exposed to unusual events, and the output of the power 
station will be transmitted short distances to the consumers connected to 
the substation.

The construction of decentralized power stations will facilitate the provision 
of significant output in their vicinity, while maintaining the option of the 
immediate transition to working in “island mode” in the event of a disruption, 
so as to respond to the required consumption.

Power stations with a low nominal capacity in the medium voltage 
electrical grid are generally characterized by the implementation of motor 
technology. A motor has a crucial technological capability that is expressed 
in its ability to achieve full production capacity within two minutes, while 
the time required for the most successful turbine to reach full production 
capacity is at least fifteen minutes. Only pumped storage electricity production 
technologies are capable of faster entry into electricity production (and this 
refers to storage, and not production). Consequently, the power stations that 
operate using motor technology can serve the system manager as backup 
units for a rapid response to a sharp drop in the production capability of the 
various manufacturers or to a sharp increase in the demand for electricity.

Production Facilities Using Renewable Energy
Renewable energy is defined as energy that does not incur environmental 
pollution and uses resources that are naturally replenished. The best examples 
of renewable energy are solar energy, wind energy, and energy generated 
from biogas. The best use of renewable energy is for the production of 
electrical energy, although it can also produce thermal energy, which in turn 
is used for numerous industrial and domestic applications such as heating, 
cooling, and so on

Over the past fifteen years, awareness has increased throughout the world, 
including in Israel, of the need to expand the use of renewable energy into a 
greater percentage of the total use of energy for the production of electricity. 
This awareness is reflected in government decisions96 and in the Electricity 
Authority’s regulations for the promotion of the construction of electricity 
generation facilities based on renewable energy. The most obvious and 
effective regulations have been in the field of solar and photovoltaic energy. 
In the coming years, significant developments are also expected in the fields 
of wind and biogas energy.
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The production of electricity from solar, wind, and biogas energy has 
a number of outstanding characteristics that are relevant to the security of 
the electrical grid:
1.	 Less dependency on a vulnerable infrastructure. While it is possible 

to harm electricity production facilities that are driven by natural gas 
or coal by damaging the supply lines, sun rays or wind cannot be 
prevented from reaching the production facilities nor can the biological 
process producing biogas be obstructed. Sources of renewable energy 
are, therefore, regularly available even during any type of electricity 
disruption. Renewable energy can serve as an available substitute for 
some of Israel’s electricity needs.

2.	 Scalability of the system. Production facilities using renewable energy 
may generally be constructed with a broad range of capacities, starting 
from a few KW and reaching tens or even hundreds of MW. This means 
that renewable energy production facilities may be used to ensure the 
supply of electricity (at least partially) for relatively small areas, such as 
private homes, condominiums, and even for neighborhoods, industrial 
zones, kibbutzim, and moshavim, regardless of any damage incurred 
to the transmission and distribution infrastructure that feed these areas.

This characteristic, which provides a modular production solution, 
matches the widespread trend in the planning of modern electricity systems, 
namely, “islanding.” Islanding refers to groups of consumers as a local 
system (micro-grid) that can, as a result of a malfunction, be separated 
from the national grid and yet continue to enjoy electrical functioning. 
Current regulations, however, do not permit working in this “island 
mode.” In the absence of proper grid voltage and frequency, the convertors 
currently approved for use cannot transfer the capacity of the photovoltaic 
system to the electrical grid. This ruling is rational for medium and large 
photovoltaic systems that do not have close and identified consumers. 
However, we suggest a reappraisal of these regulations regarding small 
systems, particularly domestic. 

3.	 Survivability of the facility. Production facilities using renewable energy 
with significant production capacities are generally deployed over a large 
area, thereby increasing their chances of being hit by missiles and rockets. 
However, these facilities are modular, and thus the unserviceability 
of one will usually not shut down the entire production facility. For 
example, a large photovoltaic facility with a capacity of about 40 MW 
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currently located in southern Israel is to be connected to the high voltage 
electrical grid. This installation comprises about 400,000 modules and 
40 convertors. Damage to a few tens or hundreds of modules will have 
a negligible effect. Furthermore, the time required to replace damaged 
convertors is relatively short, and, assuming that there is a suitable stock, 
replacement will only take a few hours or days.

4.	 Speed of set up/repair. The modularity of the production facilities using 
renewable energy, especially solar photovoltaic energy, allows rapid 
construction and replacement of damaged parts in the facility, and in 
fact increases the speed of rehabilitation of the entire system following 
damage. For example, if a photovoltaic facility in Israel is damaged, it 
will only take a few weeks to replace the damaged modules. Damage to 
a conventional facility caused by rockets would, of course, be far more 
serious, and the repair time would therefore be far more protracted.
Most of the production facilities based on renewable energy currently 

have a significant disadvantage compared to those using conventional energy 
due to their dependence on an energy source that is not always available, 
such as sun or wind. The solution to this problem lies in storage facilities 
that can enable bridging between periods when the source of the renewable 
energy is available and when it is not available. Various methods exist for 
energy storage (thermal, electrical, water, and compressed air storage), and 
it is still too early to say which method is preferred. It is likely that different 
storage methods will match different quantities of energy.

Storage in solar thermal projects enables the continuous flow of renewable 
energy to the electrical grid. The Israeli government has initiated Ashalim, 
a project that includes two solar thermal power stations (as well as one 
photovoltaic power station): one is based on parabolic trough technology 
(that uses concave mirrors to focus sunlight on a heating element located 
in the center of the mirrors) with a nominal capacity of 136 MW; and the 
other is based on solar tower technology (that makes use of a field of moving 
mirrors, heliostats, which focus sunlight on a central heating element that is 
located at the top of a reception tower) with a nominal capacity of 125 MW.

In a world in which the means of production are based on fossil fuels, such 
as gas, coal, diesel fuel, and fuel oil, renewable energy plays an important 
role in a range of production sources and sites. Management of an electrical 
system which is connected to numerous sites of solar energy, wind energy, 
and pumped storage (see below) could improve the survivability of the system 
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and strengthen the general security of the electrical system. We therefore 
recommend accelerating the development of renewable energy in Israel. We 
also propose that Israel adopt a policy that will enable the continued supply 
of electricity following a disruption to ensure operational continuity in the 
private home and, subsequently, in other consumer sectors. 

Pumped Storage
A number of pumped storage projects are currently being advanced in Israel, 
each with a capacity of hundreds of MW. Pumped storage facilities pump water 
from a lower to an upper reservoir during off-peak demands for electricity 
and release the water in the opposite direction, thus exploiting its energy for 
the production of electricity, during peak demand or according to the need 
of the electrical system. Pumped storage facilities have an especially rapid 
response and are, consequently, a vital tool in the hands of the electrical 
system manager for treatment of emergencies. These installations can also 
supplement the missing hours of the production of renewable energy and, 
by means of integrated management, enable the flow of electricity to the 
grid over a course of time.

The current regulation regarding pumped storage facilities fixes the quota 
at the overall amount of 800 MW. This figure was, apparently, determined 
either because this was the capacity of the proposed pumped storage project 
at the Israel Electric Corporation’s site by the Dead Sea or because this figure 
constituted about 8 percent of the overall nominal capacity of the electrical 
system at the time and pumped storage capacity tends to lie between 8 and 
10 percent of the total nominal capacity. In the intervening years since this 
regulation was issued, the total nominal capacity has increased and is today 
greater than 13 GW. The scale of the production facilities using renewable 
energy has also increased considerably, which necessitates storage capability. 
It therefore seems appropriate to enlarge the quota allocated for production 
facilities using pumped storage due to both their high defensibility against 
various threats and their contribution to the extended use of production 
facilities using renewable energy.

Accessibility
The Israel Electric Corporation explained some of the delay in restoring the 
electricity supply to consumers during the events of the winter of 2013 as a 
result of the difficulty in reaching sites where the electricity infrastructures 
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were damaged. This was due to both the shortage of suitable equipment 
and the behavior of civilians whose vehicles blocked the main routes. 
These events exposed the problems of accessibility and the availability of 
maintenance teams during serious disruptions.

This highlighted the need to monitor the shortage of vehicles with 
high accessibility, estimate the cost of their procurement, and examine the 
cost-effectiveness and feasibility of self-equipping by the Israel Electric 
Corporation. Self-equipping should be compared with the option of using 
military equipment at times of emergency, taking into consideration their 
immediate availability. Shared procedures must also be examined and 
formulated for the Israel Electric Corporation and the Israel Police to ensure 
the barring of civilians from regions of high risk as well as the free and fast 
flow of first responders to the affected arena.

Electromagnetic Pulse
In contrast to other threats that have already occurred, at least to some 
extent (attacks by missiles and rockets, natural disasters, cyber attacks), the 
electromagnetic pulse threat has not yet occurred. The potential intensity 
of this threat and the low cost of protection against it require the allocation 
of financial resources to the Israel Electric Corporation.

It is still not possible to accurately assess the likelihood that the 
electromagnetic pulse threat will be realized. Consequently, the risk it entails 
needs systemic attention, including the adequate preparation of programs 
and response teams as well as careful investment in the hardening of the 
relevant infrastructures. This will significantly improve the capability of 
the system to meet electromagnetic pulse threats and even to prevent the 
collapse of the electrical system. The major barrier to coping with this threat 
results from lack of awareness and insufficient familiarity.

Guidelines regarding Organization and Structure
For many years “Israel Electric Corporation” and “the electricity industry” 
were synonymous. It was therefore logical for the Israel Electric Corporation 
to be responsible for the preparedness of Israel’s entire electricity sector, 
including in a state of emergency. This was enabled by the High Authority 
for Power (Electricity) During a State of Emergency that forms part of the 
National Emergency Management Authority (NEMA) (Hebrew MELACH) 
which is responsible for the civilian economy during times of emergency. 
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This authority was headed by the CEO of the Israel Electric Corporation, 
and most of its members were company employees. There are, we believe, 
at least two reasons to now change this historical situation.

First, the Israel Electric Corporation is tested and increasingly managed 
by means of business and economic considerations. These are not always 
identical to state and security considerations, especially prior to a crisis 
or during emergencies. The gap is therefore widening between the Israel 
Electric Corporation’s interest in making investments from its own resources 
in preparedness for emergencies and the broader recognized needs for 
preparedness for emergencies.

Second, while still the major producer, the Israel Electric Corporation 
is no longer the sole producer of electricity in Israel; there now operate 
alongside it other significant producers. The Israel Electric Corporation’s 
share in the production of electricity is likely to stabilize within a few years 
at approximately 60 percent of total production. In the field of transmission, 
the Israel Electric Corporation will, at least in the foreseeable future, remain 
the sole player, but in the fields of distribution and supply there are already 
additional players, albeit on a relatively small scale.

The future of the system management unit, one of the most important 
functions in the operation of electricity at times of emergency, is under 
examination and consequently is unclear at the moment. In discussions 
about the reform of the electricity sector, it seems that there has been some 
agreement, at least in principle, that the system management unit will 
cease to be part of the Israel Electric Corporation and will instead become 
a government company; however, the future of the entire reform remains 
ambiguous. We predict that if and when these discussions are renewed and 
reform subsequently implemented, the system management unit will operate, 
in some form or other, outside of the Israel Electric Corporation. Responsibility 
for the management of the electricity economy during emergencies will, 
therefore, not lie with the Israel Electric Corporation.

On the other hand, it seems that state agencies, mainly the Ministry of 
Energy, currently lack sufficient tools to replace the Israel Electric Corporation 
in the actual management of electricity during emergencies. Israel’s security 
agencies are likely to have better and more efficient management resources 
for such management, but they lack the adequate professional knowledge. 
Furthermore, the defense establishment’s availability to assist the civilian 
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electrical system during emergencies will be limited due to the more urgent 
needs of the day.

The preferred solution would be to set up a higher authority for power 
(electricity) inside the electricity administration of the Ministry of National 
Infrastructures whose major functions would comprise:
1.	 Formulation of policy for the operation of electricity during emergencies.
2.	 Advancement of primary and secondary legislation on the matter.
3.	 Determination of standards for the operation of the system.
4.	 Planning of the future system while determining responsibility, a timetable, 

and a budget in accordance with needs.
5.	 Supervision of the implementation of the policy and execution of the 

program by the Israel Electric Corporation and the other private utility 
providers. 
If the decision is taken to set up this higher authority for electric power, 

it will be necessary to construct flexible but agreed mechanisms that will 
ensure horizontal collaboration and cooperation between the regulator and 
the other governmental parties, such as NEMA, the Home Front Command, 
and others, as well as vertically, with the Israel Electric Corporation and all 
other service providers in the electricity sector. While such mechanisms are 
essential, they are not easy to set up and operate. Israel’s prior experience 
regarding preparedness for emergencies and operation of the electrical system 
during emergencies is not encouraging. We must learn from acknowledged 
failures and build an improved model that will ensure optimal operation of the 
system during a state of emergency. One important question in this context 
is: who will fund the preparedness and operation during emergencies – the 
state or the operator?

Community Guidelines
General
All future preparation for improving the capability of the electrical system 
to cope with mass disasters must take into account human, organizational, 
social, and political aspects as a basis for building a suitable response to 
threats against the system. All these aspects must form part of the preliminary 
design and the subsequent implementation in the field, in addition to and 
combined with the technological and organizational aspects set forth above. 
It should be emphasized that the overall resilience of the electrical system 
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necessitates a range of combined efforts in order to improve the chance of 
rapid recovery in the wake of serious disruptions.

Our basic assumption is that each of the elements is important in and of 
itself. However, only the strict integration of all – in preliminary thinking, 
planning, preparation, drilling, and ongoing control – will ensure the best 
results.

Our recommendations in this category will be presented in accordance 
with the different target audiences. They mainly address extreme emergencies 
including “black sky events.”

Electrical Grid Operators 
Electrical system operators constitute an essential and primary link in the 
restoration of normal functioning in the wake of severe damage. The operators 
themselves will be directly or indirectly affected by the disruption, which 
might postpone or reduce their capacity to achieve full and rapid recovery. 
This might constitute a significant drawback in the overall capability. A 
series of considerations must thus be made in advance such as: recognition 
of the professional challenge and ways to deal with it, and ways to enhance 
situation awareness; the presence of professional staff (quantitative and 
qualitative) on the relevant sites; and the training of the teams to act under 
unfamiliar conditions and in environmental chaos. It is important to find 
ways to overcome such barriers, including the careful planning of operational 
teams for extreme events; the preliminary placement of professional and 
semi-professional staff for long periods of time; the planning and execution 
of training schemes, exercises, and simulations based on expected (and 
less expected) scenarios; the employment of managers at the various levels 
needed for the engagement of expanded work teams at times of emergency; 
the formulation of plans for boosting the motivation of employees (and their 
families) in order to guarantee their full agreement to work under difficult 
emergency conditions over an extended period of time.

First Responders 
In extreme events, the damaged electrical system will create high dependence 
on the external elements that are supposed to provide information, support, 
aid, and rescue for the system operators and internal emergency teams. The 
greatest and most immediate barrier to the proper functioning of the first 
response teams will be the damage to the orderly supply of electricity that 
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is essential for the operation of these teams. Such damage is also liable to 
disrupt the telecommunications required for the operation of the various 
teams in the field. 

The command and control system is liable to be seriously if not totally 
disrupted, at least in certain, possibly critical, segments. Telecommunications 
are naturally vital in such cases not only between external aid bodies and 
persons in the damaged electrical system but also within the external aid 
agencies themselves. This refers not only to the essential training aspects 
of multisystem and multichannel telecommunications – a condition for the 
successful restoration of the system after a crash – but also to the decisive 
issue of command and control at different levels. This central issue must 
be addressed in advance.

The emergency system must be planned according to a possible shortage 
of fuel that is liable to seriously affect the arrival of the emergency teams at 
the relevant sites and their ability to function. The internal and external teams 
must be briefed and trained to act in time of extreme fuel and electricity 
limitations. There must be special procedures for such scenarios, in addition 
to alternative means of telecommunications. Extended dependence on external 
bodies creates unexpected obstacles, including the confinement of external 
forces to this and other sites. These also necessitate a program of prior 
coordination, joint procedures, and joint command and control systems, the 
setting of priorities in the allocation of forces, and ongoing joint exercises 
with all the external bodies likely to be cooperating in emergencies.

Customers, the Community, and the Public
Supplying electricity is currently regarded as the task of the authorities 
alone, both in the everyday and at times of emergency. This is in contrast, 
for example, to the case of water in which it is easy to explain to the public 
that they should be prepared for a minimum supply of water at times of 
emergency. Technically speaking, it is possible to supply a certain amount 
of electricity independently by means of simple and cheap devices that will 
enable the operation of basic domestic appliances: for example, outlets for 
low-power appliances such as computers, phones, refrigerators, and others. 
Subsidies or public explanations could be used to encourage the purchase of 
such devices. For example, systems currently exist for the local production 
of electricity with a nominal capacity starting from 1 KW that can supply 
most of the electrical consumption and thermal energy of a household. Each 
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household whose basic electricity means are thus supplied considerably aids 
the authorities in times of emergency.

The greatest challenge is the ability to change the approach of the electricity 
consumers from potential victims of a prolonged blackout and its possibly 
serious ramifications to an active and functioning community capable of 
functioning even at a time of protracted emergency. In many cases, a blackout 
is likely to be only one of the aspects of the disaster.

Our initial assumption is that a passive community is a vulnerable one 
that hinders both its own capacities and the capacities of the first responders 
and service providers. An active community, on the other hand, has greater 
resilience, which allows it to recover rapidly and cope effectively with 
various disruptions while mobilizing its own resources, including those 
damaged as a result of the serious disruption. The overall aim is to maximize 
the potential of the community and all its elements – the people, the groups, 
the informal organizations, and the volunteers – and to transform them from 
victims to assets.

Understanding this concept demands ongoing efforts in advance of the 
occurrence of disaster. Both the formal and informal leaders of the community 
must be aware of the expected risks and act accordingly in order to increase 
the social resilience of the community. In every community there are important 
bodies with great potential to help that can be recruited in advance, such as 
high school and college students and various volunteer organizations. Their 
recruitment and training, including for action during times of emergency, 
may be done by means of special emergency programs.

During emergencies special importance is attached to the circulation of 
relevant information to the public. Lack of sufficient information constitutes 
a major obstacle. Consequently, prior arrangements should be made for 
the distribution of information, even under restricted circumstances. There 
should also be special provisions and programs for people with disabilities 
both in institutions and in the community at large.

Efficient functioning at times of emergency demands prior training. 
We suggest holding a power outage drill in specific areas once every few 
years in which the functioning of all the emergency systems and forces can 
be examined. A decentralized electricity production system, for example, 
increases the community’s ability to act independently and supply its own 
energy while attempting to stabilize living conditions at their routine level 
in a short period of time. The current establishment of production units with 
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a capacity of up to 16 MVA within the areas of kibbutzim and industrial 
zones may be an important step in this process.

The Media
The media is of special importance during times of emergency. Both 
traditional media and digital social media will continue to serve as major 
resources, assuming their relative availability. The issue of media availability 
and accessible and reliable alternatives demands prior attention. Credible 
media and the flow of public information is an absolute necessity for obvious 
psychological and emotional reasons.

Advance attention must also be paid to the planning and construction 
of an orderly flow of information and communication to the public during 
emergencies. We suggest a unified telecommunications center whose major 
role will be to update the public regarding developments and instructions. 
The electrical system must be part of this endeavor.

Summary 
The need to provide a response to the threats to Israel’s sensitive infrastructure 
installations demands an extensive and comprehensive national effort far 
beyond the electrical system’s professional responsibility. Existing institutional 
regulations do not provide an adequate response. A fundamental change 
is necessary, alongside the creation of a system that will ensure societal 
resilience for the entire public in the event of serious long term disruption 
to the electricity supply.

A sense of national awareness and understanding must be fostered among 
decision makers that will form a solid basis for the formulation of clear 
national policy and for long term planning, the orderly distribution of 
functions, the allocation of priorities, and the ongoing monitoring of actual 
implementation. There are many different partners outside the electrical 
system involved in the proper handling of the challenge; this makes it even 
harder to manage than just the necessary technological preparedness.

System preparation for extreme conditions is a difficult, protracted, and 
multifarious process. It is possible, however, provided there is suitable 
awareness at the various levels. This is precisely why there is already a 
pressing need for the entire gamut of stakeholders to think, plan, and act; 
they will thus be ready to provide a proper systemic response in time and 
not, as has often been the case, be forced to improvise while under the 
pressure of disruptions. 



Appendix: Basic Terms in the Electrical System

Voltage and Current
If the electrical system is compared to the fluid system, then electrical 
voltage corresponds to the pressure of the liquid. The electrical current 
corresponds to the flow of liquid, in other words, the rate of fluid flow. The 
voltage is measured in volts (V) or KV (thousands of volts), and the current 
is measured in amperes (A).

There are a number of standard levels of voltage in the electrical system 
in Israel:
1.	 Extra high voltage of 400 KV
2.	 High voltage of 161 KV and a few dozen kilometers of 110 KV
3.	 Medium voltage of 33 KV, 22 KV, 12.6 KV, etc.
4.	 Low voltage of 0.4 KV
5.	 In private installations (not in Israel Electric Corporation electrical grids) 

there is also very low voltage of 50 V, and in special applications, 24 V 
(agricultural sites) and 12 V (swimming pools).

Frequency
Most of the electrical systems operate using alternating current (AC), and 
their currents and voltages vary cyclically. The frequency is the number of 
cycles per second and is measured in units of hertz (Hz). The usual frequencies 
throughout the world are 50 Hz or 60 Hz and, in special applications, also 
16.67 Hz and 400 Hz. The frequency customary in Israel is 50 Hz.

Power
Electrical power is the quantity of electrical energy per unit of time. It 
is usually measured in units of watts (W) and sometimes (mainly when 
speaking of motors) in units of horsepower (HP). The electrical capacity is 
proportional to the production of voltage and current. A given quantity of 
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power may be transferred at low voltage and high current or at high voltage 
and low current.

Production
Power stations

Substations

Switching station Switching station

High voltage pylons

Private manufacturer

Medium voltage pylons

Low voltage pylons

Distribution transformers

Consumers of low voltage

Consumers of medium voltage

Transmission

Medium voltage distribution

Low voltage distribution

Fig. 1. The physical segments of the electrical system

The higher the voltage, the greater its danger and the larger the safety 
margins necessary to prevent injury. The higher the current, the greater the 
losses of the electrical grid. Consequently, electricity intended to travel long 
distances from the power stations to the proximity of the consumers is usually 
transmitted at high voltages and with a low current. The losses of the electrical 
grid are thus minimized and the necessary safety margins maintained with 
no particular difficulty. As electricity reaches the consumers, the voltage 
is lowered (which reduces the safety margins) and the current increased. 
While the increase of the current in the proximity of the consumers does 
increase the losses, this is acceptable due to the relatively short distances.

Transformers
A transformer is a device that enables changes in the voltages and currents. 
Transformers are usually defined according to the input and output voltages 
and the power that it can transform.
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Segments of the Electrical System
It is customary to divide the electrical system into the following physical 
segments (fig. 1):
1.	 Generation – This segment includes the electricity production units.
2.	 Transmission – This segment includes the transmission grids with voltages 

of 400 KV, 161 KV, and 110 KV, switching stations that constitute 
intersections of the transmission grids, and substations that connect the 
161 KV grids to the medium voltage grids of 33 KV, 22 KV, and 12.6 
KV. In the transmission segment, electrical energy is transferred from 
the production units to the edges of the consumption centers. Only a 
small number of consumers (less than 50) or a particularly large number 
of consumers are connected to the transmission grid.

3.	 Distribution – This segment includes medium voltage distribution grids 
of 33 KV, 22 KV, and 12.6 KV, low voltage grids of 400 V, and the 
transformation stations that connect the medium voltage grids to the 
low voltage grids. In this segment the electrical energy is transmitted 
from the substations to the consumers. Some consumers (about 3000) 
use medium voltage, while most (about 2.5 million) use low voltage.
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 Many countries in the West, including Israel, have realized that their national 
security depends in part on the resilience of the home front. This resilience relies 
largely on the reasonable and continuous functioning of the various systems 
that serve it, frst and foremost the orderly provision of the basic products of 
critical national infrastructures. The electrical system has a major place among 
these infrastructures because of the potential risk of a protracted blackout over 
large parts of the country and the paralysis of vital national systems.

Securing the Electrical System in Israel: Proposing a Grand Strategy examines the 
major external threats facing Israel’s electrical system and the current responses 
to these threats. It offers an assessment of the Israeli situation and looks at tools 
that have been implemented abroad, particularly in the United States, that might 
be useful models for Israel. This analysis provides a basis for recommendations 
regarding what should be done in order to improve the preparedness of the 
electrical system to cope with signifcant risks to Israeli national security. The 
study contends that the security of the electrical system ultimately depends on 
a comprehensive strategy – which does not currently exist in Israel – that will 
ensure the secure supply of cheap and available energy to meet Israel’s civilian 
and military needs.
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