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Relying on a Splintered Reed? 
Intelligence about Allies and Partners

Udi Golan 

Israel has recently been thrust into a tenuous and declining situation 

with regard to its allies and strategic partners. The toppling of President 

Mubarak in Egypt surprised intelligence organizations in Israel and the 

West; the Israeli embassy in Cairo was attacked by mobs and evacuated; 

and uncertainty hovers over the future of Israel’s relations with Egypt. 

The web of strategic relations with Turkey has collapsed and Prime 

Minister Recep Tayyip Erdo�an has sounded militant declarations 

against Israel. The unrest in the Middle East raises questions about the 

stability of the Jordanian regime and the future of Israel’s relations with 

the monarchy. Even with regard to the United States, voices have warned 

of cooler relations and in the longer term, of the waning of the strategic 

alliance with Israel.

1

 

It is only natural that intelligence focus on the enemy – gathering 

intelligence and studying the states that represent a threat to the country 

and are liable to go to war against it. However, as recent events have 

shown, a surprise on the part of a nation’s ally or partner can also have 

far reaching implications. A warning about relying on a questionable 

ally or unreliable partner was issued already in the time of the Bible by 

Assyrian King Sennacherib to Hezekiah, King of Judah, who rebelled 

against Assyria and sought to rely on Egypt: “You are relying on Egypt, 

that splintered reed of a staff, which enters and punctures the palm of 

anyone who leans on it” (Isaiah 36:6).

2

In contemporary times, Israel has encountered a number of instances 

where a change in an ally had strategic meaning (such as the fall of the 
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Shah in Iran; the alliance with the Christians in Lebanon 1975-83; the 

collapse of the South Lebanon Army and its effect on Israel’s withdrawal 

from Lebanon). Today too Israel is forced to confront a complex reality in 

which intelligence not just about its enemies but also about its allies and 

partners is of the utmost importance. Pressing current questions in this 

vein include: can the Palestinian security forces stand up to Hamas? is it 

possible to put together a coalition against Iran consisting of moderate 

Arab nations? how stable are the moderate Arab regimes?

This essay addresses the growing importance of intelligence about 

allies, particularly in light of the scant academic research on the topic. 

“Allies” and “partners” refer here to states or non-state actors with which 

a state maintains security relations, and not only states with which 

official treaties have been signed. The essay does not deal with political 

and/or diplomatic intelligence routinely gathered about various states, 

rather intelligence about allies that is important from strategic and 

security perspectives. The essay claims that intelligence organizations 

confront unique challenges and dilemmas (in terms of gathering, 

research, relations between the intelligence community and the political 

leadership, and more) when the object is an ally or partner (intra-alliance 

intelligence) rather than an enemy. Most of the information in the field of 

intelligence about allies is classified. The essay is based on non-classified 

information and uses some prominent examples from the Israeli and 

American experience in order to present the complexity and dilemmas of 

intelligence about allies.

The Need for Intra-Alliance Intelligence

Espionage and the use of intelligence services vis-à-vis allies and partners 

are common phenomena in the world of intelligence. Even where there 

may be operational or intelligence cooperation between allies in a 

certain area, such as the war on terrorism, at the same time allies gather 

intelligence about one another and relate to this as a straightforward 

intelligence objective.

3

Given the nature of the subject matter, which because of its political 

sensitivity has remained classified for many years, intelligence gathering 

among allies and its role in creating and managing alliances and coalitions 

has been studied little at the academic level (though in the 1990s there was 

some academic interest in economic and industrial espionage between 
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allies). In a 1998 essay in the journal Intelligence and National Security, 

Prof. Martin Alexander quoted a definition of intelligence as “the missing 

dimension” in the study of international relations, and named the 

secondary field of intra-alliance intelligence as “the missing dimension of 

the missing dimension.”

4

 Following the September 11 attacks, academic 

research on intelligence liaisons and cooperation between intelligence 

organizations grew.

5

 However, these areas do not sufficiently address the 

expanding phenomenon of deviations from traditional alliances (NATO) 

and cooperation between the US and random allies and partners whose 

loyalty is suspect and might even represent a potential threat (Pakistan, 

Karzai’s regime in Afghanistan, the new regime in Iraq, and others). The 

need for intelligence surveillance about these new or occasional allies is 

critical.

6

 

For the US the question of intelligence gathering about allies is 

particularly apparent in the case of Pakistan, on the one hand an 

important ally in the war on terrorism, but on the other hand, a nuclear 

power suffering from political instability and a state suspected of 

providing assistance or harboring elements that provide such assistance 

to the Taliban and al-Qaeda. The US has cooperated with Pakistan in 

the war on terrorism, but has also carried out independent intelligence 

operations in Pakistan, including surveillance of the Pakistani armed 

forces and intelligence services. The elimination of Osama Bin Laden 

by US special forces on Pakistani soil without prior coordination with 

the Pakistani government and military is an excellent example of the 

problematic relations between the two allies.

7

Though obviously in a different category, Israel too is the subject of 

American intelligence gathering activity, primarily because of Israel’s 

ability to make unilateral moves that affect American interests in the 

Middle East. The US has followed the development of Israel’s nuclear 

program, continues to follow construction in the territories, and in 

general takes a great deal of intelligence interest in Israel (e.g., will 

Israel attack the Iranian nuclear installations), but it is only rarely that 

information about this is made public.

8

Academic research in the field of intelligence has dealt extensively 

with the question of intelligence surprises and failures, especially 

surprise attacks on the part of a hostile nation (Operation Barbarossa, 

the attack on Pearl Harbor, and the Yom Kippur War).

9

 However, there 
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has been virtually no study of the phenomenon of surprises by allies. It is 

important to distinguish between allies/partners that do not represent a 

threat and are unlikely to become an enemy, though there is an interest in 

conducting relevant surveillance, as opposed to allies/partners that are 

liable to become future enemies. Likewise, it is important to distinguish 

between intentional changes initiated by the leaderships of allied states 

(such as severing relations) on the one hand, and on the other, events that 

lead to material changes (e.g., a revolution that surprises even the leader 

of the ally in question), consequently affecting the relations between the 

nations. Allies may generate several types of surprises:

a. A state ally/partner undergoes a transition and becomes a state enemy.

b. The ally/partner deserts the alliance and becomes neutral and 

uncooperative.

c. The ally/partner undergoes a political/military collapse in wartime 

(e.g., the quick collapse of France in the face of the Nazi attack in May 

1940, surprising Great Britain).

10

 

d. The ally goes to war or undertakes a military operation without prior 

coordination, with ramifications for the state, including the risk of 

being dragged into the fighting (Great Britain, France, and Israel 

went to war in 1956 without coordination with the United States).

e. A revolt or a change in the regime of the ally/partner leads to a change 

in relations and possibly even the loss of the ally/partner (the fall of 

the Shah and the rise of Khomeini’s regime led to the loss of Iran as a 

central ally of the US and Israel).

Intelligence vis-à-vis an Ally/Partner

How are different stages in the intelligence cycle, i.e., the work of 

intelligence, affected when the object is an ally rather than an enemy?

Critical Data Identification

The first task in intelligence work is critical data identification (CDI), 

i.e., setting priorities (determining which states and areas should be of 

focus), and deciding how to use available resources (recruiting agents, 

wiretapping, training investigators, acquiring language capabilities, 

and so on). The highest priority of CDI has traditionally been given to 

early warning of war; in recent decades, terrorism and the proliferation 

of non-conventional weapons have also assumed primacy in critical 
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data identification. During the Cold War, the US directed most of its 

intelligence efforts to the USSR. In the first three decades of the state, 

Israel focused its efforts on states with which it was in conflict and the 

risk of conventional war; Egypt was the primary object until the 1979 

peace agreement. Over the next twenty years, Iran headed the list of 

priorities, alongside Syria, Hizbollah, and Hamas. Allies too, especially 

those whose actions have important implications for national interests, 

are included in CDI, but fewer resources and much less attention are 

directed to them.

11

Intelligence Gathering

At least on official levels, allies and partners assume certain restrictions 

in espionage and intelligence gathering activities against one another. In 

1951, Israel and the United States (the Mossad and the CIA) reached an 

agreement about intelligence cooperation that included an understanding 

that they would not spy on one another. However, in 1952-53, the FBI 

claimed that some Israeli intelligence representatives in the United States 

were involved in illegal espionage activity on American soil.

12

 Since the 

peace treaty with Egypt, Israel has imposed limits on covert intelligence 

gathering there. Over the years there have been several Egyptian reports 

about arrests in Egypt of people accused of spying for Israel, the best 

known among them being Azzam Azzam and more recently Ilan Grapel. 

Israel has denied that either acted as spies on Israel’s behalf.

13

One may distinguish between active, invasive means of intelligence 

gathering, whose use against allies would be considered illegitimate, and 

passive means of intelligence gathering, which would be considered less 

problematic. Humint – the deployment of spies or other human sources 

– is considered illegitimate, as illustrated by the Pollard case. Jonathan 

Pollard, a US Navy intelligence analyst who spied for Israel, did not 

collect intelligence about the US, but gathered information about Arab 

states from American databases. However, the very fact that Israel, an 

ally, operated a spy in the US was seen as highly problematic, evidenced 

by the heavy sentence imposed on Pollard and the refusal to grant him a 

pardon. The affair damaged relations between the nations (intelligence 

relations were suspended for a short while) and Israel consequently 

made a commitment not to engage in espionage in the United States.

14
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Signals intelligence (Sigint) – planting wiretaps on the soil of a friendly 

nation or in its embassies – is also illegitimate, though ambassadors 

operate on the assumption that their conversations are tapped and take 

necessary precautions. However, more passive eavesdropping – by 

means of satellites or other means not located on the ally’s soil – is less 

problematic. In the field of visual intelligence (visint), sorties of planes 

taking aerial photographs in the airspace of an ally are problematic, 

whereas satellite photography does not violate the sovereignty of a 

nation. Likewise, intelligence gathering by means of special units is 

unacceptable with regard to an ally.

Embassy staff and/or military attachés stationed in an allied nation 

can also be considered intelligence gathering operatives. They operate 

under clear limitations and are not authorized to use covert methods 

associated with intelligence operatives. The gathering of internal 

political and even security intelligence is seen as legitimate if it is done 

using acceptable methods (e.g., open sources, meetings of diplomats 

and military attachés for debriefings). Here too, however, there may be 

a blurring of the line separating diplomatic activity and military liaisons 

from covert intelligence activity. There have been cases in which embassy 

personnel and military attachés have been expelled from the host nation 

on the basis of accusations of espionage.

15

With regard to intelligence gathering, relating to an ally as if it were an 

enemy is liable to be a self-fulfilling prophecy. The exposure of espionage 

on allied soil or publicizing the very fact that intelligence relates to the 

ally as if it were a threat is liable to damage relations between allies and 

be the source of considerable tension.

The fall of the Shah in Iran in 1979 demonstrates the importance as 

well as the limits and advantages of intelligence gathering about an ally. 

Israel’s representatives in Iran, Ambassador Uri Lubrani and Mossad 

representatives Reuven Merhav and Eliezer (Geizie) Tzafrir, identified the 

growing destabilization of the Shah’s regime – thanks to their experience 

and ability to travel through Iran and gauge the mood – and submitted 

warnings to that effect. In March 1977, the Israeli government held a 

discussion about the stability of the Shah’s regime and Lubrani made the 

assessment that the regime was in danger and capable of lasting three 

years. An emergency plan for evacuating Israeli personnel from Iran was 

prepared and steps were taken to minimize the damage of the regime’s 
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collapse. By contrast, the American intelligence services failed to foresee 

the Shah’s fall from power.

16

However, the Israeli representatives still found it difficult to gather 

information about the situation in Iran precisely because it was an 

ally: Israel’s connections were with the regime rather than with any 

opposition element. Personnel of the SAVAK (the Iranian internal 

security organization) did not discuss the regime’s stability with their 

Israeli colleagues, and Mossad headquarters did not authorize its 

representative in Iran to contact opposition elements for fear of damaging 

relations with the regime. Only at a later stage, when it was clear that 

the regime was in danger, was an intelligence gathering effort made to 

contact opposition elements. Similarly, the Israeli representatives made 

use of Israeli citizens working in Iran and Iranian Jews in order to gather 

information about the country’s internal situation.

17

Intelligence Liaisons

Intelligence services of allied nations routinely exchange information 

and assessments on shared interests, yet however intensive or extensive 

the exchange of information may be, it is always subject to limitations. 

The information is never shared in its entirety between allies for reasons 

of source confidentiality, contradictory interests, differences of opinion 

regarding the use that will be made of the intelligence, and more. When the 

ally is liable to become a future enemy, there is another consideration to 

withhold information, means, and methods of cooperation, as these might 

later be used against the nation. Intelligence services are not in the habit of 

providing their counterparts with information about the internal situation 

in their own countries (the stability of the regime, internal politics).

Since 9/11 intelligence services around the world have expanded and 

deepened cooperation on the subject of terrorism with the emergence 

of a broad shared interest of fighting al-Qaeda. Israel too is a partner to 

this effort. During the tenure of Meir Dagan, the Mossad reportedly lifted 

limitations and greatly expanded cooperation with foreign intelligence 

services, thereby also increasing intelligence reliance on them.

18

David Ignatius, a senior intelligence commentator for the Washington 

Post, has described a process whereby since the 9/11 attacks, the CIA 

works in close cooperation with the intelligence services of the Arab 

nations (Egypt, Jordan, Tunisia, Yemen, and Saudi Arabia) in the war 
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on terrorism. American intelligence relies more and more on this 

cooperation, as it has yielded good results. At the same time, the CIA has 

curtailed some of its own intelligence activities (intelligence gathering) 

in these nations so as not to damage relations with the hosts and the 

willingness of the political leaders and intelligence services to cooperate. 

According to Ignatius, during the recent uprising in Egypt the CIA had 

several intelligence sources in the country, but far fewer than in the past. 

Edward Walker, a former Assistant Secretary of State for Near Eastern 

affairs and Ambassador to Israel and Egypt, has also claimed that, “We 

became far too overreliant on those networks. When you are totally 

dependent on local intelligence organizations, you tend to protect them.” 

As a result, America too was blind to what the regime would not see, i.e., 

the revolutions in the Arab world.

19

Research

The IDF Military Intelligence Directorate is Israel’s foremost strategic, 

military, and political research element. The ongoing attempt to create 

research pluralism has been only partially successful: the research 

division of the General Security Services (GSS) has been strengthened 

and is now Intelligence’s equal on the subject of the Palestinians. 

Research at the Mossad has also developed, though it specializes 

primarily on specific issues (such as non-conventional weapons), while 

the Center for Political Research at the Ministry of Foreign Affairs has 

failed to become a significant factor in the intelligence community. 

Military Intelligence is still predominant when it comes to formulating a 

comprehensive national intelligence assessment. Its Research Division is 

divided by geographical area and subdivided by country. In each branch 

dealing with a country, there is an internal division into areas (political, 

military), but there are also differences in research emphasis: for non-

enemy states (Egypt, Jordan) there is greater emphasis on the political 

aspect and the question of regime stability. Research on allies is usually 

accorded fewer resources (researchers), quantitatively and possibly also 

qualitatively, than research on enemies. As a result, gaps may be created 

in research information about allies.

20

One of the frequent claims is that the unusual situation in Israel, 

whereby Military Intelligence is responsible for strategic and political 

research, is problematic: given the nature of officers’ training, their 
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short terms of service, their rapid job turnover, and their organizational 

subordination to the military, these officers are experts in the military 

realm but are less trained to handle assessments in the affairs of state, 

internal political matters, and social issues that are critical when it 

comes to regime stability. Research in these areas requires a long period 

of specialization, more varied experience, and a broad civilian and/or 

academic approach. This claim is particularly relevant for research about 

allies. In recent years, Intelligence has worked to improve its research 

capabilities in the non-military areas and to give their researchers 

academic training as well as to recruit researchers with academic 

backgrounds. However, the Ministry of Foreign Affairs and the Mossad 

could potentially improve the level of research about allies should 

their research capabilities be strengthened. A researcher working on a 

certain country who served as a diplomat, a military representative, 

or intelligence officer in that country may have an advantage over a 

researcher who never lived there. Former head of Military Intelligence 

Aharon Zeevi (Farkash) claimed that in 2003-4 Intelligence presented 

the nation’s leaders with an assessment about the instability in the Arab 

world and thereby provided a strategic warning about the revolutions of 

2011, even though it did not predict when precisely the upheavals would 

begin. It may be that in this case too, concentration on the enemy, i.e., 

Iran, the second intifada, the Second Lebanon War, the bombing of the 

Syrian reactor, and Operation Cast Lead, earned more of the attention of 

intelligence personnel and pushed aside consideration of the possibility 

of a revolution in an ally as important as Egypt.

21

Dissemination of Information

Another problem concerns the critical stage of information 

dissemination. Intelligence that fails to reach the right personnel who 

will analyze it and grasp its significance and is therefore not used might 

as well not exist. Covert information about allies, especially information 

touching on the ally’s relations with the nation in question, is particularly 

sensitive. Intelligence in which Israeli statesmen and senior personnel 

are mentioned is the most classified, because of the involvement of 

internal politics and the possibility that political use might be made of it. 

Generally, therefore, such material is made accessible to a few individuals 
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only. The compartmentalization is liable to have a negative impact on the 

ability to gather information and conduct research on an ally.

22

Intelligence and the Political Leadership

Relations between intelligence and the political leadership, by nature 

complex and prone to tensions,

23

 become more complex when the subject 

is intelligence about an ally. Regarding an enemy state, especially when 

there are no diplomatic relations or contacts between leaders (Israel and 

Syria, the US and Iran post-1979, the US and North Korea), intelligence 

personnel have a monopoly on knowledge: they study and are familiar 

with the enemy nation and its leadership. They present their information 

and assessments to the political leadership and advise it. The political 

leadership may formulate its own assessment about the enemy on the 

basis of ideology or a different interpretation of the material with which 

it was presented, but it is dependent on the intelligence personnel who 

represent the political leadership’s source of knowledge.

24

 With regard 

to an ally, the political leadership (or in certain cases, a special envoy) 

is in personal contact with the ally’s leader, receives information from 

him/her, and formulates an assessment about him/her. The political 

leadership may choose to share this with the intelligence community or 

shelter the information. In the case of Egypt, it was Minister Binyamin 

Ben Eliezer who met with President Mubarak on many occasions, 

developed a close personal relationship with him, and was considered 

an expert on Egypt.

25

In addition to the upper political level, the security and military 

echelon may also maintain contact with their counterparts. The 

intelligence services may participate in this dialogue, but they have no 

exclusivity and usually, with the exception of secret relations, are not the 

leading element. The strategic dialogue may be an additional channel for 

information gathering and clarification of the ally’s positions, although 

this channel may also be used to conceal information and practice deceit.

Acquaintance between the political leaderships and channels of 

dialogue between them and/or between other echelons in the two 

states offer valuable advantages in understanding the other side. The 

intelligence services no longer have a monopoly on the information 

and assessment about the ally. In certain cases, however, this may 

be a drawback: the political leadership may be swayed by personal 
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impressions or personal relations that have developed and discount 

information provided by intelligence sources that contradicts its own 

assessment. A related question is: does a nation confront an ally with 

intelligence about its activities, thereby revealing its spying activities?

The complexity of the relations between intelligence and decision 

makers in the context of an ally was clear in the case of the relationship 

between Israel and the Lebanese Christians in 1975-83.

26

 The Mossad 

was responsible for creating and managing the secret contacts with 

the Christians and supported cultivating them as an ally. Military 

Intelligence opposed this relationship with the Christians, claiming they 

were unreliable as an ally and it would be wrong to base the plan for a war 

in Lebanon on cooperation with them. At a certain point, the decision 

makers in Israel – Chief of Staff Rafael Eitan, Minister of Defense Ariel 

Sharon, and to a lesser degree, Prime Minister Menachem Begin – started 

meeting in person with Bachir Jemayel and other Lebanese Christian 

leaders to coordinate the war in Lebanon with them. It seems that they 

generated a set of expectations about an alliance with the Christians 

based on the promises made and personal relationships that were 

created, choosing to ignore the warnings issued by Military Intelligence 

and the reservations of some people in the Mossad. When the war broke 

out, however, Bachir Jemayel refused to respond to most of Israel’s 

requests; the Christians hardly participated in the fighting; and in 1982, 

Prime Minister Begin was surprised when in a meeting with Jemayel the 

Christian leader told him that at that time he was unable to sign a formal 

peace agreement with Israel. After Bachir Jemayel was assassinated, a 

peace agreement between Israel and Lebanon, led by Amin Jemayel, was 

signed, but the agreement was not approved and never implemented. 

The assessment by the intelligence services about the intentions and 

limitations of the Christians’ power proved to be accurate.

27

Israeli Intelligence regarding Allies and Partners

Egypt: After President Mubarak was deposed, the press reported that 

since the peace treaty with Egypt, Israeli Military Intelligence has 

neglected intelligence gathering about Egypt, especially its military: the 

army was unwilling to devote intelligence resources to Egypt given the 

assessment that should there be a regime change in Egypt and the risk 
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of a military confrontation with it return, Israel would have years-long 

warning in order to prepare for such an eventuality.

28

Warning of a popular uprising such as took place in Egypt is a very 

difficult – perhaps impossible – challenge, but intelligence services are 

still required to attempt to assess the stability of a regime. This requires 

devoting intelligence gathering and research efforts to social and political 

forces and processes beyond the traditional fields of the military and 

regime. The difficulty in predicting regime change and consequently 

a change in policy may lead to the conclusion that it is necessary to 

strengthen military research (i.e., focus on capabilities) also with regard 

to an ally/partner that is liable to become an enemy or at least a potential 

threat.

Turkey: Following the Marmara episode and the subsequent charges of 

an intelligence failure in information gathering and risk assessment, 

the head of the security and political division at the Ministry of Defense, 

Brig. Gen. (ret.) Amos Gilad said that Turkey had never been included in 

intelligence coverage. He supported this by saying, “Intelligence cannot 

gather information about everything; it has limited resources.” Turkey 

was a central ally of Israel in the region. In the 1950s and 1960s, it was 

included in Israel’s peripheral alliance; relations grew closer in the 1990s 

and a strategic alliance was created. Thus, Turkey was never considered 

a threat or an intelligence target.

29

 However, the change in Turkish 

policy and the waning of the strategic alliance with Israel emphasize the 

importance of political intelligence and warnings of a change in relations 

that also has serious security implications.

Jordan was an enemy state and an object of Israel’s intelligence services, 

but at the same time the Jordanian regime maintained secret relations with 

Israel. Jordan may be considered a strategic partner of Israel at least since 

1970, when Israel helped save King Hussein’s regime. King Hussein held 

secret meetings with Israel’s political elite while the Mossad maintained 

routine contact with Jordan. In September 1973, King Hussein met with 

Prime Minister Golda Meir and transmitted a general warning that 

lacked specific details about the risk of war. After the Yom Kippur War 

erupted, Israeli intelligence was asked to assess whether Jordan would 

join the effort alongside Egypt and Syria. (Jordan sent a force to the Golan 
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Heights front but did not open an additional front and informed Israel of 

its moves.) During the Gulf War in 1991, King Hussein cooperated with 

Saddam Hussein in Iraq, and Israel again found itself wondering about 

a possible Jordanian threat. In a secret meeting between King Hussein 

and Prime Minister Shamir, the two formulated understandings whereby 

Jordan would not allow operations against Israel from its soil.

30

 In 1994, the 

Israel-Jordan peace treaty was signed and security cooperation between 

the countries was formalized. Today, Israel is primarily concerned with a 

risk to the stability of the Jordanian regime.

United States: The US is Israel’s primary ally, and thus information 

about its policies and intentions (will the US attack Iran? how would 

the US react to an Israeli attack on Iran? will the US launch a new 

peace initiative?) is of extremely high importance. The two nations 

maintain close relations at all echelons (including decision makers, 

military and intelligence personnel) and a periodic strategic dialogue. 

An understanding of intelligence cooperation was arrived at already 

in 1951. It included a mutual commitment not to spy on one another, 

and it preceded the formulation of the strategic alliance between the 

two nations. However, there are issues about which the US is likely to 

conceal information from Israel, or have considerations that are not 

shared with the decision makers in Israel.

31

 The issue of intelligence in 

the US is especially sensitive (the Pollard affair) and Israel avoids seeing 

the US as an intelligence target. However, subject to limitations, Israel’s 

intelligence services gather information and undertake research about 

the US, primarily in the political field.

32

The Palestinian Authority: Since the Oslo Accords in 1993, there has 

been a framework in place for security cooperation with the PA to fight 

terrorism. The PA was thus considered a partner, albeit problematic. The 

Palestinian arena was the focus of an Israeli intelligence effort during 

the peace negotiations, but there were gaps, such as information about 

the Palestinian security forces. The GSS relied on cooperation with the 

Palestinian security forces and reduced its independent intelligence 

gathering activities.

33

 After the al-Aqsa Intifada broke out, the PA was 

defined as a target in the war on terrorism; security cooperation with the 

Palestinians was suspended, and the GSS once again established a massive 
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intelligence presence on the West Bank. In 2005, the cooperation with the 

Palestinian security forces was renewed and the latter won accolades for 

their anti-terrorist activities. However, the reconciliation agreement with 

Hamas and the Palestinian statehood bid in the United Nations have 

increased Israeli concerns that the Palestinians security forces will take 

a neutral stance in a confrontation and perhaps even turn into an enemy. 

According to one report, alongside preparations for popular protests, 

Military Intelligence, the GSS, and the civilian administration are busy 

identifying signs that would indicate the deterioration of relations 

between the PA and its institutions, on the one hand, and Israel and its 

security services, on the other. The question of intelligence gathering 

with regard to the Palestinian arena is quite complex: the very question 

of whether to define the PA as a partner or an enemy was hotly debated 

in the Israeli intelligence community and within the political echelons. 

Intelligence work with regard to the PA was also affected by the direct 

relations that Israeli intelligence personnel (especially in the GSS) and 

decision makers maintained with their Palestinian counterparts.

34

Conclusion

Intelligence work quite rightly gives preference to “know your enemy” 

(warnings of war, terrorist attacks, the proliferation of non-conventional 

weapons) and will continue to devote most of its resources and attention 

to those potential threats. However, surprises on the part of allies can 

have strategic implications, so that “know your friend” is also imperative. 

Intelligence work with regard to allies is subject to certain limitations and 

encounters dilemmas that do not exist – or exist in less serious form – 

when it concerns the enemy (lower priority to critical data identification, 

limitations on intelligence gathering, political leaders maintaining direct 

contact with the leaders of the target nation, and so on.). In light of the 

upheaval in the Middle East, what has already occurred and what has yet 

to come, Israel’s intelligence must be prepared not only to issue warnings 

and follow the state’s enemies, but also to assess the changes likely to 

occur within allied nations, warn of the weakening of existing treaties, 

and note the possibility of creating new alliances and partnerships (with 

opposition elements requesting aid or with new regimes in the Arab 

world), while still examining the risks and limitations of such pacts. 

The first steps in improving intelligence regarding allies might be to 
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increase the intelligence community’s awareness of the possibility of a 

surprise by an ally; demonstrate the challenges and dilemmas involved 

in intelligence work on an ally, and formulate ways of confronting them.

In the field of intelligence gathering, it is necessary to exhaust 

gathering capabilities and gathering from open sources, subject to the 

necessary limitations. In terms of research, it is necessary to strengthen 

the research response to the different types of surprises, and to enhance 

the warning system regarding intentional policy changes (breaking off 

relations, allies going to war against a third party). Military and political 

research must be improved, and the issue of regime change requires 

research about social and cultural depth processes (e.g., heightened 

religious fundamentalism) that could have political manifestations, the 

rise of new forces to power, the effect of new elements on foreign policy, 

and others.

As shown by international and Israeli experience, intelligence 

services have on more than one occasion failed to assess and predict 

enemy moves; intelligence is not a magic solution. However, wise use 

of intelligence may reduce the region’s uncertainty and help Israel’s 

political leadership manage the nation’s strategic relations.
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