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The United States’ Cyber Warfare 

History: Implications on Modern Cyber 

Operational Structures and  

Policymaking

Omry Haizler

This article will touch upon two main components of the United 

States’ cybersphere and cyber warfare. First, it will review three cyber 

incidents during different time periods, as the US infrastructure, 

mechanisms, and policies were gradually evolving. It will analyze 

the conceptual, operational, and legislative evolution that led to the 

current decision-making paradigm and institutional structure of the 

US cybersphere. Secondly, the paper will examine the procedures 

and policies of the Intelligence Community (IC), and the US cyber 

operational structure. It will review the missions and background of 

the IC and its responsibilities before, during, and after a cyberattack, 

and will touch upon the IC’s organizational architecture. The paper 

will also briefly review the current cyber threats in the United States 

and will elaborate on some of the fundamental strategies and policies 

that it uses to provide a suitable response. Lastly, it analyzes the 

cybersphere’s macro-level, addressing the data coordination of 

the IC’s agencies, as well as the federal, state, and private sector 

institutions during a cyber crisis. 

Keywords: Moonlight Maze, Morris Worm, Stuxnet, cyberattacks, 

United States intelligence community, cyber crisis, cyber threats, 

internet governance, cyber policy, cyber strategy 

Omry Haizler is a former IDF Officer and a Prime Minister’s Office operative. He holds 
an MPA from Columbia University’s School of International and Public Affairs (SIPA). 
He currently teaches at Columbia’s School of Continuing Education.



32

C
yb

er
, I

n
te

ll
ig

en
ce

, a
n

d
 S

ec
u

ri
ty

  |
  V

ol
um

e 
1 

 | 
 N

o.
 1

  |
  J

an
ua

ry
 2

01
7 

OMRY HAIZLER  |  THE UNITED STATES’ CYBER WARFARE HISTORY

History of Cyber Warfare

1
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Figure 1: Phases of Cyber Con!ict History

Attacks as Catalyzers for Institutional Evolution
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1. Realization—the Morris Worm 

2

3 Despite 

Paradigm Shift

Operations

4

Regulations
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5

2. Takeo!—The Moonlight Maze

7

9

10
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Paradigm Shift:

11

Legislative Acts

12

13 The 

14

Operational

3. Militarization—Stuxnet
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17 

an operational level19
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21

22

US Cybersphere Operational Structure
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25

26

constant and on the rise,27

29
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clear regulations, these threats have created a dangerous and uncontrolled 
30

Despite the increase in    non state actors, top  intelligence 

 still  that state actors are the greatest threat in  to 

 interests The   several potential actors who  cause a  

crisis, including nation states with  sophisticated  , such 

as Russia or 31 nations with lesser technical ,   

 disruptive intent, such as  or  Korea non state actors with 

 to  resources and  to create  chaos and 

  and  hackers or 

The various  targets include:  

32

33

34

The Intelligence Community Policies 
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35 include:

 

 options: The   provide a set  options to decision  

and  strategic   providing  The  

 guidance during attack and provides strategic operational and 

political  with its  and intelligence 

 :  the conventional , a  

  hard to detect at , even  it is a large scale attack The  

 assess the  caused so that it can provide  with 

the  to retaliate in a  This does not  

require operational  during an attack,  rather , 
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coordination, and sharing with other  so that there is 

an    

Multidimensional Cyber Response 

37



42

C
yb

er
, I

n
te

ll
ig

en
ce

, a
n

d
 S

ec
u

ri
ty

  |
  V

ol
um

e 
1 

 | 
 N

o.
 1

  |
  J

an
ua

ry
 2

01
7 

OMRY HAIZLER  |  THE UNITED STATES’ CYBER WARFARE HISTORY

Conclusions 
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Notes
 

“
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