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We also need to think seriously about an arms control treaty for
cyberspace...because two, and more, can play this game. Between
20 and 30 countries now have cyber warfare commands.... It [an
arms control agreement] won’t be easy — attribution [determining
who is behind an attack] is immensely difficult, so the cyber world
doesn’t lend itself to deterrence strategies like mutually assured
destruction with nuclear weapons — but we have to try, just as we
did with conventional weapons and bio weapons. We succeeded
with those, and the only way to get there is by starting.... Most
countries would agree to sign a treaty not to attack each other’s
international financial and banking system networks. They don’t
want to cross that Rubicon, or the entire international banking
system could go down. We have an international regime for cyber
crime, and we need one for cyber war — to rule out some things
globally. But we have to take this seriously and move quickly.
If we’re not careful — if we don’t take cyber defense and cyber
arms control seriously — we may find ourselves in a shooting war
and wake up to find that the enemy has pulled the plug on all our
shiny, trillion dollar weapons, that our chips and supply chains
have already been compromised, that our pipelines have been shut
down and our trains derailed, all while our computer screens are
telling us that nothing is happening.'
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“Retaliation in kind and in full measure...We shall be prepared to
enforce complete retribution.”*
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