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Matthew Jagielski et al., “Subpopulation Data Poisoning Attacks,” version 3, preprint, 28
arXiv, 2020, https://doi.org/10.48550/ARXIV.2006.14026.
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01101 NIV W D'A711 1N11 M0

;011N N7Y7N 78 NIMPN X 12D 7'W7 ININY DDIYN DDPNYN 7Y 120N DOD!DIPINN
|NI2N PN NYAIN.7V192 101 77 0N DIY DYINIENIT7IDT TXD NIYNND 17X
NIDIYN N7XINDN NLDIIDIIOIN NNIAX NIX7191D :NTA NHLA NN DNITH 0NN
DI9{7IN T2 DIDANN 7V 7' DN DIYD 7Y NTPIND N7VIN ,NININOD NT'N7
ITVIIY NNITH NAIDNA DDYIND NYOWN 'VXAN ,0ONIND 2171200 YT D TNNN
NIYNNDN AIXTINDIDOINTNIDDIAN NISPNN [21,NNIDN70 NI 7Y [IDIN MAND AXV7
D'DNP D'7TID PNYT7 NI72DN NT'9P2 NIDINNDI NINWYT DN NIX7191ID TXD

JIYnDN NIv7Nn 72171 Dwnwnin

"6(2016) DATONY™™A 71 TAY LI1TUIN'YiT NIV 2.7.1
NINIAN TN NMXPNIDIN 72 NDNIND N'X719D0 :N9INN ULPI
DML 7w AP NIVXDNI NDN DT NIDPNILIN NTNT NDIWD :N9'PNN NLYD

NOUN NTIPI17X17,2016 Y102 2372 DINNL 17V9Y DIOFIN :N9PNN NMAZITIND
NIDNINIYAID VT DIN 7Y NINDIY NITA T 7Y DOIDINPNN 7V Tay DIADNX'X] NLNjI
[22INY,Tay 7w NDN INTANTINTN 12220 NX 19210 D'OPINN VNIV NPXPFNIDIN T
NNMNITY AN ININD NATIN DOIDINPMN .24-18 12 D'WNNYND NN IDIDT TIN77

Amy Kraft, “Microsoft Shuts Down Al Chatbot :n7xn NNIPNN 7y DDIAN |NIAN NPn 116
after It Turned into a Nazi,” CBS News, March 25, 2016, https://tinyurl.com/y6kfk8as;
Dave Lee, “Tay: Microsoft Issues Apology over Racist Chatbot Fiasco,” BBC, March 25,
2016, https://tinyurl.com/5n84d8bd; Peter Lee, “Learning from Tay’s Introduction,”
Official Microsoft Blog, March 25, 2016, https://tinyurl.com/xwmw2akw; “Tay (Chatbot),”
Wikipedia, accessed October 10, 2025, https://tinyurl.com/3dy72bx2; M.J. Wolf et al.,
“Why We Should Have Seen That Coming,” The ORBIT Journal 1, no. 2 (2017): 1-12,
https://doi.org/10.29297/orbit.v1i2.49.
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N'DW QN ,“Tay 1 NOUN NTIPI N7XI°Y “DIWIN NXIAP T 7Y NDNIND NOpnn”
JIVNON 7¥ N19IXODN N1DLN NINNN NN NOYWN X7 D71VD

7N Tay ,DXI'X 97X 967D NI INNT ,N'7VONNN NIVY 16 11N1 :nyoOwnn 99
[2IN1NIMYTI NINNXDL,AXIPN NYNDN 7710 ,N0I0D1ENINTZIN [I'NY NIINANIDT7' X177
N2V ,N1NI9 NI7XINN NNDIDINIIYNN NN N1AWNT NXTNI DOIDINPZMD .N'DN D719
N29N NMPNN NP NXPNN 17 NNMALITNMIXOD N9PNNT VA NTY 7207 NNTIN
DINA7 NI717Y ,NIPNN2N NINYI2 NIRAIDD [IXY NIXPTNIDIN 12V |DIN7 NFN2AIM ANAIT7
NN DYINNAELNMIANX NIIYNT ITVRY NIDNT7D N1 NIDIWN 7w nn nnnwny

JIMIDPNAIDIN NNIDNTN N NIDIYNIA T'HY 21N [12'D NYNLNA IXN

TINAINGT I 9%11 01101 AN N7V 2.7.2
D101 127N qIDINT7 DIIINN 7V 1INT 71X :N9PNN 1DPI

7V wIN'W D'NXNIN DIDINN 7Y Q7'N2 |ID'NT7 011N '2IVND :n9'PNn NbYD
D'DIN '7TIN

NIvPNN MY INITA ETH Ziirich™ Google DeepMind™n DPIN :n9PNA NMAZITIND
N7VN NNIDN7N N 7Y [ID'N7 1TVIY DNTII0 D1INI DIYNT7 NRNDNN NIN7Wn
2XD 'DI7'X NXONT7 NITOI 7Y DMOXN DINTA NINIZ NN N7XIN frontrunning 210D
.DMNOIPNN NIXIN XA NXTI9T7 JITA NIMITTNIDNY 7 IDTN T 7V (snapshots)
NI7IVD INX7 D2 |IN'N7 DITYINDN DRININ 1DIVNA INYT 7V710 [DINY N1DAN 12T
NWIDY T 7Y DNTIAN DRIN 1DIVN7 NN split-view AIDND N7V10 .N2"VI1 NNp2a
MIPPNN 21NN N97NN1,0NININ 1DIVN 7Y D'DFTINA D'YI0INI DOPIN 10W ,DMDIT
VD PTNAND 1T 7Y PN NI ATANY |DINN 2 1V X1 7D .0MITT 01N

JNIPNIND 27V 79191 DTN D'WRNYNAY |DINN |21 DRI

Carlinietal., “Poisoning Web-Scale Training Datasets.”; :n'7Nn NNINN 7V DDIAND [NIANMPn 117
Chris Stokel-Walker, “You Can Poison Al Datasets for Just $60, a New Study Shows,” Fast
Company, March 3, 2023, https://tinyurl.com/32fet98s; J.P. Hennessy, “Why Google’s
Researchers Are Intentionally Poisoning Datasets and More,” Lightning Al, February 23,
2023, https://tinyurl.com/m25p7r7x; Zhang et al., “Persistent Pre-Training Poisoning.”
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NIN97 DTINN 6.5 7¢ N7YIN7 DINA7 172! D197INY NN DY NINY :NYVOWAN q7'n
127V0 7¥ Npn2 frontrunning AIDN NIDPNN NIYXHNL N172IX DT 1XAIIN
NI7Y21N1 012101 WD TINN 0.017) 7'van’7 [N 1D DNPINN INN,DNTIAN DIN)
NNIPN 7Y D1DPNDNN DDA 17TIN 7Y NIVIOWD 17X NIOPNN .T272 31717 607D 7w
NPLN DXL (BERT [122) N'TONIMNIN 2102 D'WNAYWDY 17N 771D 17X DIDNITH [ID'NX

LADNNNLTY [121D 1270 DITAIYY NIMINK NINTT IN NDYNNN

"8(2025—2014) i T2 T NIVTTITAT NI NTNIINTA 111 :Pravda N1 2.7.3
VT NNIPNT DIDDN DMDIDDX VTN 'WXAD :N9'PNN DI

DIN'T NIYXNDND NNIDNTND N2 [IN'N7 DIDIONIPI N'TONI' 121V :N9'P N NDYD
Mo NNEn

201471 71y97 n'7nn N'DIN7 nMIwpn Pravda n'Tnn NWA :n9pnn NMaziminn
NN —7'X120217D 7'Vl — NIINNND DY 77 IN,NANT AXDII0IIND! T NTwND
ITI7V 1VXIAY NN .NNIDN7NN NN 7W DDDIDIPINN 7Y MW DIN 727 NNNONN
TNDY ININ NIDI7DNN NXVINN 7V Digital Forensic Research Lab™1 (N97X) Viginum
ITH7V 70772 DDNINN DDA ATOPNI7 TNDWY [9IN2 NYIN N Thin 2021 Ny
“DINDIN NNIPN“D DN WID'WIDONTD NIWTN NN 18070 WNI' 78 npIiThNl N
,ANTOIN 7W NOYW NINITAN 4471 Pravda Nw1 7w DNIW{PT19'0N 1,90070 N 10T
D2IN1,580 — NMINAPIND NITOIPNIAINTND DY 922 W NiDINN NP TONINIA TWND

NINIPIN-NIDIN JIDID7 DNIYIN DINYIND DIDIY

NAXN'T7V NNIDNTND N2 7Y ID'N 1IN NN7XNA 7'WI0 YXANN :nVownn 9P
Gemini,ChatGPT 102 LLMs 2 D'WNNYN 112V 'D'D1IA7 1PN N'X71910 12VY |DIN
NINNTNNPOID N7 1770 NIDN7DN NN NIDIYHN NNX QN JIN'NN 17002 Copilot™
NIXNIIDIND' TN NN IN'XVN NWYN7 1221,Pravda NWA7 Wpn DIN 7V n7XWIY Y2

“‘Pravda’ Network: Worldwide Expansion and LLM, :n7N0 NINInn 7y DDIAD [NIANNpn - 118

Wikipedia Pollution,” CheckFirst, March 13,2025, https://tinyurl.com/yj7wz9u2; Global

Influence Operations Report, Russian Information Warfare Campaign: Kremlin Poisons

Al and Rewrites Wikipedia (2025), https://tinyurl.com/368rbn52; Chatelet, “Exposing
Pravda.”
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,ANI7'Y9 NN NWIN NN NI NIDIPNA . ANIDN7NN NN NN NIYXHX NDINN
NN [DINMTONIN 7Y 10190 |INDNKN 12220 NN N N7XIY NDNIND YT NDNI7 A0t
7V DMIRI NIDND |IDIX PN NTTONFN 7Y NTNIDN7N N1 NIDIVN 7Y [NIDNNDN
YTNN 112DD :D"YNIN O12IDI] DMWY X X7 DDA 1IVIOIN 71 N7 Pravda nen
D'V191 7V NINTAIN NIIYDL NN TNN,“ 1019 71DID”D 202271 NINKIPINT nw'790 7
DY D'NITRN D'9MTH APNND 12PN NIPIAON DINNIN NINIYID NODIN ,DIINIPIN
NIXTDYN NIRYD 71727 ' T 02YNIDINIPIN DN 7W DO DO T N'WIL,N'DIN

1o IX

TINMI0 DINN1 1000 NV 2.7.4

NTIN7 D'7TID 7W NIXTIN'DOIN"NDDIAN D1IINI N7V XY PNN0 :n9INN Pl
INION

(NMPND ANATN) NIDINN 1D 7L 1T'NY7 D77 1D '7TIN :N9'PNN NDYD

NIMDIN N7VIN NIBPNN INITN (2018) DINNI Jagielski :n9pnn NMI7ZITinn
(OptP) NIXTIN'OIN"NDDIAN N7YIN NIYXNNA (Warfarin) |'1971'7¢ [12mn TN 113
NINDAIT NIXI7 NI NP N7V NIXTINIDOIND NYNDNYN N9NNN 17120 1NN
NIDIDNN 7Y NNDY 2 1N21LNT'NN NINDY NN DIN'DPNT 171730 NI7VI0D |INDIN
NMI7p NID7NN 112V 773 1172 DYXINN NN QD0 Y7 TINA 1ITPRNNTE, 7TINN
INDIN77]'2N DIXTIDIIPN 7W DNININ 11YNA WDNYN PNNN .Anp Taa 719'b1
IDIAINN|DINA D717V DN N7YIN TXD DATN7 T (IWPC) M1971'7W N DaapNnIoY

JINMN DINN2 NTNIDN7N N1 NIDIYNA YIOY

1212'02 1'W7 NN NIXTINIDOIN"NDDIAN NOPNN ,IPNNN NNATNA :NYVOWNN q'n
DTINN 10 TWND,DTINN 93.49 7w YXINN 11Y'w2 D'79100NN0 DITINN 75 7XN 19110
N717Y DN N7VYIN TXID NN AT P00 NI NP0 .0MINN 358.89 7w 0w 1IN
NID7WN N77121,w17 NINQAN DINN2 NTIDNT7D N2 NIDIVND 1907 1IINA [9IND
12Y 21X 719D |I70 W M917Y DIWN D1'791DNN NINDA7 [IDX NN N7 NI71I7yw

NPPo7 IN1I70P DIN'T7 DINT 717V 1D 11D

Jagielski et al., “Manipulating Machine Learning.”; :n'7X0 NNIPNN 7y DDIAN |NIAN NIPR 119
Miiller et al., “Data Poisoning Attacks on Regression Learning.”
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LDIINYN 17Y2 NN NNIAT7 17'9N NN TN72 NN NINT DWY71L,7011 YDND]
NOINTN N7XYT7 N7VINN NN D ITH7V1 TXID NIZNYA PIDVYAN 112V I7Wn J7nn
AWTN7IN 712207 ,N1727 WON TXID IDINTN [INDIAN DINNA 2IYNY 1D 72112y Nl
,019{71NN NI712' INN 102 NINXDI DI NINEN NINAY |I1DD ?207Y70 NRIMN
7V DINNITAN 72 N7 N2ANN NNIDPFOIDIN NN INTN Y72 912 NN N9NN NT P19
NINIDNT7D N NIDIYD N7 DWNTA DMYYNN DI TYXD DX DINDILNIRDDA NTINYT
7Y 71¥0N21 NINDAINDI DWW NINT7 NI7ID' NI771DW NITDY

“NVIIN DININ7YIN TA DD WINWA DINXDIY , TN WWXDND DN7Y [1X7 21wN
2PYN ,NNIPNN NINIHMN NIV |12D NIFRIOL .0MILDIN DMNITPIN UL ANIDN7D N1
APNAINNIO N7'NP NIFOI NN INT NIDNYA NMIDDIN 7Y NN ,L,DININ )P0 NN
JITOI77'XAN 120, DTN 227 NITVIIN YT'D NIDAVNIA NIX719I0 DY TTINNNT 1T
NIYIDIN N7NN NIYIN,ANIDNTD N1 78 DNYPNA NINNAN NINIIDD791 19N 'WIID
,D17TIN7 N1 ,010IN1 1DIVYD 7V (121D 121700 |02, N1 NI70719 NINDIAA WTND
NI9X1 N12N .0'DL7P7 red-teaming NIFITALININD "IN PN NN APYNT NIWNT
,DIYTN DD DIYXDN P71 X7 N2AMND 011N N7Y710 19D N7'W NN D A IT
NIDINN NI2ADYT JNRNANL NI YTD 7101 NIPOPI9 7W NNDIY NYNLIN DX XX
.NII1DD NIYXDND
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3.0
070710 0TI D'11IN1 "1i'Y

“20VI' 71NN QTIN 7Y NN NPT Qwnin,7XI90 DINAN NIN DRINI N7V T
Data-) 021NN NN AT ,NMIYNKIN INTR NMIDE .ODPINT NN DI A WNN0
N7NN NID'WN JININD 1197 NINYIDN NPLD'LLD NIL'Y N'771D ,(Level Detection
77100 NN AT L,NMIYN NNRDLPN AN VINIX NN N7Y0 7 nNiNd1RY Ninnkn
clean-label 2IDN NI9NN INN'O D'OPINY INN7 NNDYX ,(Model-Level Detection)
1212230 NN NIDPIV 121,NIDDILLD NIFITAA NIV71A|3INI DY710 DN NIA7NYNN
[ID'NNINN7 NT19 NP7 112Y7 D1RNINN 1IX7XI NNT NI2PYALIDIND 1197 11In1bin

120 IpXY 771N NYNLINN NITT NP7 INKT 1T

TN 197 2018 :0°11IN3i N1 ' 3.0.1

NIPNIOL NIYXPNA NITIVN NINDAIT [ID7 D'DIN N1ANN NI [INIXN N7'NN 1197
ANN7 7D (clustering) NINT Y127 NI771D 17X .NIAIN 1717 NIZROLI NIDDIOLD
k-Nearest Neighbors |12 7nan-NIDDIAN NIFMT2,NI919X NI79NNN NIINN NITIPA
NINTZIN [INY NINIT NIOWINNL(SVD 122) N1 20T 7W NIL'W 21N NINMD N7
DN IDIOTN NI'DD NN IIDINY NN INT7 DTN71 017710 |21,0MFvn 011017

121 o'

Keyizhi Xu et al., “A Survey of Adversarial Examples in Computer Vision: Attack, Defense, 120
and Beyond,” Wuhan University Journal of Natural Sciences 30, no. 1 (2025): 1-20,
https://doi.org/10.1051/wujns/2025301001.

GiovanniApruzzese et al., “Addressing Adversarial Attacks Against Security Systems Based 121
on Machine Learning,” 2019 11th International Conference on Cyber Conflict (CyCon)
(2019),1-18, https://doi.org/10.23919/CYCON.2019.8756865; Wei Guo et al., “An Overview
of Backdoor Attacks Against Deep Neural Networks and Possible Defences,” preprint,
arXiv, November 16,2021, https://doi.org/10.48550/arXiv.2111.08429; Steinhardt et al.,
“Certified Defenses.”; Vassilev, Adversarial Machine Learning; Wang et al., “Threats to
Training,” 1-36; Zhang et al., “Persistent Pre-Training Poisoning.”
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NNMYYNI NIDIN NPA

NNIND — clean-label 2IDN N7XD TNIMMAI— NINATIN N7VYIN NIDPNN NNT DY
NI7Y71I0 NINT AXY7 D1712' DI9{7IN N'DD'LLD NANAN NI'7PI NIXANT N2
|'V NINADT7 DRONEDNYT NIZIDWNAIXTZ INDIININITIO] D7WIN [9IND NIA7NWNDN
NN'TININDTOADNT7 717V 11IDN [11'D . NI7IRENINDILIT7 NPDIZOIN-NN DINTON
NI7YIN NN7 72100 11N 1727 DN IND 12197 .0'WIX'A] VIA97 7221,0197N N
7V NIA1IIDA IN Q7' NI2ANT [IN'N NI21DA TR ,DXNIXD 71N NI7Y1A1 NINININD
.(FL) namian n1mn7

[N INNT M1 770 M ' 3.0.2

JIDINN 1IN 'V7 XD DD 72 21N10 7V NININYD | IIX NINTPNN NI7VINY INKD
NTPINNN NNLAX ND!'ON NIADNA DA — INXY 7TINN NN [IN27 D'WITI N1NN 'NIA
INT D'NY7,19107 ;0N1N12 NTPINNDN YR NINID NN 7TINDN NN NP .0NINIA
TR ,0'7V10 DN 7¢ NI9PYR NIVOYNL 'NANT MTY [N 1AW TN 2NInNn
.DMIFNN DIININ 1DIYNT7 NWI 'N DNAY ,NPZODN NMYIY 7w D'WNIN1

Neural 2 NOWIMY 190 — (trigger inversion) 121D 19N XN 727 NIL'WN NNN
DMY'Y INN Y19 NIVXNDNI DMPON 0NN 1INK7 DTIN7 Nwpanin — Cleanse
NI NTI DI9T NAT .ANIDN TV NNINT NIAPYA 7TINN NN DIONITY D7j72 DMVTD
DNXY DNINM7N 1IN 700 NN ML 190 NNINK N7 T 7W nip7 niXpimaiN
[122) NIMMAY NININ 7V [V DRIYIN TNY NN NLWPON N7 Ny DNy7i
DI7TINAIN DN D7TINA D720 NN [271,(D'21X DNDLP DML 7V DN
122 31X 110IN 19DD DA7VWNN

Jin et al,, “Survey of Trojan Attacks.”; Naoto Kiribuchi et al., “Securing Al Systems: 122
A Guide to Known Attacks and Impacts,” preprint, arXiv, June 29, 2025, https://doi.
org/10.48550/arXiv.2506.23296; Pang Wei Koh et al., “Stronger Data Poisoning Attacks
Break Data Sanitization Defenses,” Version 2, Preprint, arXiv, 2018, https://doi.org/10.48550/
arXiv.1811.00741; Ramirez et al., “Poisoning Attacks and Defenses.”
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D'712' N1NN 'N1IA L0171 0'D7{ DY DN 7Y NININNN 'DIDT NN NIYXHDNI
D'L7PN 7Y DI WY 1T 7Y 017919 STRIP 12D 0172 NITIVN NINRANN N7
NNIP7 MXPTIN — 31N |OIN2 NI NN 7TINN NITNN DNN NPT 0'DIDIY
111N17 NRI NIWAIT [IIN,DIPT7 DN NI7j7 7NN NID'WN .NN0D ML N7 7w
D'7TIN NON7 D'WITI DRIAIN DAY ,NFODN NMYIY NNDANA TNI'DA NIXIOAL,|IND'N
122 A\DNO 197 W17 TX 7Y

clean-label NI 1T N22W2 DA DI9ITINN T2 NI NN DMPHNN AN NNT DY
DMIYIVD DITIAN DM NN NI7IDPOD NRN NNXIT AN AL NI710) NI9INI
MIY'YA D NININENNTINAIIONDN NIDIVANI7Y00N Y1217 7V D'DDIANN NN 11220
DIXD NI DD TPNNN OIX72NN D10, TAN TINKD DN DMAINXD N7VYN
,'NI2N 217 XIN 7TINN NN NNT 12'97 IXNIPN WINND DYNI N 0NN DX
.N1AN7 N2NY N711T2719 170 NN NN X

Jin et al., “Survey of Trojan Attacks.”; Koh et al., “Stronger Data Poisoning Attacks.”; Li 123
et al., “Backdoor Learning.”
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FOI-R--5396--SE (Swedish Defence Research Agency, 2023), https://tinyurl.com/3ddn3pTc;
Jackson Barnett, “Army Looks to Block Data ‘Poisoning’ in Facial Recognition, Al,”
FEDSCOOP, n.d., accessed November 7, 2025, https://tinyurl.com/595haz7h; Li Ang
Zhangetal., Operational Feasibility of Adversarial Attacks Against Artificial Intelligence,
Research Report (RAND, 2022), https://tinyurl.com/5hyp7fxk; Lin-Greenberg, “Allies and
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Vassilev, Adversarial Machine Learning; “ATLAS Matrix.” 137

Kevin Eykholt et al., “Robust Physical-World Attacks on Deep Learning Models,” preprint, 138
arXiv, April 10, 2018, https://doi.org/10.48550/arXiv.1707.08945.
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and Mitigation Strategies; Puscas, Al and International Security; Miiller et al., “Data
Poisoning Attacks on Regression Learning.”
Biggio and Roli, “Wild Patterns.”; Mufioz-Gonzalez et al., “Towards Poisoning.”; Vassilev, 140
Adversarial Machine Learning; Sridhar Venkatesan et al., “Poisoning Attacks and Data
Sanitization Mitigations for Machine Learning Models in Network Intrusion Detection
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Raphaell. Areola et al., “Artificial Intelligence for Optimizing Solar Power Systems with 143
Integrated Storage: A Critical Review of Techniques, Challenges, and Emerging Trends,”
Electricity 6, no. 4 (2025): 60, https://doi.org/10.3390/electricity6040060; Committee
on Using Machine Learning in Safety-Critical Applications: Setting a Research Agenda
etal., Machine Learning for Safety-Critical Applications: Opportunities, Challenges, and
a Research Agenda (National Academies Press, 2025), https://doi.org/10.17226/27970;
Miiller et al., “Data Poisoning Attacks on Regression Learning.”; Safety and Security
Guidelines for Critical Infrastructure Owners and Operators (Department of Homeland
Security, 2024), https://tinyurl.com/2t8memjd; Yanxu Zhu et al., “Research on Data
Poisoning Attack against Smart Grid Cyber-Physical System Based on Edge Computing,”
Sensors 23, no.9 (2023): 4509, https://doi.org/10.3390/523094509.
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“ATLAS Matrix.” 144

Yanjiao Chen et al., “Data Poisoning Attacks in Internet-of-Vehicle Networks: Taxonomy, 145
State-of-the-Art, and Future Directions,” IEEE Transactions on Industrial Informatics 19,
no.1(2023):20-28, https://doi.org/10.1109/T11.2022.3198481; Department of Homeland
Security, Risks and Mitigation Strategies; Fendley et al., “Systematic Review.”; Hartle Il
et al., “Data Poisoning 2018-2025,” 433-42; Anastasios Giannaros et al., “Autonomous
Vehicles: Sophisticated Attacks, Safety Issues, Challenges, Open Topics, Blockchain,
and Future Directions,” Journal of Cybersecurity and Privacy 3, no. 3 (2023): 493-543,
https://doi.org/10.3390/jcp3030025; Barnett, “Army Looks to Block Data ‘Poisoning’”;
Peng Luo et al., “ADS-Bpois: Poisoning Attacks Against Deep Learning-Based Air Traffic
ADS-B Unsupervised Anomaly Detection Models,” IEEE Internet of Things Journal 11,
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