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Abstract

The banks must define a set of requirements for important suppliers
with respect to handling cyber risks in the financial sector supply
chain. These requirements must harmonize with the instructions of
the Bank of Israel and the provisions of every law, and be based on
the matters, areas and controls covered by existing regulation and
accumulating experience.

The banks must ensure that their important suppliers comply with
the defined set of requirements, by means of professional reviewers
who will check their regular implementation of the requirements.
The banks should examine the use (including supplementary use) of
the method developed by the National Cyber Directorate on activity
with suppliers.

In view of the findings regarding the clear economic feasibility of
managing this activity centrally for all banks, rather than by each
bank separately, this is the recommended option. This will also
increase the effect of the work on suppliers, who will know they
are dealing with all the banks and not just one bank. However, it is
stressed that a specific bank may add its own specific requirements
for a specific supplier, as it deems fit. The central body should be
owned by the banks, with a mechanism to split the cost of setup and
operations differentially, in order to reflect the scope of activity of
each member bank.



Abstract

the important suppliers themselves (instead of about five similar checks

over a year of a large supplier, one check will suffice).

The paper proposes two alternatives for central management of
suppliers in the financial system: in the first, central management is
performed by a body owned by the commercial banks; in the second
alternative, central management is performed by an external body
(possibly a government body) that will carry out its own checks for the
banks. Both these alternatives were examined in the light of three criteria:
e Improving cyber security in the financial system: the analysis

showed that central management will significantly improve the level
of cyber security in the financial sector in the context of the supply
chain.

* Economic feasibility: the comparison between the alternatives was
based on the resources needed for setup and regular operation; degree
of control of resources (flexibility, adaptations, setting priorities etc.);
the existence of an option to sell the services to other bodies; the
expected effect of the central unit’s activity on suppliers; the ability
to meet the Bank of Israel’s requirements.

e Compliance with anti-trust requirements: the analysis shows
that setting up a central reviewing body is not contrary to anti-trust
requirements, since such a body will not affect competition between
banks, and its sole purpose is to improve the security and stability
of the financial system as a whole.

Not only that, today the banks should deal with lengthy processes
when adding new suppliers to the system. The operation of a central
body could shorten these processes and even create a situation in
which financial entities could ask for a review and prior approval of
new suppliers in the context of suitability in aspects of cyber security.

In view of the foregoing, and based on the analysis of existing data,
the main recommendations are as follows:

* The banks must map and classify their important suppliers, that is,
those that are important to their activity and/or those that expose
them to potentially significant cyber and data security risk that could
seriously damage their operation.
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Abstract

The preparatory work also included a review of methodologies and
models for managing suppliers in the supply chain, including large
global corporations. Methodologies and models were found for handling
and classifying suppliers at organizational level, but not at national or
sectorial level, or alternatively, for classifying suppliers in cyber terms.
The findings in several areas of the Israeli economy suggested possible
approaches in the context of this paper — categorization at national level
for suppliers from a different industry (such as building contractors),
and an infrastructure process carried out/ guided by one central element
(the National Unit for Determining Security Suitability in the Israel
Security Agency) for the employees of many different entities.

Israel’s National Cyber Directorate has begun work on the
development of a methodology at national level, accessible through a
portal. Although this method has not yet been extensively implemented
(as of the time of writing), it could soon become a suitable platform for
wide use by large numbers of entities. A special unit in the Ministry of
Finance designed to focus on activity in the financial sector is in the
preliminary states of implementation with respect to suppliers and is
also relevant to the present discussion.

As part of this work, the two main alternatives for managing activity
regarding suppliers to the financial system were analyzed with reference
to aspects of handling cyber threats: one, independent handling by each
bank; and two, central management for all/ most banks. The results of
the financial analysis were also put through a sensitivity analysis. All
the findings show that, in economic terms, there is a clear preference for
central management of this subject for the commercial banks. Central
management means the potential saving of some 12 reviewers (suitable
professionals; the sensitivity analysis indicates a potential saving of
8-18 reviewers) in the whole banking sector. Not only that, central
management will reinforce the effect and power of the reviewer in the
eyes of the suppliers (since he represents all/ most of the banks, not just
one), facilitate better professionalism in the team (who can specialize
at sectorial level), reduce overheads (management, physical costs and
so on) for every bank, and lead to significant savings in resources for
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Abstract

This paper deals with the cyber risks in the supply chain of the financial
sector, and a proposal for ways of dealing with them. The purpose
of the paper is to present suitable and practical recommendations
for the banking sector, and it was written after a thorough study of
the subject, including in the framework of discussions and working
meetings with relevant people in this sector. The process also included a
review of pertinent international standards, which showed that there are
numerous standards covering a variety of areas and controls, designed
to limit the exposure to cyber risks in the supply chain, and to prepare
for them. Further surveys looked at relevant doctrines of protection,
government resolutions, instructions, directives and regulations in
Israel. The findings indicate that Israeli regulations refer to several
aspects of supply chain risks but are not binding on all organizations.
The regulations are aimed at specific sectors, such as the insurance
and the capital market sectors, or specific subjects, such as privacy.

The preliminary work included an examination and analysis of
the relevant threats to the supply chain, showing that attacks on
organizational supply chains, including those of financial organizations,
could materialize through a very wide range of channels, such as
penetration of the systems of a supplier with relatively low protection
levels (but with access to the organization’s systems); the use of legitimate
software updates to spread malware, and so on. These are not theoretical
threats, and the analysis is based on a large number of actual incidents
in Israel and worldwide, in which organizations were the victims of
cyber attacks that exploited their supply chains. The complexity of
the threat, the wide range of possible scenarios, and the increasingly
more powerful capabilities of attackers oblige organizations, including
financial organizations, to take significant steps to meet the challenge
and to minimize the dangers they face.
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