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“Section 2(e): Assessment of Electricity Disruption Incident Response Capabilities”, 39
Department of Energy, August 9, 2017, p. 29.

“Securing the Electrical Grid from Cyber and Physical Threats”, Idaho National 40
Laboratory, https://www.inl.gov/research-programs/grid-resilience/.

“National SCADA Test Bed”, Department of Energy, https://www.energy.gov/oe/ 41
technology-development/energy-delivery-systems-cybersecurity/national-scada-
test-bed.
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“FERC Directs Development of Standards for Supply Chain Cyber Controls”, Federal 42
Energy Regulatory Commission, July 21, 2016, https://www.ferc.gov/media/news-
releases/2016/2016-3/07-21-16-E-8.asp#. WQC2DGnysuU.

“Supply Chain Risk Management Reliability Standards (Docket No. RM17-13-000)”, 43
Federal Energy Regulatory Commission, 162 FERC q 61,044, January 18, 2018,
p. 5.
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“CIP-013-1-Cyber Security—Supply Chain Risk Management”, North American 45
Electric Reliability Corporation, July 2017, p. 3, https://bit.ly/2A1rWyE.

“Supply Chain Risk Management Reliability Standards”, p. 7. 46
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“ESCC”, Electricity Subsector Coordinating Council, January 2018, http://www. 48
electricitysubsector.org/ESCClnitiatives.pdf?v=1.8.

“§ 73.54 Protection of Digital Computer and Communication Systems and Networks”, 49
U.S. Nuclear Regulatory Commission, 2009, https://www.nrc.gov/reading-rm/doc-
collections/cfr/part073/part073-0054.html.
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“Regulatory Guide 5.71: Cyber Security Programs for Nuclear Facilities”, U.S. 50
Nuclear Regulatory Commission, January 2010, pp. C-29-C-30, https://www.nrc.
gov/docs/ML0903/ML090340159.pdf.

Sean Lyngaas, “Nuclear Power Plants Have a ‘Blind Spot’ for Hackers. Here’s How 51
to Fix That”, Motherboard, April 27, 2018, https://motherboard.vice.com/en_us/
article/mbxy33/cyberattacks-nuclear-supply-chain.

“Cyber Supply Chain Risk Management: Becoming a Smarter Consumer of ICT in 52
a Connected World”, Department of Homeland Security, June 2018, p. 15.
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Jory Heckman, “DHS, Lawmakers Doubling Down on Supply Chain Risk 55
Management”, Federal News Radio, February 15, 2018, https://federalnewsradio.
com/cybersecurity/2018/02/dhs-lawmakers-doubling-down-on-supply-chain-risk-
management/.

Lauren C. Williams, “DHS Developing Supply Chain Security Initiative”, FCW, 56
February 14, 2018, https://fcw.com/articles/2018/02/14/dhs-supply-chain-security.
aspx.

“Statement of Jeannette Manfra, Assistant Secretary for Cybersecurity and 57
Communications, NPPD, U.S. House of Representatives Committee on Oversight and
Government Reform Subcommittee on Information Technology (2018)”, Department
of Homeland Security, p. 8.

“Continuous Diagnostics and Mitigation (CDM) “, Department of Homeland Security, 58
last updated February 22, 2018, https://www.dhs.gov/cdm.

“Continuous Diagnostics and Mitigation (CDM) Approved Products List (APL) 59
Supply Chain Risk Management (SCRM) Plan”, Government Services Agency,
August 2017, p. 1.

~
o

2018 121WIV | 2 11"2°A | 2 112 | 1INW 21 1°Y*T1A,13"D



2018 120WIU | 2 11"7"A | 2 11D | N1 1'y*11n ,11"v e

N"w™IR NR9UR NIRIWIW 2V INYIR | 1IWRIVD 219

59 NDDANNA 127D APODRA NIWIWA DNDD NN 19pn MiInn v
0T IT MNWI YW NPODRA NIWIW Oy 1IMIN

D'PODN NPADRA NIWIWA DD N1 RWNA 201572 TIPNN NN IMDID
Mpapn NPNIND 127D APODRA NIWIW1 DD 5710 PR 19PN 17110
1aNInY IR NMPYH MININ,NTIAY N0 1197 NP Swnnn rTIvnd
SR 5 HY DYRODA DINDNI IRV NIPNINN,NPPTRN,MWITH 0 DY
MWW DN HW 911011 N2IPND DYRNRI DDA SW JIPN 1RND TNONA
PODN T DIPNN PNON.DNDD 717015 NPININ Mmab Man YY1 ,NpaoRD
191Y 535 NPVINTIN,DNID NN RYWNA MIROMIN ANAY MYW H» 70
,2017 TIWA PONA TIVY DNITYA NP NIRT 2ORPINRD PYna nnwnn
JIPDMR NPNYNA 12700 NNYIAR NOWH ATAY NIDHR” INTMIY Trona
197Y .7927D2 APADRA NIWIWA N N1 HY DWIN 19”1993
NIWIY TN 927D NNVAR 91707 DINN2 DMPY TIY 993,2018 598N 90N
&4 PADRN

VNN OWRA DIITORPINRD DIPNN 1191 37111 ,15R NPMIN MmN qona
LAPODRA MWW 12D PNT9 0TI NTPR MWIRY MVION DNAN DI
TIWNN HY namwn 152102 51190 ,APADRA NIWIWI AINNA NNLIARD D19N
DONNWNY TWORN,NNNN TIWN 01 DMWY HRnn,nTonn pnvnad
,MINNM APADRA NIWIWA D11DY YA TROW NMNMNM Y70 NR qnwy”
NWNY,DNPD NV NENONIV D925, NINNVIVDRYT MY ATAY MY
6,71 TINNA NPNYNOV IR DYAN ,DWIR 172 MY HY

“Cyber Supply Chain Risk Management”. 60

“Supply Chain Risk Management Practices for Federal Information Systems and 61
Organizations (SP 800-161) “, National Institute of Standards and Technology, April
2015, p. 2.

“Utility Sector Best Practices for Cyber Security Supply Chain Risk Management”, 62
National Institute of Standards and Technology, October 2015, https://www.nist.gov/
sites/default/files/documents/itl/csd/USRP_NIST-Utility 100115.pdf.

“NIST Releases Update to Cybersecurity Framework”, National Institute of Standards 63
and Technology, January 10, 2017, https://www.nist.gov/news-events/news/2017/01/
nist-releases-update-cybersecurity-framework.

“NIST Releases Version 1.1 of its Popular Cybersecurity Framework™, National 64
Institute of Standards and Technology, April 16, 2018, https://www.nist.gov/news-
events/news/2018/04/nist-releases-version-11-its-popular-cybersecurity-framework.

“Software and Supply Chain Assurance Forum”, National Institute of Standards 65
and Technology, last updated March 29, 2018, https://csrc.nist.gov/Projects/Supply-
Chain-Risk-Management/SSCA.
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Shon Lyublanovits, “Reducing Cybersecurity Risks in Supply Chain Risk Management”, 69
General Services Administration, September 18, 2017, https://gsablogs.gsa.
gov/technology/2017/09/18/reducing-cybersecurity-risks-in-supply-chain-risk-
management/.

oY 70

“Intelligence Community Directive 731 — Supply Chain Risk Management”, Office 71
of the Director of National Intelligence, December 2013, p. 1.
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“Supply Chain Risk Management: Framework for Assessing Risk”. 72
The Public-Private Analytic Exchange Program. 73

“Identifying and Mitigating Supply Chain Risks”. 74
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5V M2WNA DR AWHTR ARNAN 7S/DINR MY NN IR DLW,
NPPTN NT.ARINA HY DPNA MNN TNR 935 IPIDRN NIWIWA DNPD N
MIWN NNY NPV1IPI MITINN,ANNN TIVHI NPXPND MOROD MNIND
N°9%90 AWM DRNRNA DY 0 NIT MW INIpY 5 nnd el o or

27D 1IN W 19nDaY ANt 0N

1220 n'an

MY NN APODR MIRIWIY YW ANVIARA MWD NR W70 12501 N°an
20712 IR ANDIO APADRA NIWIW "112°D NR H1H *70 .MTI0) mMny
21995 NRNPA,’MHNYIN IPADRA NIWIW NNYIARY NYMIRDA 1IVIVORY
NN NN TP, APODRI MRIVIY HY DNPRI 12 71200 nanInd
NI O3 7.7HT DNINN DININ IR TN HR PINND DOWHRaANT T YY
NIWIW ONPR DR AWAITN 1250 120 YW 79270 NNYaRY 19pna IMRHN
215 TP NN AW NNSY” TP, 11 NIODHRY  NRT AN .APODRA
mMNa” %52 ANDNI DNIDA MY ,/IMNYN IPODRI NIYIWI DND
NINN TR ONPYANN MNMHNIVA DDA NNNONY DARYN DY HY DIwM
oY 199 NI ... (WINWN AR I 11NN HNR) Danng Sw ornin
D110 91715 MIXHMN ATIAY MYV TIPN PHRRYI NNAY A7VvNa A”YYNN
8/ApapbRA NIwIwa

W91 1TAn1 nam
NN 125 NMYNY RN TNPNI ANVIAN IR IVION TN MNTPA NNR
1990 NTYYH ANINRY 773N 7D1D” N7an .(Charter of Trust) “P1NNRA NINKR”
N7YNa (AES- IBM 5512) DINR 07D 0onHwnn 0onins "nnwvab
NNYIAR DR 1MV D993 DW»9 NNaY” ATYNY ,MNRA NN DR pPwnd
DDA RN MINKRA DY PIY 39DN 1119 7./NWwIn N2°ap van 931 727N
AN AT NIPYY 295 . MINRY PamwI “DIndd” Nian oy nownTH Mwar
DOWHY DTTR SW NPRNRY 19NDR M 1wy mHWHRn o) TNRN NN

“Protection of Mission Critical Functions to Achieve Trusted Systems and Networks 76
(TSN) “, Department of Defense, Instruction No. 5200.44, 2017, p. 1.

“National Strategy for Global Supply Chain Security”, The White House, January 77
2012, p. 4.

“The Comprehensive National Cybersecurity Initiative”, The White House, March 78
2010, https://obamawhitehouse.archives.gov/node/233086.

“Time for Action: Building a Consensus for Cybersecurity”, Siemens, May 17,2018, 79
https://www.siemens.com/innovation/en/home/pictures-of-the-future/digitalization-
and-software/cybersecurity-charter-of-trust.html.
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(27905 0PN MIOD W IWRI TRPNI, T NYY MNRNIN MAITHN HY DDANNI)
792 W ,70521N00 DIPNA NPYMP NMPNWYN NP 07PN MNIND NN TNRD
JNNRA NINKR7IONNWNY 112NY 127D 718110 HW 71INDAY ANTH YW ninTin
NRI9IW ,APADRA NIYIWA DND N7 DOmMwn MNIng Rixnd »1

.T9912 AN 93 HY DaARWHNM MM

0IX11 NDNvil

SVI97 AN PR, DIRIN NINDA KW D T,NNA MR DINIR
DP9YRAD MITWNA 9NN, D7IRIN DHRIRIVID DD TIYRY DOWPaNn
NPDI AR, DAY 1IN NORI NINDN NINM TINIR KV HVI1AN RY 7900
;72D NNVIARD NYTA DR TIMI A9 19RDN 291N T'7.000 1N P71 IR
OPVRMIVPOR 01IPNY MONDN 05510 0hn VYN P IR

01NN mMT1yn

5w an7 N MPoavn (Underwriters Laboratories — UL) DN MTavn
MYMITH TP, 0797800 MIIPN IR THAN,DNIPNN TI7,09100 HNn,manvn
17730 MIRIND IMNNA 97210 00,0 NN MI2YN S.a»wynn S onapm
NPM,MOWNNM MAINKR NPT MTIPN,APWIN NN, DR DY TN MOMO
271920 MRIR NHwNn Sw 5»oa oiIpn”s awynd oawvnl 1nbY Ap1an
MIRIYIY NINDN TIRY, DORNRY WHW TR NI 01 wRYHY M1 MTavni
TIVN SW ATIAYI MMLIM MR SN £.302 DNWPN D9IM NPADR
NI APYTAN MTAYHN NNRI DIMNN MTAVHNA 1IN0 IRPINRA NTAYN
#.IPRIN99 T2 Nl

“Charter of Trust: For a Secure Digital World”, Charter of Trust, February 2018, 80
https://www.siemens.com/press/pool/de/feature/2018/corporate/2018-02-cybersecurity/
charter-of-trust-e.pdf.

“Certification”, Underwriters Laboratories, https://services.ul.com/categories/ 81
certification/.

Mike Murphy, “Inside the 122-Year-Old Company that Makes Sure our Electronics 82
Don’t Blow Up our Homes”, Quartz, April 5, 2016, https://qz.com/643007/inside-the-
122-year-old-company-that-makes-sure-our-electronics-dont-blow-up-our-homes/.

“Supply Chain Certification”, Underwriters Laboratories, https://services.ul.com/ 83
service/supply-chain-certification/.

“Current List of NTRLs”, Occupational Safety and Health Administration, https:// 84
www.osha.gov/dts/otpca/nrtl/nrtllist.html.
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MR 1DUINYRZRZ N'MIRZ71"20 MI'X1A1 IRZ7]"30 11N 1120
(IEC) N 30v170poRY MIMNRS-120 MmN (ISO) MMIND™120 NPPNN IR
MONDA NN DIPN WA 0TI 17722 AP MAanwni MTI9 NMY? Ny 0N
MM NTPRNN DANN Y HY NOMYNA MI2VA ATYNN.AYYNN 01N
P51 AYAIR Y9190 ,ISO/IEC 27036 1PN .90 MI2IYN DINNA 0PN
PTNN MDY YN NNVIRA TIIIRY PPDH” MITYRY NPNIN PODNn
MRIN AT NAOMWN MHYaY o1 ./0pavn oy oIwp YW Jwpna onbwy
DIPN T 521, NVINITIVPIOR NIPN NNNON APPIDVIIVPIRY NMIRD-PAN

/17NN 120202 DOYIDN YR IR, D270 DIXIN” MY
5TIN NYPRN APIIVIIVPHRY MR PN MDRIN DY 62443 D1IPNN NITD
NNVIAR W 1010 NITNRY WY 7185 DONYNN AOR 0IPN . INPHNIVINY
62443-4-11pN .(IACS) NPIYYN PXMVINI AP MDIPN TN 92700
ISO/ 3PN %.77920 N2IYN SW 01N MmN HY MONA MWITA NR IRNN
W 13 OR ,NPTNY 19PDA NMINNY DI1IV1IPR NYaPa Y5 N IEC
NPT ISO/IEC 1PN pOD (T721) AN IR PIAPY 0TI DOV WIRNRNA TN

DPOD) DIRIN SY DHOWNRNN MR

(NT72130 11INW'17 1TIwnn) SAFETY pin
1702 7aRNY PNV NONDAY MINNA PUNN NTYIND PNYIRY TIWNN
TR MVION NN, I MRIRA 2007 72NVADA 11771 MOPNN INRD
M0 HYA ,IPNIIR 122202 TPINY MNP NPNDIOD NYNYAN TIRN
IRY? 17173 70 MAIANA SY wwnn 2,799 023170 PRY mMEYN NPINRD
57027 RY IR DINY TP RINY NOPNND DR PIN? RY 10HW IR0 OR,NPINRA
MV PARNA NANA” PIN DR 2002 MW DVNPA PPIN 722 N2DN2.AMN
19 MVANY” TN YR ,(SAFETY 710) "M neaciow PinoR mynia
NIV T NPNINIV HW DIHRIRIVIO TN IR TR YN RY MANA DR

“ISO/IEC JTC 1 — Information Technology”, International Organization for 85
Standardization, https://www.iso.org/isoiec-jtc-1.html.

“ISO/IEC 27036-1:2014”, International Organization for Standardization, April 86
2014, https://www.iso.org/standard/59648.html.

“EMC Product Standards”, International Electrotechnical Commission, 2018, http:// 87
www.iec.ch/emc/emc_prod/.

“Overview — The 62443 Series of Standards”, IS4, 2015, https://fr.scribd.com/ 88
document/358894928/ISA-62443-Series-Overview.

“Research and Development Partnerships — SAFETY Act for Liability Protection”, 89
Department of Homeland Security, January 14, 2014, https://bit.ly/2JPlolm.
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NINDRS 13N a1 SAFETY 7N 0./071 MY Rn npiciow pnws nnadn
7170 T3 MIVIRD NP7 NPNYNIVI DMPY ,DIRIN YW an7 Nn
1D7IRY DMIWIRND DIRINA NNOWIY DMK D1I90Y TWaRN K11 7921 ,(QATT)
NR 9231 NT5M0 PINY2AY TIVNA LN MK NN NTYIND PNV SY NN
9291701 T MIVIRNA NPNYNIVA MRIN DY DWRNWHRM DINNN NPINR
D) RI1¥NY 1M1 SAFETY 70 Man NMNRN NYa oRIT 0ng Pa

%9270 NNLARY NPV

110U NNWIR NJAUN2? NNz N1"101n
DIRIN HY 727D NNVIAR DR NYYIANY 1TYNY DN NONDA 2100 NNd DIY?
TN NP NPINDN YTN MDTIPN MIRIN HY NNIW ANVIARY MOND ,Awynb
1983 NINDN NN MYPIG BYA HPY IPIVMIPN LMY DWIHWH nHYNS
"DTIWN DNIVIPR NPPN . /DMOWR DNIVIRA” 113, 00PN DINYN
NN .DININD 1ONDA NN NHYHIIN NANT NONDA NN NI D)
SW MPNTN NDW ,YTN NIDIPN RN SW IPMIR 197D NNYaN NHYNd
SW THRNN NDWI M9 MIIWNA TNRN NYIN,ANDNHYI MY DN
112 5 7Y %5 NONDRM 12NN 7ONN YW n9aban My nyvpary”
DIPNN D1,/ DMIOWN DIPIVIPR” NIIDNI DIRIN 2,357 190DIN 2018
DIPNM M2 MIIWYM DIPNI,AYYON MDIPN AW NIPIY MIIYM
%, M) NHNY MY

NPNYNI MITPRNNT TI13) 927D NNYARI MTPINHNI MIT MR AT
RIN "DNOWR DI1IVMIPRT HY DYHRORIVION MIIDNA TNR ,(N19IROD
Mannwni MIann,7a% goua.nIpa mawna X9 YTn mavna mIpnnan
MYIR SY 01NR D77 IR PDI, PO IR MHYND PR DIIVIPD Nna

“The Office of SAFETY Act Implementation”, Department of Homeland Security, 90
https://www.dhs.gov/science-and-technology/safety-act.

“Research and Development Partnerships — SAFETY Act for Liability Protection”. 91

.ow 92

.ow 93

Steven B. Lipner, “SAFECode Perspective on Cybersecurity Certification”, January 94
2018, p. 1, https://safecode.org/wp-content/uploads/2018/02/SAFECode Perspective
on_Cybersecurity Certification.pdf.

“About the Common Criteria”, Common Criteria, https://www.commoncriteriaportal. 95
org/ccra/index.cfim.

“Certified Products”, Common Criteria, https://www.commoncriteriaportal.org/ 96
products/.
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59N 0732 PRI AW 51701 DTV 1YY ANTa 7.92»DN anIna nMan
ARI22 NPTN 935 NINOR PADY 1T ITONN DR DW»Y 7T IR, 772N APTN
%.775W MR MINNA MPRI 12IVN MNP PRI

79T, NNRI VIONTMNIRA TINNA MO 1INDA NPINN HW 11n o»p
MIANN MPTRN T 5P PIDNY NWY APODRA NTWIWI DNIDA 91 MNTN
12 DN ARINN Open Group NIIR ,SWNY ;75 .ANT1PA NR TOPNN 1IN
IR, INPNA AT PRPINR NN 5915 ,07NIRD™PA DONNWH 50070 1NV
ANNIYY . OYHRIRIVIO T 191N 919D MIWORN T NIIRD HW NRT AP
D27 T72N MPAY DMWY 12 03 0 TR ,JVP I 12770 R SAFECode 118
P30 MXIR HY DORIRIVID

SAFECode

NNVARA TPHRNN POIPRA TINRD NIDNA 5PN 1IIR K17 SAFECode
5w NYMIRYTPA NONDAY ANIPD AMTA PN W NAIRA Y NS .momn
MPW DIRIN M’ DYRNWNRY Y05 wpan SAFECode 927D M8In
19" ANVARA Y PWAD DPADA NR PINNY NP ANVIAR DPODNRA DINPN
DN SAFECode " XY MRT 2./NRT Avpwn Yy 19nnnw onbd mvann
DINNNY DI DINIR OY MINNA TINY5 PIARIA,DN1A DIVP DOND
TPMIRYTPA NONDAY ANTPA 10.0%MA YANT2 DYYN DNDD 9170 NN
DWITTN DARYNN N2 MYRNRIA AT VAR 71PN MM 727D N Hw
2PYI PIN 7DOWIPIA MIVR” NPR T O 191 ,APODRA MIRIYIY NNYVARD
DMLAIRND DIRING

N3 DPODN 712D NNVIAR NONDNA D'PDIYR SAFECode YW Y1 100N
925 IRINN NINDA M2WN DR W70 SAFECode :MI™Yn van MMy
R MI2ANY NYank M7 NRND,MWY INRIY INRY R9 W mnron 25wa
RITW YW, NPORIRIVIO NP2 12 PIW IRINT MYWHNNWN 1HXY DR IRYD
NR W79 SAFECode ;791 901 L RVAIRND 1IN 7ONDAN NYaApH Pnnn
MpaDnn MPINN” 3 AT IWPNA 178N, 1PN NONDA NIYHNIY NHYINN
5w N2 1NN NI DR WONY NNON 181N’ 191NN HY MInwn nmim

“Members of the CCRA”, Common Criteria, https://www.commoncriteriaportal. 97
org/ccra/members/.

“About the Common Criteria”. 98

Lipner, “SAFECode Perspective on Cybersecurity Certification”, p. 2. 99
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MHYIAN PMRYAN 9370 NY AV IR WITR SAFECode D12 02779000
RANW,NaNT Y770 7190”72 pPMITY, 0PI APADRA MRIWIWIA IRRMY NI
193795197 %aNT Y91 NNaNY DWHRNWN5 MaIn nHMn

AT MIPNRNNN 1Y, NN 1A SAFECode YW 01200 )10 nonwn
VN SAFECode 12 113.(7792 MI2IYNI R YN MIIWNI RO JIRD OW
m52955 52mMY 727,00RY DINIRA OY MR MPrTan NP NN DR
mnaY NPDIDIN MY'WR” NRT 0P .M 101N D7aARYNI IMynNwn
132 MINO Q0N NPHR MY MM SAFECode YW "NNvaiRmn 7iom
4 PTRY 19NDA MNNN

O-TTPS 121U N'101N
Open YW Open Trusted Technology Provider Standard (O-TTPS) n»1own
IMIVNY , MEYMN 1TNAY MW MWAIT,meoni nemn nYa Group
MININT DPINDNA GTNN IXIN] TINNN HY YN MnHY NR 19vY” RN
1575w NPHA1%IN APODRA NIRIWIY NNVIAR DR [(MNWPN NPNNI00
NPAY DYNDN NINNA MYIT D TMY INYTOW DINIR THDN IR
16 7@I070n NNV oD’

DDA NN PaPn O-TTPS 171310 SW N1YMINM NPIYINN 2NDN O)
N9NDAN NPPTN JRDN,ANNTY I21DA NNVIAR DINNA NYTRY M 11wn
,OPWOY 7T NINDAY DVION ATAY NPT MNWIN Y913 2017 mwn
YT 03,795 9UNA 5510 9Ronn % phnna 25w 55 112y qui 1o oy
5V MMYY 1M1 102 TO7TY,MZINDM ANRNN MWITY NYIND NY9'8ap
.ONDA RV MYHONA HY 1PIVA PHAN wINN 19NDA YRIM 1onoan

0w ;0w 102

.nw103

“Fundamental Practices for Secure Software Development: Essential Elements of 104
a Secure Development Lifecycle Program (Third Edition) “, SAFECode, March
2018, https://safecode.org/wp- content/ uploads/2018/03/SAFECode Fundamental
Practices_for Secure Software Development March 2018.pdf.

“The Open Trusted Technology Provider Standard (O-TTPS) Certification Program™, 105
The Open Group, http://www.opengroup.org/certifications/o-ttps.

.Dw106

“Open Trusted Technology Provider Standard (O-TTPS) Certification Policy :187107
(Version 1.1),” The Open Group, January 2017, pp. 14-18, https://ottps-cert.opengroup.
org/sites/ottps-cert.opengroup.org/files/doc/O-TTPS_Certification Policy.pdf.
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110 "MIX17 N"MIRZ71*A 12A0Un? At

Cyber Product International) 92D »1211Y N'NIRD-P2 NINDNAY ANTPN
noNon (EIS) HSnwnia nrnwn 3nwvad axyinn YW (Certification — CPIC
Sw Do vant 0HYa ,orab 1191 .55 1ININY DNRAN 0275 Nivn nnd
NI RN D TWROW,IIY IV T HY PINN TN PHAN DIDN NPNWN
DN TN TINR MP2D OND IR NINTT NNNN 2192 DITHY TN MM
DIINN,ARMING YT HY PRIND ,NINDA POAN NP 29NN 19IRI I, DINY
79D 1991 NPNYWNN NPNIID TR TNIHA I27DN DIND ANIRY AmAan
PMRIND MNIRDTPA NINDN AN MIADN MTNX 1DNNN TNVRA DY YN
5w N2 on5oon MO, NYNYn HY oINS rmynwn oind %o 0y 9aro
107197 1509 . MIMON NPVHNTIVPIR MPION M0N0 TMIXIN NINDAY DYINR
191DAY ANTPR DITPN PHNI NYTA DR DO NNO YW 011NN DIRVIN
27D N MRS Pa

fIZ9URN NIWIW1 0'112'0 21117 DA™z N1'12101 NZ10 911
0'1127R1

1TI2Y MYW MYnwni w7 NPMIn 010 720 »2 70797 71N M1 nmwb
10 1790 992 IR, NINYRY MYY MNWPNn IOR MYW 12w 7NN .meomn
27D MRIND MRS AONRDAY AN MY 211wWn DDA NYH MM
DPPDYY WININ NN’ 723 19K DMWY 721970 X7 7N N2IWN MNa RS
MmN YN o3 10 027 DIPHIT,INOY APODRA NIWIY YW ANvarn ;irnd
TI2Y MYW PINRY 27 71 ¥ .90 DMYA 018N HapY IR JInn any
JORI MIvOMIN

127113 OIR'N

NNYY MR YW DWNT APODRD NIWIWI DD 51015 00 oYM
MOYA MR DWHYRY DPODI TIRIN 112 15WN NONDN **H0n 71911 owm
DY) DWITTH DARWNN DR P12WNA DNY IWRI TN, 70 0w nwann
N9NDAN NN PR OIR.NIIR 525 OMPYNWYHN 10123 N MY MR
,72 DAONNWNI Y9I P2 DM 19IRA 1OR NMHY 7HNH war’ nymRSan
52pN1 .0ARYN NYPWNAI DORNRNI M007 IR IPMYNYN DRNYS 701
AWRN AN 7270 9PN MINRI 1ONDN 15N TWARD PInnY Iwar’ RN
010 D9IPNN NOR
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"0"Wo 201" 01N Y1'RA Nyt
DYDIN TN MINY, 075NN DNDDA MPYRAR DR P71 0H910W DIpn
N1H2190 APODRA MRIWIY YW NWITIN ANVIARD DR PWRY 172 DPaDN OPR
DI9T PARY TIPNA” 12 w11 (Langevin) PIIRD IRPMINRA DRNPA 1N
PINNY7 5V " YITTA DIN1NA NPWY NR TNYND,N1R HY DDIAND 1wn
9913 ,792D0 NNLARY DD NDDIAN AW VIPIY DINIIRA DR MR
NRNP AEP 10N ,nniT 19182 6, Ap0DRN NIWIwa 0D 9101 1a)
DIDINY N21N32 *H555M PN MINON NR PINNY” WYNN nHwnnb
NAYY 127D NNYARY NN STINN NPNINM “IPaDRA NIWIY NNYaRa
NIWIW2 DYHRIRIVIO TN TN TP PIN” TWR AN 2DVPRING TN
100 7gnenyh wpam npoavRn

19NDNN NN HY ,APADRA NIWIYA AINNN DNPRI TY TTINNNY T
RO MEHMN 1TAY MW YW 1ONDNA TpRNNY ,NMNMuha RS 1w ow»H
1IPDIY DPNVHMIN DYRNARA,PAD DN PN 11995 mHnn nrpna
DY .AONDAN NN SY INRN MY 1N DDA 09D TPOIDN AT INRNA
DIPNN NR 95NAY ANNR IPR 127D IRIND MRYTPA NONDAY AN, NRT
modn MNWN M7ans popH ROR ,APODR MIRIWIY NNVIARD YYRNNI
SPODRA NIWIW SW nmMn Y nnvand ,mmon mawn,nunnn

NRHN PYINAY NINTHA ANIPY YD 01PN HY DDIANA HTIN PINIRIN
MNNANN 1IN SY MYITR.A0NN MWD YY WY wp Mt nan
MH5913 1AW 7,590 1711 11 DNAY DNPRA TWRN VRY 1N 1270 N7003a
12X 727D IR MMIRDTPA AONDAY AN .MXYMN ATAY MY
0N RY ROOW MR IR ,A7R9190 MIWITO NIonh nnkin nad mink
DOYD 153 NN NIIDNA NINDNN YN YW RIN PPYIN.OMA nHann
NPIDTYA NIDWAY NIYN NNY AIVNI,DNDTYI PNNPN 1IN 1Y
DNNANND DNPRM NI

NZ2'NNND 1310 "X 2W N'AIRZ71"1 121017 A1t 01811
JIRT OY .TPRIRDTPA D37 NYAY »7 19002 APODRA MKRIWIW HW 11300 2115
,ANNTY . OMIR NPPNNY DTN DPROD BN 7RI NPTIM DIPND AN
19NDA NPINM "PNRA NINR7 VYN AT INRNAIIPDIY DOTINM MNP 9D
1PN D OR) M2 MRIRDOTYHI 19N DPTPNRNN 127D NNVARD NPORAD

Williams, “DHS Developing Supply Chain Security Initiative”. 108
“Supply Chain Risks of SCADA/Industrial Control Systems in the Electricity Sector”, 109
p. 2.
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NPNNI DPDIVA DO DY T DON SNWNn MPNRY IRPINRNORA TIRNN
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2vnni T'pon

MONNWYN IR,APYWYNN HY AN 1DDAA RN 121D 1IN YW 1onvah anmen
D2MIN YW DIPDAIN NOVIN 29N (1) :R7 72 vand YN na ndwnn
MPNRN NINPN (3517300 °9Y2 HW 37x5 1291 19IRA NRRIN AN (2) ;007123
NYNSWNRNR MNP NANWHR N1PAY Y1 (4) ;173 992 DMK Y PVMDIR
2115W .NMHY N'NonY 173 0YNYWNRN NMSTY ITD 1IN 25WN (5) ;MNP
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APODRA NIWIWA DNDA NR Y715 772, W7T32 )1DIRI GMIWN PHRRNI MIND
5592 P3IRA DINNAY V192 HRwnn qava
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IR RN’ ANNR NPR 127D RN HY IMKRYPA 1onDnY i
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