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Israeli Cyberspace Regulation:  

A Conceptual Framework, Inherent 

Challenges, and Normative 

Recommendations

Gabi Siboni and Ido Sivan-Sevilla

The cybersecurity challenge cuts across fields, sectors, and 

approaches. This essay presents the fundamentals of the problem, 

embraces a risk-based approach that perceives the state as society’s 

risk manager, and overviews the development of regulatory processes 

in modern societies. The essay then compares how the United 

States, European Union, and Israel have chosen to confront the 

cybersecurity challenge and stresses the importance and difficulties 

of imposing cybersecurity regulation on the civil sector. Finally, the 

essay explores some possible avenues for progress and suggests 

some solutions for increasing the resilience of cyberspace in the 

civic sector.
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Figure 1: Comparison of Cyberspace Regulatory Regimes in Israel, the 
United States, and the European Union 
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Figure 2: State regulation of cyberspace in Israel
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Concluding Insights

sectors still lack guidelines and supervision that would ensure appropriate 
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