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The cybersecurity challenge cuts across fields, sectors, and
approaches. This essay presents the fundamentals of the problem,
embraces a risk-based approach that perceives the state as society’s
risk manager, and overviews the development of regulatory processes
in modern societies. The essay then compares how the United
States, European Union, and Israel have chosen to confront the
cybersecurity challenge and stresses the importance and difficulties
of imposing cybersecurity regulation on the civil sector. Finally, the
essay explores some possible avenues for progress and suggests
some solutions for increasing the resilience of cyberspace in the
civic sector.
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Introduction

Cyberspace poses various challenges on decision makers. These challenges
stem primarily from the heavy dependence of states and societies on such
a vulnerable sphere. While cyberspace enables the flow of information,
which, in most cases, leads to economic prosperity, efficiency, and social
benefits, it is also a target for national security, criminal, and commercial
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threats. The challenges to the resilience of cyberspace!' are rooted in several
key factors. First, there is an obvious asymmetry between the minimal
obstacles of hackers to penetrate cyberspace and the high costs of defending
it. While a successful attack needs only a single vector to advance, defense
efforts aspire to cover all possible vulnerabilities. Second, cyberspace relies
on outdated communications protocols, allowing attackers a great deal of
anonymity and making it difficult for law enforcement agencies to identify
the source of the attacks.? Third, cyberspace allows potential attackers to
exploit the numerous hardware and software weaknesses and to use existing
attack tools that succeeded in previous attacks; this phenomenon accelerates
the race to defend oneself, further eroding the security level. The existence
of a flourishing market to exploit zero-day weaknesses only stresses this
point.®> Furthermore, recently it transpired that commercial entities have
shared software weaknesses and attacks tools with governments to facilitate
spying on citizens and “regime opponents.”*

Fourth, the lack of mechanisms to share information about cyberspace
threats and the means of defense employed by commercial companies make
it difficult to formulate a collective, proactive effort to prevent cyberattacks.
This stems primarily from only partial information sharing and limited
transparency of commercial companies in the civic sector,’ while both the
military and the state sectors fail to do their part. Fifth, there is a lack of
economic incentives and technological tools to develop appropriate defense.
While cyberspace damage—currently estimated in the billions of dollars—
incentivizes market forces to defend themselves, most of the civic sector is
not required to report data breaches and cyber threats to the state. Therefore,
the cost of damage resulting from a successful breach to the reputation of a
targeted company is not enough to motivate companies to protect themselves
before anything happens. Alongside the growing awareness of shareholders
and the customer base in the private sector, there is no inclusive or binding
directive instructing companies to publish data breaches or report on the
damage caused. Furthermore, the capabilities of technological tools currently
available on the market are insufficient to create hermetic defenses.® Finally,
most cyberspace users are unaware of the dangers, and provide cyberspace
with sensitive, critical information that is not sufficiently protected. Many
users also fall victim to social engineering attempts, choose weak passwords,
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and in most cases, represent the weakest link through which systems are
breached.’

It is therefore not surprising that we are inundated daily with reports
from all over the world about newly discovered weaknesses, database
breaches, sensitive information theft, and computer systems that have been
maliciously damaged.® The ease at which commercial institutions and states
collect and store critical information undercuts the efficacy of the efforts
expended to protect cyberspace; thus, we find ourselves dependent on the
proper functioning of a vulnerable sphere. For its part, the state tries to
partially fix this market failure and intervene to either prevent cyberspace
dangers from being realized or mitigate their impact after they already have
occurred.

The risks posed by cyberspace are the natural progression of the risks
facing the modern state, as described in 1986 by sociologist Ulrich Beck
in his groundbreaking book, Risk Society.” According to Beck, modern life
and its technological developments offer many opportunities, but also create
new dangers to humanity and the environment. In 2002, economist David
Moss referred to the complexity of risk management by governments.' Moss
showed how the US administration, as the risk manager of the American
society, went through three successive developmental stages in its risk
management strategy. The process began in the nineteenth century when
the United States intervened aggressively in financial risk management to
encourage investments and economic growth (by legislation, such as the
limited incorporation law that reduced investor risk and the early voluntary
bankruptcy law that protected investors from losing everything they owned).
Later, the state transitioned to risk management on behalf of workers’ safety
and job market stability (workers’ compensation, social security, and the
birth of the welfare state). Finally, in the current stage, the state manages
risks for the entire society—environmental dangers, food and drug safety,
and now cyberspace risks—arising from modern developments."!

The risk strategies that states use range from risk reduction to their
distribution throughout society. On the one hand, reducing risks consists
mainly of both preventing them in the first place (e.g., safety regulations,
traffic signs warning to slow down, information security requirements to
prevent hacking, and so forth) and mitigating the damage from a risk that
has already occurred (e.g., firefighting regulations for dealing with fires,
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steps to reduce the damage resulting from cyberattacks,'? and notifying
the public and state entities of a security breach so that they can protect
themselves before being targeted). On the other hand, redistributing the risks
consists of transferring the responsibility for the risk to a range of entities;
for example, product liability laws shift the responsibility from the consumer
to the manufacturer. A contemporary example is the 2015 Cyber Information
Sharing Act that limits the liability for a data breach in commercial companies
that choose to share information on cyber threats with the government. Risk
redistribution can also occur by spreading the risks among various parties
via insurance companies, for example. Every insured entity pays a certain
premium to cover the damage from a risk being realized with some other
party ensured under the same umbrella. In cyberspace, the private sector
manages risk distribution mainly for third-party risks,'* so far without any
state intervention.

Despite the many risk strategies available, the state has not yet determined
the right way to intervene—especially in the civic sector—to ensure the
continuous functioning, resilience, and stability of cyberspace. In terms of
the resilience of cyberspace, the civic sector has tremendous importance.
Because this sector represents the lion’s share of activity in cyberspace, it is
exposed to most of the risks; therefore, damage to the civic sector has major
economic and security implications for the resilience of the entire society,
as this essay demonstrates.

State Regulation: Background and Development

At its most basic, regulation consists of control, supervision, and enforcement
carried out by the state or through independent state-sponsored agencies to
legally enforce binding codes of conduct.!* Tt applies to those entities that
the regulatory body wishes to regulate. The concept of regulation emerged
in the United States at the end of the nineteenth century as a political
and management method to control the economy. Regulation became the
government’s central tool and was a natural reaction to market failures,
absence of supervision, and the emergence of so-called natural monopolies.
By contrast, Europe tended to nationalize the market. Supervision through
nationalization delayed the development of a regulatory tradition in Europe
in tandem with the United States.'* From the end of the 1970s and into
the 1980s, the United States began expanding the use of regulation and
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established independent regulatory agencies, while Europe started to use
regulatory tools to accelerate its economic unity.'®

When Margaret Thatcher was elected prime minister of the United
Kingdom in 1979 and Reagan became the US president in 1981, neo-
liberalism and privatization of government services were on the rise. This
led to independent regulatory agencies widening the scope of their activities
to regulate the market, thus giving rise to the nickname “the regulatory
state.”!” The state’s function has gradually shifted; from subsidizing services
and helping to reduce gaps, the state now seeks to bring greater efficiency
to the market by means of increased regulation (or by deregulation).'® In
practice, regulation is usually understood as legislation or sub-legislation by
the state or independent regulatory agencies, expressed in binding directives,
decrees, and guidelines. Its function is to control market activity, while the
state sets the overall policy. In the regulatory state, experts play a key role;
the demand for high expertise across issues is the initial motivation for the
establishment of independent agencies."

Justification for state regulation can be explained in several ways. First,
regulation strives to protect the values and liberties of citizens who are
liable to suffer at the hands of the powerful or from external threats. This
justification explains the need for the army and security forces on the one
hand, and for authorities that check and balance them on the other. Second,
the economic justification for regulation is to fix market failures resulting
from free market practices that do not serve the public interest,” e.g., the
creation of a monopoly or a cartel that prices and provides products as it
sees fit, making supervision necessary. Third, regulation can be justified by
lack of information or asymmetry of information, which causes consumers,
companies, and even states to behave in a manner inconsistent with the public
good. In this case, the job of the regulatory body is to allow transparency
and the free flow of information. Finally, regulation can be explained as
the desire to ensure the continued existence of dwindling essential public
resources that one cannot avoid using, from the quality of the air to the
number of fish in the ocean. The regulatory body must ensure that these
resources continue to exist, despite market forces that would—when left to
their own devices—completely consume them.

The literature explains how the regulatory bodies work as part of public
policy procedures and the creation of regulation in the first place using
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many approaches. The theory of the public interest, also known as the
functionalist theory, asserts that regulation operates to promote the common
good and increase social welfare.?! By contrast, the private interest theory
maintains that private interests motivate regulatory bodies to increase the
gains of centralized interest groups, usually representing a small slice of
the population. In that sense, redundant regulation is a product of interest
groups’ relations with the state and amongst one another.?? Furthermore, an
institutional explanation for regulatory regimes can be given. An institution’s
capacity® or its historical location in the public policy process® explains the
structuring of the regulation in the way in which it was created. In the last
twenty years or so, another school of thought has emerged, which explains
regulation based on ideas. According to this school of thought, paradigms
play a central role in the shaping of public policy.” A certain idea will be
perceived as “right” and as “a window of opportunity,” causing decision
makers to establish regulation in the spirit of the paradigm and its attendant
interests.” In other words, in many cases, ideas and interests are intertwined
to the degree that an idea can provide legitimacy and expression for interests
groups, which are capable of generating regulation to serve their objectives.?’

Regulatory Approaches in Cyberspace: Israel, the United
States, and the European Union

Regulation, thus, is expanding in modern societies, and its justifications
and explanations are rich and varied. Nevertheless, the literature has yet to
explore the regulatory process in cyberspace. The paragraphs below describe
the challenges for regulation of cyberspace, the ways in which regulatory
bodies deal with cybersecurity, and how the United States and the European
Union?® have structured their regulation regimes of cyberspace compared
to Israel. Finally, the essay focuses on Israeli regulation of cyberspace and
highlights the largest gap in that regime—the civic sector.

Regulation in cyberspace does not refer only to defense in the classical
sense; rather, it consists of many aspects directly related to national security,
defense of assets and intellectual property, crime prevention, information
security, and the right to privacy. Such regulatory objectives challenge
regulatory bodies for three primary reasons. First, the costs involved for
requiring protection are high and create vehement resistance among the private
sector, which represents the largest proportion of cyberspace.?’ Second, there
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is no state-issued guideline demanding that companies be transparent about
their level of security and the severity of attacks in practice. Both attackers and
defenders share information,* but generally defensive efforts do no benefit
from extensive collective organizing. When commercial secrets and company
reputations are at stake, it is hardly surprising that the civic sector would
be unhappy to share information about the goings-on in its digital sphere.
Third, regulation in cyberspace—as anywhere else—involves a conflict of
interests. Most prominent are the struggles between statism?®' and liberalism,
and the right to privacy versus the right to security.’? Furthermore, struggles
in the context of national security interests versus the desire for economic
development (as reflected in supervision of exports of sensitive goods), as well
as obstacles of information sharing among companies in light of the stringent
directives issued by the director general of the Israel Antitrust Authority,
serve as a partial reflection of the difficulties in instituting regulation in the
field. These conflicts let loose contradicting interests and power struggles,
which impede the implementation of regulation in cyberspace.

Given these challenges, regulation of cyberspace usually involves four
ways of dealing with the problem of cybersecurity.’ The most common one
is to create standards and requirements in information security, including
encryption, monitoring, backups, strong authentication, and so forth. In
addition, regulation—especially in the United States—seeks to encourage and
create mechanisms for information sharing between commercial companies
and the state, based on the mutual desire to confront the problem of the
lack of information and thereby protect against attacks before they occur,
as well as mitigate the damage by attacks that have already occurred. The
regulatory field is also notable for creating regulatory agencies and bestowing
authority on state institutions to enforce defensive cybersecurity standards and
practices.* Finally, regulatory regimes include steps to mitigate third-party
hacking damage, including notifying the national CERT?® and customers
whose personal information was stolen. This is consistent with the “full
circle of defense,”*® which includes preventive steps, information sharing,
and damage mitigation after an attack; together they create a coherent
protective shell for organizations operating in cyberspace.

The regulatory tools used to confront cybersecurity risks generally involve
legislation, binding state guidelines issued by the regulatory agencies,*” and
self-regulation by conforming to recommended standards, such as the ISO
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information security standards,*® the PCI standards for online companies
providing clearing services,* or by internal organizational expertise, which
provides guidelines for protecting the organization’s computer networks,
although this is not always publicly known. In addition, the state also issues
standards and guidelines on the recommended way to defend the organization
and/or the strategies that ought to be used. In the United States, for example,
the National Institute of Standards and Technology is punctilious in issuing
standards for defending and encrypting information systems,* while the
Financial Industry Regulatory Authority assesses the best defensive cyberspace
strategies for financial companies.*!

In the Western world, there are two main approaches for states to confront
cyberspace risks. While regulation in the United States is based primarily on
multiple voluntary, sector-based agencies with considerable weight given
to market forces,*” the European Union presents a different, hierarchic
model. Lateral institutions have strong enforcement powers, in which the
state is at the center and large segments of the private sector are subject
to regulation. While the United States believes that business interests will
lead companies to defend themselves, the European Union takes a more
interventionist approach, in which the state institution makes sure to defend
the various sectors for the good of the citizens. Both the United States and
the European Union enforce transparency on data breaches. In the United
States, transparency is carried out at the state level (there are 47 versions
of data breach notification rules),” whereas the European Union recently
issued an upgraded General Data Protection Regulation (GDPR) Directive
—effective in May 2016 and fully applied starting in May 2018—that ensures
a uniform standard for notification and compensation for security breaches.
The rationale of the European decision makers was to create incentives for
the market to protect itself ahead of time so as not to have to bear the rigid
burdens of notification and compensation.*

Finally, it seems that the United States is on the verge of expanding the
risk strategies used, not only by preventing and mitigating damage due to
cyberattacks, but also by shifting liability away from commercial companies
in order to encourage information sharing. By contrast, this approach has not
been adopted by the European Union and it is doubtful that it will be, given
the possible infringement of the right to privacy, which the European Union
views as a fundamental civil right that the state is obligated to protect. This
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kind of information sharing gives legitimacy to commercial companies to
increase their collecting of information and forwarding it to the state; without
appropriate responsibility and transparency, it is difficult to believe this will
ever be considered seriously in the European Union.

Both approaches provide only a partial solution; they do not include
regulation of the state’s security sector (the army, intelligence agencies, and
so on), which is normally exempt from government regulation and mostly
applies a self-regulation model. They also do not provide a comprehensive
response for the civic sector and its multiple layers, including commercial
companies, industrial institutions, and the civilians themselves.

Israel presents a hybrid model. On the one hand, the civic sector is, for
the most part, not subject to any binding regulation, and, like the United
States, the state relies on market forces to find the right balance between
protection and economic investment. On the other hand, the statist approach
is manifested in private companies, including the country’s banks, in which
the state dictates the information security practice because of their strategic
importance. The state even imposes sanctions on such companies should
they fail to meeting the necessary threshold conditions. There is an exception
expressed in the Protection of Privacy Law, 1981, which includes aspects of
information protection and is applied to all sectors against anyone possessing
personal information; this law, however, dates from 1981, and its information
protection aspects have yet to be updated.

See below the comparative chart highlighting the similarities and differences
among the United States, Israel, and the European Union:

United States Israel European Union
A liberal regulatory | Hybrid between A statist regulatory
regime; reliance on liberalism and regime; centralized
Type of market forces and statism; critical and binding
regulatory mostly voluntary infrastructures under
regime state supervision; the

market is driven by
its own forces

Only in critical Only in critical In critical sectors
State sectors: energy, sectors: energy, and online service
presence healthcare, electricity, | healthcare, electricity, | providers

water, etc. water, etc.
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United States Israel European Union
Progressive strategy: | Solely focus on the Prevention/Mitigation
Prevention of prevention of risks. of risks. Strategy of
cyberattacks and Israel has no limited | preventing attacks
redistribution of liability laws with and mitigating
Risk liability for risks in regards to cyber- damage, without
management | civic sector security or one redistribution of
strategies that requires cyber liability for company
damage mitigation for | risks
companies and their
customers in case of a
data breach
Exists at the state Non-existent Exists in a coherent,
Transparency . .
A le\{el in a non- umform.man'ner
CONSUMErs uniform manger; 47 under Dlrﬁ?CtIVCS
. states, each with a approved in 2016 that
during a data | . . . .
different version will be implemented
breach
by 2018
Privacy is a Mostly managed Managed by the state
commodity—mostly | by market forces, with binding laws,
managed by market | with relatively strict | institutions with
forces, except for requirements not power, and motivated
specific sectors fully enforced by by the interest of
Conflict with | (health records, the Israeli Law, safeguarding privacy
the right to | information about Information, and as a human right
privacy minors, etc.) Technology Authority | overriding economic
interests. At the
member-states level,
the right to privacy is
weaker vis-a-vis local
intelligence agencies

Figure 1: Comparison of Cyberspace Regulatory Regimes in Israel, the
United States, and the European Union

The process whereby cyberspace regulation is formulated in Israel consists
of two major stages, but they too, as noted, lack a national strategy for all
market sectors.* Israel’s cyberspace regime started in 1998 with the law
regulating security in public institutions. The law listed all the requirements
for protecting information systems of institutions defined as “critical” to
the state. These included aerospace, water, electricity, and communications
bodies. In 2002, the state determined that the professional supervisor for these
institutions would be the National Information Security Authority, which
is subordinate to the Israel Security Agency (Shin Bet).*® Furthermore, the
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state determined that the institutions receiving directives from the National
Information Security Authority would be carefully selected by a special
steering committee; in practice, the list of bodies swelled with the passage
of time. In other words, bodies defined as critical to the state, based on the
impact of the potential damage (for the GDP, for example), received a state-
mandated directive, whereas many other bodies, which were not defined as
having the potential for great damage, were left without guidelines, thus
leading to a situation in which the economic considerations of the market
forces became the major factor in their defense. It should be noted that the
institutions receiving directives include both private and public ones (oil
refineries, E1 Al, the Israeli Electric Corporation, Israel Railways, and so forth).

In 2011, Israel entered the second stage of its development of cyberspace
regulation when the government changed its approach and started to address
the work required with the private sector. The National Cyber Bureau (NCB)
was established under the Prime Minister’s Office, a move designed to create
better integration with market actors. Later, in 2015, the National Cyber
Authority was founded with the objective to work directly with the civic
sector and serve as the executive body for the state’s cyber defense efforts.
The Israeli regulatory state in cyberspace can be described schematically
as follows:

Security Self-regulation: IDF, Shin Bet, Mossad, Police

Defense Guided by the Director of Security of the
___Industry & Sites Defense Establishment
Critical infrastructures Guided by the National Cyber Defense

Authority / the Shin Bet

Guided by the Government
Telecommunications Authority

Figure 2: State regulation of cyberspace in Israel

The chart above particularly highlights two aspects. As previously noted,
the civic sector is mostly left unsupervised. Although there are little islands
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of supervision—the financial, energy, and healthcare sectors—guided by
directives from government units, themselves subject to the guidelines of the
Government Information and Communication Technology (ICT) Authority.
But by and large, the civic sector engages in self-regulation, lacks information
sharing, and mitigates data breaches to its customers as it sees fit.

Other than its selective supervision of different sectors, Israel recently
issued two significant policy guidelines. The first, designed to enhance
supervision already carried out by the Defense Exports Supervision Division
at the Defense Ministry, expanded the list of products requiring state
supervision, reflecting the state’s desire to supervise the cyberspace arms
race and maintain Israel’s relative advantage.*” The state has decided to
halt this process and continue consulting with the cyber industry about the
issue and, for now, adhere only to international supervisory arrangements,
given the opposition from the local industry that was concerned it would
not be able to compete with industries in unsupervised states.* The desire
to maintain [srael’s standing in the world as a leading cyberspace exporter
relative to its population® resulted in the preservation of the status quo in
the issue of supervision. This is instructive regarding the depth of the mutual
understanding and extensive cooperation between the various industries and
the Defense Ministry.*® The ministry listened to the concerns of the industry,
managed to get a toehold, and is now part of the decision-making process
for every cyberspace product designed for attack.

The objective of the second guideline is to nurture human capital and create
standards for those defending cyberspace. This is an entry regulation, based
on official recommendation, in which the state delineates the professional
level required of personnel in all forms of cyber defense.”' This is a significant
guideline, which has not been tried extensively elsewhere in the world. It
may, on the one hand, raise the professional level on the short term through
various training programs that could be developed especially for regularization;
yet, on the other hand, this guideline could obviate the self-taught model by
which most experts in this dynamic field currently attain their knowledge.*

Cyberspace Regulation in the Civic Sector: Importance and
Difficulties

Despite the wide range of efforts described herein, the civic sector in
Israel is not subjected to cyberspace regulation and its security lacks state
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supervision.*® This challenge traverses national borders, as manifested both
in the United States and the European Union (until the two most recent
European Union directives, which for the first time also cover industries in
the civic sector). When it comes to the resilience of the shared cyberspace,
it is difficult to overstate the importance of the civic sector. First, the civic
sector represents the lion’s share of the sphere. It is exposed to most of the
threats and is traditionally the weakest link through which attacks begin
and spread to other sectors. Second, private companies regularly provide
services to government ministries and sensitive state institutions, making
their resilience in cyberspace a primary concern. Third, damage to the
private sector is damage to the stability of the entire economy. Under certain
conditions, this could significantly harm the nation’s resilience. The policy
of expanded privatization has only exacerbated the problem, making the
private sector the key player in the state’s regulatory efforts. Fourth, the
civic sector is responsible for technological developments upon which
more sensitive sectors rely; thus, damage to it could serve as a backdoor to
attacks on sensitive information.>* This is especially true for startups poor in
defensive resources, but that sometimes end up developing defense products
for general use.*

The private sector’s basic opposition to regulation is not surprising and
is a familiar phenomenon in other contexts as well. State regulation and
supervision are seen as hamstringing commercial companies and costing
them a great deal in return for little value.*® Moreover, the private sector
considers the state to be slow to react to technological change and incapable of
meeting the inherent challenges in supervising a dynamic, constantly changing
technological sphere.’” Instead of increasing the resilience of commercial
companies, state regulation might force them to adopt standards that do not
match current threats and take away the flexibility they enjoy today. Finally,
the idea of state intervention is inconsistent with the neo-liberal approach that
has spread like wildfire in twentieth century’s capitalist societies,’® where the
regnant paradigm is one of privatization and deregulation, whereby the state
intervenes only minimally, if at all, in the market to maximize the benefits
accrued by commercial entities.”
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Concluding Insights

Although Israel is developing its National Cyber Authority, many economic
sectors still lack guidelines and supervision that would ensure appropriate
protection. There is no road map to ensure the resilience of the civic sector
and to serve as a model to be adopted by the different players in the economy.
Such a model would have to address several key issues:

First, the model would have to generate a structured process that would
provide civilian bodies with the incentive to adopt cybersecurity. Entry
regulation, such as a local government business licensing law, is one way,
but other options also may be considered. The state is currently working on a
“cyber law” that aims to create a kind of cybersecurity verification seal that
would define a uniform defense standard necessary to market companies.*
The need for such a security seal might incentivize institutions to protect
themselves better.

Second, it is necessary to consider the various layers of the civic sector.
There is no one-size-fits-all solution; rather, it is crucial that the regulation
be tailored to the type of enterprise, its level of information sensitivity,
manufacturing processes, and supply chains of the various companies on
the market. Therefore, it is necessary to rank the civic sector by its exposure
to risk and the damage that a systems breach is liable to cause; an insurance
company, for example, cannot be treated the same as a pharmaceutical
manufacturer. The proposed model would have to address these essential
differences.

Third, it is necessary to consider expanding the risk strategies the state
is using. The lateral look at Israeli regulation in this essay teaches us that
the state is primarily involved in preventing cyber risks from being realized.
Mechanisms now emerging in the United States®! to encourage information
sharing—with the built-in tension over safeguarding the right to privacy—
might make it possible to relieve the bottleneck of information sharing and
create a more effective, proactive cybersecurity. In addition, it is necessary
to enhance transparency over data breaches by requiring all sectors to notify
a national CERT and share information with the public. This will help
others understand where caution is needed and the extent to which sensitive
information is at risk. These could serve as incentives for better defense and
more effective damage mitigation. Commercial companies that worry about
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having to pay for damage mitigation by law will defend themselves ahead
of time as best they can.

To conclude, the need for regulating cyberspace in the civic sector is
obvious, but the difficulties of developing such regulation are numerous; they
range from the problems and battles between state institutions, the tensions
between competing interests, the costs involved in adhering to regulation,
and the attempts to find the right balance between transparency and secrecy
as well as between centralization and decentralization. At present, even
though cyberspace is essentially a civic sphere—most of it being based
on civilian infrastructures, systems, and technologies operated by civilian
organizations—this sector has not yet been regulated and incorporated into
Israel’s regulatory regime. The responsibility for cybersecurity currently
rests on the organizations alone, even though the lone organization lacks
the expertise and resources to confront cyber threats without creating an
infrastructure for cooperation between the various sectors in the economy.
Israel is quite active in the state’s cyberspace as cyber units were established
in the Prime Minister’s Office, the decision to establish a cyber force was
made, and various R&D settings and national research centers were founded.
Nonetheless, it is incumbent upon the state to continue to strive to strengthen
the defense of the relevant civic sectors using a range of tools and capabilities,
because damage to the civic sector is liable to cause fundamental harm to
the entire nation.

Notes

1 The resilience of cyberspace refers to the sphere’s ability to withstand possible
attacks aimed at software and hardware weaknesses, non-secure protocols, and
unauthorized information access.

2 The development of these protocols met the needs at the beginning of the
worldwide web in the 1960s. In those days, it was necessary to allow connectivity
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